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A few (fun) facts 
about me

● 10+ years in IT  ML CV, 
RecSys, Voice, NLP, 
ML/DevOps, BE

Contacts

● Building Zencoder since day 0

● For the last year mostly DevRel 
(this is event number 52

● Have 4 Maine Coons which I 
occasionally have a chance to 
see back home on Madeira, 
Portugal in-between events

Whatʼs 
AI?

Will AI replace 
cats?

Will AI clean 
our litter box?

Zzz…
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LLMs are trained to predict the 
most probable next symbol, even 

if it sometimes leads to 
inconsistencies or mistakes.
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LLMs lack grounding in the 
physical world
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LLMs lack grounding in the 
physical world
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LLMs can’t collect extra context
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Solution - allow LLM to use tools
(what could go wrong?)
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MCP
● Standardized protocol 

for providing context 
to LLM

● Based on JSONRPC 
2.0

● Facilitates tool use 
and development
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Main Features
● Resources
● Prompts
● Tools
● Sampling
● Roots
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Tool Example
    - name: create_branch
      description: Create a new branch in a GitHub repository
      input_schema:
        type: object
        properties:
          owner:
            type: string
            description: Repository owner (username or organization)
          repo:
            type: string
            description: Repository name
          branch:
            type: string
            description: Name for the new branch
          from_branch:
            type: string
            description: 'Optional: source branch to create from (defaults 
to the repository''s default branch)'
        required:
          - owner
          - repo
          - branch
        additionalProperties: false
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● https://github.com/
modelcontextprotoc
ol/servers

● https://zencoder.ai/
marketplace/mcp

● https://mcp.so/

https://github.com/modelcontextprotocol/servers
https://github.com/modelcontextprotocol/servers
https://github.com/modelcontextprotocol/servers
https://zencoder.ai/marketplace/mcp
https://zencoder.ai/marketplace/mcp
https://mcp.so/
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Creating your own MCP server
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Jira + Git + Github
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Kubernetes
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The Usual Suspects
● Package name hijacking
● Malicious code
● Vulnerable dependencies
● etc
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“Social Engineering” for AI
● Prompt injection
● Tool poisoning
● Tool shadowing
● Malicious code execution
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https://github.com/zencoderai/coding-the-coding-agents
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How to protect your organisation
● White list MCPs
● Organization-wide MCP configs

○ Control permissions (e.g. read-only flags)
○ Secure token storage

● Limit access to sensitive systems
● Limit server/tool permissions (e.g. read-only tools)
● Prompt injection detection/prevention

○ “Intermediaryˮ tools (e.g. ingesting web-pages indirectly)
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How to protect your organisation
● White list MCPs
● Organization-wide MCP configs

○ Control permissions (e.g. read-only flags)
○ Secure token storage
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● Limit server permissions (e.g. read-only tools)
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○ “Intermediaryˮ tools (e.g. ingesting web-pages indirectly)
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Get Started 
for Free

Connect


