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The Problem

A Critical Gap in Confidential AI 
Infrastructure

Confidential compute infrastructure has matured significantly. 
TEEs can now run large language models in verified, isolated 
enclaves. But the moment those models need to query a 
database or call an external tool, the security boundary 
collapses.



Context

Why Agentic AI Changes the Threat Model
Multi-Step Reasoning
Agents execute long reasoning 
chains, issuing repeated tool calls  
each one a potential data 
exfiltration vector.

Live Database Access
LLMs query structured enterprise 
data in real time  healthcare records, 
financial ledgers, legal documents.

Cumulative Leakage
No single query reveals everything. 
But across a workflow, sensitive 
context accumulates and escapes 
the enclave.
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CHAPTER 1

Why Standard MCP Breaks 
at the Enclave Boundary
Anthropic's Model Context Protocol was designed for connected, trusted 
environments  not hardened TEEs operating under zero-trust assumptions. 
Its core assumptions of ambient trust, open transport, and runtime schema 
discovery work well when endpoints can be freely inspected and 
negotiated, but they collapse when every interaction must be 
authenticated, constrained, and privacy-preserving by design.

For teams building secure agentic systems, that mismatch turns standard 
MCP into a liability at the enclave boundary: the protocol can expose 
metadata, weaken policy enforcement, and create integration gaps that are 
difficult to close after the fact. In practice, confidential deployments need a 
protocol layer that treats the enclave as a hostile-external interface, not just 
a protected runtime.



MCP Failure Modes

Three Fundamental Weaknesses

Transport Security Gaps
Standard MCP connections lack 
the mutual attestation required to 
verify that a tool server is 
executing inside a legitimate 
enclave. TLS alone is insufficient  
it cannot prove enclave identity.

Dynamic Schema & Tool 
Discovery
Tool schemas and database 
schemas are discovered at 
runtime. In a confidential context, 
this creates an unauthenticated 
channel through which schema 
metadata  itself sensitive  can leak.

Authentication 
Mismatches
Credential models in MCP assume 
ambient identity (OAuth tokens, 
API keys). TEEs have no ambient 
identity  they require 
attestation-based credential 
delegation, which MCP does not 
natively support.



CHAPTER 2

Introducing Confidential MCP (C-MCP)
C-MCP is a backwards-compatible extension to 
Anthropic's Model Context Protocol. It is designed 
specifically for LLM agents operating inside Trusted 
Execution Environments that need auditable, 
privacy-preserving access to tools and databases.

Built on architectures validated by Meta's WhatsApp 
Private Processing and broader confidential computing 
practice, C-MCP introduces three new primitives without 
breaking existing MCP tooling.

Three-Zone 
Service Topology

Anonymisation 
Transform Layer

Attested Egress Policies



C-MCP Architecture

Three-Zone Service Topology
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Zone 1: Untrusted 
Client
External requests originate 
here

Zone 2: 
Confidential 
Enclave
C-MCP runtime and LLM 
agent; enforces attestationZone 3: Data Plane

Databases and tool servers 
serving attested queries

Zone boundaries are enforced cryptographically. Only attested, policy-bound traffic may traverse the enclave perimeter  in either direction. Zone 2 is the 
only zone with visibility into raw data; Zones 1 and 3 see only what egress policy permits.



C-MCP Core Primitive

The Anonymisation Transform Layer
The Anonymisation Transform Layer (ATL) sits between the 
LLM agent and the raw database response. It applies 
entropy-bounded controls that determine how much 
identifying signal can pass through any single tool call.

· Token-level suppression of PII before results enter the 
model context

· Entropy budgets limit re-identification risk across 
multi-step workflows

· Transforms are auditable  every redaction is logged to the 
attestation record



C-MCP Core Primitive

Attested Egress Policies

Policy Authoring
Operators define typed egress rules: 
which fields, which cardinality, which 
downstream recipients are 
permitted.

Enclave Binding
Policies are cryptographically bound 
to the enclave measurement at boot 
time via remote attestation — they 
cannot be modified at runtime.

Enforcement at Egress
Every outbound response is 
evaluated against the bound policy 
before leaving Zone 2. 
Non-compliant responses are 
blocked and flagged.



CHAPTER 3

Operational Realities
Deploying C-MCP in production surfaces challenges that architecture 
diagrams do not capture. The system may be cleanly specified at the 
protocol level, but operational success depends on how it behaves under 
load, failure, and day-to-day maintenance in a live environment.

In practice, this means reconciling C-MCP with existing database 
infrastructure, tuning for latency and throughput, and accounting for the 
constraints of deployment pipelines, observability, access control, and 
incident response. It also requires organizational changes: clear 
ownership, disciplined rollout procedures, and operational runbooks 
that make the system safe to operate at scale.



Operational Challenges

What Production Actually Looks Like

1

Query 
Overreach
Smaller open-source 
models over-request 
data — issuing broad 
SELECT * patterns that 
violate 
minimum-necessary 
principles. ATL alone is 
insufficient; query 
normalisation is 
required.

2

Cumulative 
Context Leakage
Each reasoning step 
leaves residue in the 
model's context 
window. Across a 
15-step workflow, the 
aggregate context may 
reconstruct a record 
that no single step 
would have exposed.

3

Performance 
Overhead
Attestation 
handshakes, ATL 
transforms, and policy 
evaluation add 
latency. Real-time data 
systems (sub-100ms 
SLAs) require careful 
pipeline design to 
absorb this overhead.



Compliance Coverage

Regulatory Domains C-MCP Addresses
C-MCP's attested egress policies are designed to be 
regulation-aware  policy templates can encode 
HIPAA's minimum-necessary standard, GLBA 
data-sharing restrictions, and GDPR cross-border 
transfer controls directly into enclave boot 
configuration.



Key Takeaways

What to Take Back to Your Platform
TEE + MCP ≠ Secure by 
Default
Confidential inference does not 
protect data in transit to and from 
databases. The access layer must be 
independently hardened.

C-MCP Is 
Backwards-Compatible
Existing MCP tooling continues to 
work. C-MCP adds the attestation, 
transform, and egress layers without 
requiring a full rewrite.

Egress Policy Is the Control 
Plane
Enforceable, 
cryptographically-bound egress 
policies are the architectural 
primitive that makes AI data flows 
auditable and compliant at scale.
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