GDPR and Beyond
Demystifying Data Governance Challenges.
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About us @O agilelab

Francesco Vadlentini

Data Architect with several years of hands-on experience in the dynamic
realm of data management.

Antonio Murgia
Data Architect and Data Engineer specializing in high volume, high
throughput, batch and streaming, analytical distributed systems.

Agile Lab

e Italian consulting company specialized in data management ‘D
e Fortune 500 customers

o Multiple business units :
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Data is the new oil
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Data is the new oil: the good

Data as the Fuel for Innovation
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Data is the new oil: the bad

% Data Breaches o=l Regulatory fines

@ Privacy violations Reputation Damage
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Major data breaches

The Top 50

BIGGEST DATA
BREACHES

Circle Size = Records Lost

AOL | 92M
-( [ 1) Maxx | 94M

Gaming
web €

‘-’;:nv' American business hack | 160M

2013

Web ‘ Yahoo | 3.08
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Health Anthem | 80M
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A data breach is an incident where protected information
is copied, stolen, or exposed to an unauthorized person.
The largest breach in recent times was the Linkedin 2016

web p Root Analytics | 198M
tion | 85M
Finder Network | 412M

nkedin | 117M

Web

breach of 2021 in which 700 million records were lost. The pace | 360M
visual on the right highlights the Top 50 known data ;t:ull‘:lle3M

River City M al|14B 58+
impacted the most. 9.98 Spambot [ 711M
records were lost. The Tech o F 0
and Finance sectors were 17 28 GDPR flneS
also severly impacted, and s
they lost 1.6B and 2.0B
records, respectively.
SECTORS - These are
industry sectors which the
companies belong to. There
are 10 in total.

Exactis | 340M

Aadhaar | 1B

Total number of /
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Retail Marriott International | SOOM
Apollio | 200M

Twitter | 330M

itage | 92M

Quora | 100M

Capital One | 106M

First American Corporation | 885M

Tech ()

Web o

Finance .

< Source: https://www.enforcementtrdcker.com
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The number of records lost per sector is shown below: Toch
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breaches from 2004 to 2021. 2017 o
The Web sector was — ; web .

WEB 9.9B Telecoms @]

FINANCE 2.08 =

TECH 1.68 i i web .

Facebook | 419M

GOVERNMENT 128 == tizens | 275M
TELECOMS 935M - Fionrcs Ttred| BN

RETAIL 594M . 2020 o e Telecoms ani mobile operators | 115M
APP Wweb ad | 270M

A 370M Finance 1 Brazil | 220M

DATA 340M Governme /isitors | 106M

% = i 2021 o 0 Tech & ook | 533M

GAMING 250M Telecoms O Syniverse | S00M

HEALTH 80M web . Linkedin | 700M

Sources: News reports
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What is GDPR

Key principles

~, 25t May 2018

- Lawfulness, fairness, and transparency

* Purpose limitation

« Data minimization

Geﬂer(]l - Accuracy
D(]t(] « Storage limitation
PrOtection * Integrity and confidentiality

« Accountability

Regulation
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GDPR Compliance requirements

QData protection impact assessments (DPIAS)
LData breach notifications
QAppointment of Data Protection Officer (DPO)

Qimplementation of data protection by design and by
default

LRecord-keeping obligations
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Implications for Data Governance
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Data minimization principle

Art.5 - Par.lc

Personal data shall be adequate, relevant and limited to what is

necessary in relation to the purposes for which they are processed
(‘data minimisation’)
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Looks familiar?

- GONNR TRRINR - Festlo s o 7o Trainon
. NEWMLMODEL B ey env RiGHT?
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Anonymization techniques



Anonymization methods and techniques

LJAnonymization

1 Pseudo-anonymization
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Anonymization methods and techniques

Generalization

Mark

John

Lukas

Paul

24

27

1993-10-19

1993-06-20

1993-04-11

1993-10-19

Texas

Colorado

California

Florida

Cancer

Viral infection

B

No illness

Lukas -- Califor

Cancer
do Viral infection
nia TB

No illness
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Anonymization methods and techniques

Randomization

Noise Addition
Mark 1993-10-19 Texas Cancer =) Mark 1993-10-19 Texas Cancer
John 24 1993-06-20 Colorado Viral infection John - 1993-06-20 Colorado Viral infection
e | e [t | rnane | e | oo
Shuffling
Mark 1993-10-19 Texas Cancer =) Mark 1993-10-19 Texas Cancer
John 24 1993-06-20 Colorado Viral infection John - 1993-06-20 Colorado Viral infection
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Anonymization methods and techniques

Suppression and redaction

Suppression
Mark 1993-10-19 Texas Cancer =) Mark - 1993-10-19 Texas Cancer PP

John 24 1993-06-20 Colorado Viral infection John - 1993-06-20 Colorado Viral infection

Redaction
Mark 1993-10-19 Texas Cancer =) Mark - 1993-10-19 Texas Cancer

John 24 1993-06-20 Colorado Viral infection John - 1993-06-20 Colorado Viral infection
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Anonymization methods and techniques

Comparison matrix of anonymization tecniques

sechecy Best Good Poor Poor Best
Privacy Best Fair Fair Fair Best
Utility Poor Fair Good Fair Poor
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Encryption techniques



Encryption methods and techniques

Format Preserving Encryption

Format Preserving Encryption, or FPE, is a symmetric encryption algorithm which preserves the format of the information while it is
being encrypted. FPE is weaker than standard Advanced Encryption Standard (AES), but FPE can preserve the length of the data as well
as its format.

-“ i
Tools and implementations

Plaintext 42871214 5091 101-01-5586 813-204-9012

- https://qgithub.com/googleapis/java-dip

Ciphertext 3259 1112 4984 304-34-9403 453-112-3838 . https://aithub.com/bcait/bc-java
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https://github.com/googleapis/java-dlp
https://github.com/bcgit/bc-java

Encryption methods and techniques

Homomorphic Encryption

+ Partially Homomorphic Encryption
+ Somewhat Homomorphic Encryption
+ Fully Homomorphic Encryption

Before After
Troditional aperoach ] { w7 Q en cn/pt | g
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Notable implementations:
Microsoft SEAL, PALISADE, HEAT, NFLlib, Concrete, FHEW [ TFHE
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Other techniques...



Other techniques

Tokenization

Synthetic Data Generator
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Brief recap



-

Sampled data

<Privacy and compliance
< Freshness
< Security
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Synthetic data

< Lack of realism

< Overfitting

< Validation challenges

< High setup complexity
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Encrypted data

<Complexity in Data Use

< Key Management

i

< Limited Testing
Accuracy
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Anonymized data

Complex
Anonymization Process

< Data Duplication

i

< Re-ldentification Risk
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A viable data sharing
strategy



Secure data sharing practice

Quick overview on Medallion Architecture

o —— — — — — — — — e e e e

[:% Filtered, Business-level
B] ' Cleaned, aggregates

\ Augmented
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Secure data sharing practice

Recipe for a cloud based scenario eg. AWS

Step1

+ Data teams are in charge to productize the job and
anonymize data.

+ The encryption process becomes a mandatory step in
the data life cycle made of data ingestion, data
normalization, data harmonization and delivery.

Step 2

Share encrypted data on minor env

* Open a read-only cross policy account from prod to non- 4 v W

Data

v i
Data
prOd- é EnI;?,::e, @ Analysts Scientist
o 222
. . . - o
« The minor environment never writes to prod, it is only a»
enabled for reading operation. v

. i i i i 1 / Q}Hﬁ «’////o\b E'\\:“:
Encryption key is never shared with minor environments s \o e m %
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Secure data sharing practice

Benefits

Format preserving encryption
guarantees references integrity,
no schema changes across
different datasets and allows to
re-use business logic without
code changes

DevOps practice is still in place
since deployments of new
artifacts and model can follow
the standard CI/CD flow across
multiple env: DEV -> QA -> PRD

Dev applications are allowed to ML Engineers and data scientist
read only the encrypted layers can prototype and train their
leveraging ad-hoc IAM policy. models on “quite real” data on a

This simplify the data movement safe layer reducing the risk of
and the orchestration process inconsistent performance when
between environments moving to prd

Minimization principle is
respected on minor
environments since we do not
have sensitive and Pll data so the
attack surface is strongly

reduced.
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Add-on



Right to be forgotten

Crypto shredding

Customer base Key store
@ ______________________ 1 B ________________ I

V' —

[ ! :
I S — ! iy Nl
! & ( ) 1 | enerypt V‘t’l‘ |\ r Key 1 J |
Crypto-shredding is the practice of ‘deleting’ data by : ; : E [— g
. . eps . . ! | !
deliberately deleting or overwriting the encryption keys. This | R : ; P Key 2 J !
requires that the data have been encrypted. : . jenerypt with 4 :
A 5 b l | |
| L S | t with ' L '
: '~ T N ([ K 1
| ==W5 il
I \ ! | )
| | | | - Letoner £ ' 4 :
Deleting the key will automatically logically delete the L, S ! ! |
record on all the existing copy, since all the encrypted info 4 : : ;
——————————————————————— B cmm i s s
i A
are not reversible anymore. \w S W—— %

&

L - L i ) e e T ke k! kLl

Customer Customer Customer
backup 1 backup 2 backup n
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Thank you!
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