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LIFE WITHOUT ROUTE 53 RESOLVER

« Custom solution required for VPC resources to be aware of on-prem netwaork
» Set up DNS server on EC2(s) to forward corporate domains to on-prem network
» Onus on customer to build resiliency and scalabillity into the custom solution



ROUTE 53 RESOLVER OVERVIEW

Known by another name +2 or .2 resolver
Available by default in VPCs
Capabillity achieved via Resolver endpoints

Allows AWS resources to recursively resolve DNS queries
» Intra VPC resource e.g. EC2 name
» Private hosted zone records
» Public domains



ROUTE 53 RESOLVER ENDPOINTS

* Endpoints manifest as ENIs

* Inbound endpoints
» Enables on-prem network to resolve VPC resources in AWS private hosted zone

« Outbound endpoints
» Enables VPC resources to resolve on-prem network
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ENIs FOR RESOLVER



SECURITY GROUP FOR ENDPOINTS



RESOURCE ACCESS MANAGER (RAM)

« Scaling hybrid DNS setup
* Re-using resolver rules across AWS accounts

« Supported list of shareable resources
» Route 53 Resolver
» Transit Gateway
» Subnet
» License Manager



ASSOCIATING PHZ WITH VPC

* Private Hosted Zones (PHZ) in Spoke accounts have to be associated with
VPC(s) of Core Network account where Route 53 Resolver endpoints are
provisioned

* Route 53 Profiles is a new capabillity that simplifies this implementation
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SECURITY TOOL: GUARDDUTY

« Threat Detection system that continuously monitors AWS accounts

« Analyzes three types of logs
» VPC flow logs

» CloudTrall logs

» DNS logs

* One click enablement

 GuardDuty has added capabillities
over time



SECURITY TOOL.:
DNS FIREWALL

Service offered for Route 53 Resolver
Regulates outbound DNS traffic for VPCs
Supports both custom and AWS managed
domain lists

Specific query type can be filtered

Best practice is to use AWS Firewall Manager
to enable DNS firewall across AWS Org



ROUTE 53 PROFILES

 New capabilities released last April (2024)

« Bundle configuration: private hosted zone associations, resolver forwarding
rules and DNS Firewall rule groups

* Profiles can be shared via Resource Access Manager



THANK YOU

 References
» AWS History and Timeline regarding Amazon Route 53
» Introducing AWS Resource Access Manager (amazon.com)
» DNS - Building a Scalable and Secure Multi-VPC AWS Network Infrastructure
(amazon.com)

> Set up DNS resolution for hybrid networks in a multi-account AWS environment -
AWS Prescriptive Guidance (amazon.com)

» Simplify DNS management in a multi-account environment with Route 53
Resolver | AWS Security Blog (amazon.com)

> Annhouncing Amazon GuardDuty — Intelligent Threat Detection
» Route 53 Resolver DNS Firewall Announcement
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