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Proposed
Problem

How can | integrate GitHub with a private
Jenkins server?
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What we want to achieve
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What are the issues?

e GitHub can’t notify Jenkins whenever
there are new commits/pull request
updates

* You can’t display Jenkins pipeline
results in GitHub without allowing
unauthenticated users access to your
Jenkins instance
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Web Tunneling

Traffic is forwarded through a secure
tunnel to and from the ngrok servers
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Ngrok offers end-to-end
encryption




Jenkins GitHub Integration

Jenkins offers several plugins that enable GitHub triggers:
* GitHub (offers support for commits)
* GitHub Pull Request Builder (offers support for pull requests)

* Generic Webhook Trigger (offers support for any HTTP request)

Manage webhook

Settings Recent Deliveries

We'll send a POST request to the URL below with details of any subscribed events. You can also specify which data
format you'd like to receive (JSON, x-www-form-urlencoded, etc). More information can be found in

Payload URL *

Waet) yvour ngrok tunnel here /github-webhook/
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What are the issues?

e GitHub can’t notify Jenkins whenever
there are new commits/pull request

updates

* You can’t display Jenkins pipeline
results in GitHub without allowing
unauthenticated users access to your
Jenkins instance




Jenkins Status

The Jenkins GitHub plugin can be used for updating the status of the commit/PR that
triggered a pipeline run.

The status is highly customizable but the most important aspect is the reference link (the
“Details” hyperlink displayed in GitHub).

By default, the link is set to the Jenkins build output (the local server’s IP, not the web
tunnel). We don’t want that.

An intuitive choice would be to set the reference link to the web tunnel URL, but then you
would have to provide Read access to the Jenkins server to unauthenticated users (which

is another security issue).



Job Status Details in GitHub

Build jenkins-main-main_HDL_Commit-407 console output

* A quick and easy to solve this issue would be to use Gists. j&

* The output of the Jenkins job can be pre-processed (Gists Started by upstream project "main/main_HDL_Commit" build
support markdown for example) to make it easier to read number 407
and Sanltlzed Of SenSItive |nf0rmati0n (Credentlals, IPS, originally caused by: Started by GitHub push by luliaCMoldovan

etc.) before creating the Gist.

Libraries with CRITICAL WARNINGS:

* interfaces/interfaces_ip

GitHub has a CLI which supports creating Gists, meaning
you can fully incorporate this into your pipelines (as a S ; /A in boardfarm
pOSt_bUIId Stage for example). cn0577.zed N/A in boardfarm

ad777x_ardz.zed N/A in boardfarm

Project Build number Status Hardware Test Results

adrve026.a10soc N/A in boardfarm

ad485x_fmcz.zed 9 N/A in boardfarm

cn0561.de10nano 2 N/A in boardfarm

ad9656_fmczcu102 N/A in boardfarm
adrv9001.zed

dc2677a.c5s50C N/A in boardfarm




What are the issues?

e GitHub can’t notify Jenkins whenever
there are new commits/pull request
updates

* You can’t display Jenkins pipeline

« results in GitHub without allowing
unauthenticated users access to your
Jenkins instance



Key Takeaways

What we did:

We automated the process of building
and testing our GitHub projects on our
local Jenkins server

We setup a process of automatically
posting back the Jenkins job results

We maintained a secure testing
infrastructure

What we gained:

* Easier to catch bugs
* More detailed history of our changes
* Easier to review pull requests

* Every change is tested inside the same
controlled environment (no more “it
works on my computer” bugs)



Thank you and
happy coding!

Bianca Popu
DevOps Software Engineer @AnalogDevices

bianca-maria.popu@analog.com
@ Bianca Popu
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