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Available ports

HTTP server on a random available port

5012360012 45342 ?????

go run main.go

No port specified

HTTP 
server

?????

Port: ?????

Bind & Listen



Implementation using Go

using port: 57645
using port: 57473
using port: 57464
…



net.Listen

"If the port in the address parameter is empty or "0", as in 
"127.0.0.1:" or "[::1]:0", a port number is automatically 
chosen”

https://pkg.go.dev/net#Listen

https://pkg.go.dev/net#Listen


net/http/httptest invokes net.Listen with “0” 

net/http/httptest/server.go

https://cs.opensource.google/go/go/+/refs/tags/go1.18:src/net/http/httptest/server.go;drc=refs%2Ftags%2Fgo1.18;l=60

https://cs.opensource.google/go/go/+/refs/tags/go1.18:src/net/http/httptest/server.go;drc=refs%2Ftags%2Fgo1.18;l=60


Dive into the 
standard libraries

https://unsplash.com/photos/AN2SypyyOnA



Signature: “network”





1: net.Listen -> net.ListenConfig.Listen

https://cs.opensource.google/go/go/+/refs/tags/go1.18:src/net/dial.go;l=710

net/ipsock.go

https://cs.opensource.google/go/go/+/refs/tags/go1.18:src/net/dial.go;l=710


2. net.ListenConfig.Listen -> net.DefaultResolver

https://cs.opensource.google/go/go/+/refs/tags/go1.18:src/net/dial.go;l=625

DefaultResolver resolves the network IP 
address

net/dial.go

https://cs.opensource.google/go/go/+/refs/tags/go1.18:src/net/dial.go;l=625


3. net.DefaultResolver ->  net.LookupPort

LookupPort looks up the port for the given network
e.g. LookupPort(“127.0.0.1”, “0”) -> returned port: 0

net/ipsock.go

https://cs.opensource.google/go/go/+/refs/tags/go1.18:src/net/ipsock.go;l=260;drc=refs%2Ftags%2Fgo1.18

https://cs.opensource.google/go/go/+/refs/tags/go1.18:src/net/ipsock.go;l=260;drc=refs%2Ftags%2Fgo1.18
https://cs.opensource.google/go/go/+/refs/tags/go1.18:src/net/ipsock.go;l=260;drc=refs%2Ftags%2Fgo1.18


4: net.ListenConfig.Listen -> sysListener.listenTCP

https://cs.opensource.google/go/go/+/refs/tags/go1.18:src/net/dial.go;l=639;drc=refs%2Ftags%2Fgo1.18

net/dial.go

https://cs.opensource.google/go/go/+/refs/tags/go1.18:src/net/dial.go;l=639;drc=refs%2Ftags%2Fgo1.18


5: sysListener.listenTCP -> internalsocket

https://cs.opensource.google/go/go/+/refs/tags/go1.18:src/net/tcpsock_posix.go;l=167;drc=refs%2Ftags%2Fgo1.18

net/tcpsocket_posix.go

Return a network 
file descriptor

https://cs.opensource.google/go/go/+/refs/tags/go1.18:src/net/tcpsock_posix.go;l=167;drc=refs%2Ftags%2Fgo1.18


socket type: SOCK_STREAM
 

Network type Socket type Description

“tcp”
(Transmission Control 
Protocol)

SOCK_STREAM Stream-oriented

Sequenced, reliable, two-way, connection-base byte streams.

“unix”
(Unix domain sockets)

“udp”
(User Datagram Protocol)

SOCK_DGRAM Datagram-oriented.

Connectionless, unreliable messages
“unixgram”

“unixpacket” SOCK_SEQPACKET Datagram-oriented.

Sequenced, reliable, two-way, connection-base byte streams.

https://man7.org/linux/man-pages/man2/socket.2.html
https://man7.org/linux/man-pages/man2/socket.2.html
https://man7.org/linux/man-pages/man2/socket.2.html


6: internalsocket -> net.listenStream

https://cs.opensource.google/go/go/+/refs/tags/go1.18:src/net/sock_posix.g
o;l=56;drc=refs%2Ftags%2Fgo1.18

net/sock_posix.go

https://cs.opensource.google/go/go/+/refs/tags/go1.18:src/net/sock_posix.go;l=56;drc=refs%2Ftags%2Fgo1.18
https://cs.opensource.google/go/go/+/refs/tags/go1.18:src/net/sock_posix.go;l=56;drc=refs%2Ftags%2Fgo1.18


7: execute three system calls

https://cs.opensource.google/go/go/+/refs/tag
s/go1.18:src/net/sock_posix.go;drc=refs%2Ftag

s%2Fgo1.18;l=175

net/sock_posix.go

https://cs.opensource.google/go/go/+/refs/tags/go1.18:src/net/sock_posix.go;drc=refs%2Ftags%2Fgo1.18;l=175
https://cs.opensource.google/go/go/+/refs/tags/go1.18:src/net/sock_posix.go;drc=refs%2Ftags%2Fgo1.18;l=175
https://cs.opensource.google/go/go/+/refs/tags/go1.18:src/net/sock_posix.go;drc=refs%2Ftags%2Fgo1.18;l=175


bind, listen, getsockname

Bind

Listen

Getsockname

Assign the socket address to the socket referred to by 
the file descriptor

Mark the socket as a passive socket

Return the current socket address

https://man7.org/linux/man-pages/man2/bind.2.html
https://man7.org/linux/man-pages/man2/listen.2.html
http://getsockname


Bind to an ephemeral port

BindEphemeral port 
(Dynamic port)

HTTP 
server

Port: 54563

Bind

Choose one from ephemeral ports

https://man7.org/linux/man-pages/man2/bind.2.html
https://man7.org/linux/man-pages/man2/bind.2.html


Specification of bind

OS When a port number is zero Port range

Linux Attempt to bind to an 
ephemeral port

(Basically) 49152 - 65535

Windows Assign a unique port from the 
dynamic client port range

(On Windows Vista and later)
49152 - 65535
(Windows Server 2003 and earlier)
1025 - 5000

IANA defines the port range is 49152 - 65535

https://man7.org/linux/man-pages/man2/bind.2.html
https://docs.microsoft.com/en-us/windows/win32/api/winsock/nf-winsock-bind
https://datatracker.ietf.org/doc/html/rfc6056#section-2


Key consideration

1. Confirm the “bind” specification

2. Check your infrastructure can use an ephemeral port

3. Check the range of ephemeral port



Thank you

See more detail in the article on  dev,to.

https://dev.to/hgsgtk/how-go-handles-network-and-system-calls-when-tcp-server-1nbd

