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Are LLMs good anomaly 
detectors?
And what are the alternatives?



… going to keep it short

• Tech lead, Developer & Data Engineer @ Theodo 
UK


• Fun fact: I lived in 6 countries and moved 8 
times before turning 18

This is me



Why data anomalies?



12%
Average revenue loss by U.S. companies due to bad data



Why is data quality so important?

Important for decision making

Affects trust

Security

Etc.



Bad quality has a long list of causes



What can we do about it?



Could use some existing tools 
Great for data observability



… or we could spice things up



How good is OpenAI with 
anomalies?



Why?

Basic test

Prompt Engineering

Data Type



Why?

Flexibility Curiosity



Basic test



Basic test



• Most results had no anomalies found 

• For the rest:

• GPT 4 performed better than GPT 3.5

• More anomalies -> more difficult to find them

• Number of lines of test data didn’t have a significant impact

Basic test



32%
Of intended anomalies detected for GPT 4  

With 2 anomalies and 20 lines of data

Basic test



Why?

Basic test

Prompt Engineering

Data Type

32%



Prompt Engineering

Chain of Thought



Prompt Engineering Chain of Thought



+ 8% 
Of intended anomalies detected for GPT 4

Prompt Engineering Chain of Thought



Prompt Engineering

Few-shot



Prompt Engineering

Few-shot



+ 24% 
Of intended anomalies detected for GPT 4

Prompt Engineering Few-shot



Prompt Engineering

Self-reflection 

& 


multi-step



Prompt Engineering Self-reflection & multi-step



+ 28% 
Of intended anomalies detected for GPT 4

Prompt Engineering Self-reflection & multi-step



Why?

Basic test

Prompt Engineering

Data Type

32%

68%



Data Type

VS



Data Type



Why?

Basic test

Prompt Engineering

Data Type

32%

68%

~100%





BigQuery has an in-built anomaly detector

1. Choose a model to fit your data, e.g. ARIMA PLUS


2. Create a model for each data column


3. Run your anomaly detector for each data column



Lots of code but this is the key part



100%
Of intended anomalies picked up



21
False positives for 28 lines of data  

and 5 intended anomalies



Increase the threshold



Adding separate training data



Tuning non-seasonal order terms



1
False positives for 28 lines of data  

and 5 intended anomalies





@ChloeCaronEng




