
Securing Containers by Breaking In

@BrianVerm
Snyk



Container? 



@BrianVerm

Brian Vermeer
Developer Advocate

@BrianVerm

DevSecCon co-leader

Oracle Groundbreaker 
Ambassador

NLJUG leader

Virtual JUG leader

Java Champion

Foojay Community 
Manager Security



@BrianVerm

1 billion weekly d/l 
of container images
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Best Practices  
for Docker Image Security
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# Prefer Minimal Base Images  



@BrianVerm
source: https://snyk.io/blog/shifting-docker-security-left/
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# Least Privileged User  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# Find, Fix and Monitor  
Open Source Vulnerabilities in the OS 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44%
of docker image vulnerabilities can 

be fixed with newer base images
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20%
of docker image vulnerabilities can 

be fixed just by rebuilding them



@BrianVerm



@BrianVerm



@BrianVerm

What can possibly go wrong 
with container image vulnerabilities?
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# Use a linter  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hadolint
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hadolint
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# application dependencies impact 
container security too
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Your App
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Your App

Your Code
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What can possibly go wrong 
with vulnerabilities in my app?
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# Multi-stage builds
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build image
compile and setup your app

prod image
production artifacts
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631 MB
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132 MB
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Attackers are targeting open source  
one vulnerability = many victims
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Re-build images often
Choose the right base image

Scan docker images during devel’

Use a security linter for a Dockerfile
Use multi-stage docker builds

Don’t run your container as root



Be a Responsible Cool Kid
Containers are Cool
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https://snyk.io
Use Snyk for free 


