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" PAYATTENTION TO AGCESS GONTROL



SEGURE APIS




MISGONFIGURATION HURTS



™ LETTHEMACHINES WORK FOR YOU ==



DAST - DYNAMIG APPLIGATION SEGURITY TESTING



SAS - STATIG APPLIGATION SEGURITY TESTING






ENGINEERING V3. NIGE-TO-HAVE









THERE IS AN INFINITE AMOUNT OF THREATS BUT...



AL OF THEM GAN BE ASSIGNED TO10F 3
GATEGORIES




GONFIDENTIALITY, INTEGRITY, AVAILABILITY



THE GIA TRIAD
















HOWS IT HELPFUL?



THE QUESTION




HOW GAN THE GIA OF THIS PROJEGT BE BROKEN?



GONFIDENTIALITY:
-WHO GAN SEE ThIS RESOURGE?
-HOW DO WE STORE GREDENTIALS?
-00 WE LOG SENSITIVE DATA?




INTEGRITY.
-WHO GAN GREATE, UPDATE AND REMOVE A RESOURGE?
-1S THERE A WAY TO SEE A MALICIOUS AGTOR DELETING ALL RESOURGES?
-WHAT HAPPENS WHEN MALIGIOUS DATA IS SENT VIA A FORM?



AVAILABILITY:
-18 THIS ENDPOINT RATE-LIMITED?
-WHAT HAPPENS WHEN EXTERNAL PRODUGT IS DOWN?
-HOW MUCH TIME DOES A DATABASE MIGRATION TAKE?



WHEN SHOULD YOU DO THIS?



-~ SHIFTSEGURITY LEFT



SDLC

Software/System Development

Life Cycle - SDLC




ANALYSE == DESIGN == DEVELOP == TEST == MAINTAIN




INJECT IT!

HOW TOIMPLEMENT
THE GIA TRIAD?

Present it to your peers,

Discuss it with your team,
Make it part of your process,
Add it to doc templates:

= Solution Briefs,

= Enhancement Proposals,
= Request for Comments.




MOVE FAST AND BREAK THINGS
13 OVER




