Tr
CISCO

Stay ahead of the game: automate
vour threat hunting workflows

Christopher van der Made
Developer Advocate Security

Today Updated May 2017






There is simply too much information and
threat intelligence out there for SOC
analysts to (consciously) consume. We
need to automate as much as possible
and provide bitesize cases to them.



Cyber Security Challenges




How to solve this?

Integration between security Automation of routine, non-cognitive
solutions tasks and policy automation

Goals:
Increase Threat Prevention
Decrease Time to Detect
Reduce Time to Investigate
Reduce Time to Remediate




APIs for Configuration/Management

Initial Configuration
Provisioning

Routine
Configuration
Change/Mgmt.

Goal:

Eliminate tedious, non-
cognitive, time

consuming tasks to free
up IT sec experts so
they can focus on higher
priority tasks

Monitoring/System

Analytics




APIs for Data Manipulation & Sharing: Import/Export

Data internal to the network Goal:

(Identity, Context Awareness, Detect Threats already in the
Event Visibility, Threat Intel) network. Make data

collection faster and more
efficient. Correlate data from
all attack vectors/security

Data external to the network systems.

(Threat Intel, Analytics)




APIs to Perform Actions: Automated Policy
to Prevent/React to Threats

Block Allow

Goal:

| Implement protections
Quarantine Add faster than the threat can
spread and progress in

the network.
Delete Move




Agenda

- Introduction to Threat Hunting
- Introduction to SecureX and Threat Response

- Use Case 1: Ingest Twitter posts for Threat Intel
« Overview
+ Demo

. Use Case 2: Ingest (Talos) Blogs for Threat Intel
« Overview

- Use Case 3: MSSP Security Event Handling
« Overview

- Conclusion
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Threat Hunting:

“The process of proactively and iteratively
searching through networks to detect and
ISolate advanced threats that evade
existing security solutions.”



Types of Hunts

Intelligence-Driven

5 TTP-Driven

Anomaly-Driven

» 3

© 2021 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

Low-hanging fruit hunts
Known threats
Security controls bypass

TTP’s: tactics, techniques, procedures
Methodologies used by advanced attackers
Systematic approach for discovering unknowns

Low-prevalence artifacts
Qutlier behaviors
Unknown threat leads




The Hunting

© 2021 Cisco and/or its affiliates. All rights reserved

Loop

CREATE
Hypotheses

INVESTIGATE

Via Tools &
Techniques

INFORM & ENRICH
Analytics

UNCOVER

New Patterns
& TTPs

Source: “A framework for Cyber Threat hunting” by Sarrl

Cisco Confidential
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https://virtualizationandstorage.files.wordpress.com/2018/08/framework-for-threat-hunting-whitepaper.pdf

LEVEL

INITIAL

* Relies primarily on
automated alerting

« Little or no routine
data collection

© 2021 Cisco and/or its affiliates. All rights reserved

LEVEL

MINIMAL

* Incorporates threat
intelligence
indicator searches

* Moderate or high
level of routine data
collections

Cisco Confidentic!

LEVEL

PROCEDURAL

* Follows data

analysis procedures
created by others

« High or very high

level of routine data
collection

LEVEL

INNOVATIVE

* Creates new data

analysis procedures

* High or very high

level of routine data
collection

LEVEL

LEADING

+ Automates the

majority of
successful data
analysis procedures

« High or very high

level of routine data
collection

18


https://virtualizationandstorage.files.wordpress.com/2018/08/framework-for-threat-hunting-whitepaper.pdf
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The Pyramid of pain...

Annoying

Domain Names Simple

IP Address Easy
EENAEIIES Trivial

Source: David J. Bianco, personal blog

20



How to make your hunting efficient

(1000000s of telemetry
points)

(100s of items)

(10s of LEADS)

(1s of INCIDENTS)

Collecti

© 2021 Cisco and/or its affiliates. All rights reserve d. Cisco Confidential



Intelligence-Driven Threat Hunting

Cross Reference R
A
) (]

\/_J
-  \/ 4

y
A

Local Context Global Intelligence

Endpoint logs Threat intelligence reports
Kubernetes audit logs Threat intelligence feeds

Flow data l *  Malware analysis
Vulnerability scans “ «  Blogs

Sandbox results Twitter
DNS logs . . + Etc.
Etc. Actionable Insights

Block X

Isolate Y

Etc.



The Hunting tools in this session...
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THIS IS NOT A MARKETING
PRESENTATION.
CISCO PRODUCTS USED AS
EXAMPLE...
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SecureX architecture

Ribbon framework

SecureX sign-on with Duo MFA
SecureX
Cisco products
Dashboard
4 | 4 | 4
Metrjcs Launc
| 4 4 4 < >
Context Response Local context
> > = <
=
> =
v Intelligence Triggers Intelligence Apps
v‘ . A across
all Cisco
Relay modules / _ Response _ Threat response _ Response _ Secure
open APls - v (unified visibility) - o products
Response Response
Triggers Triggers
Approval task / Orchestration .
schedules (custom workflows)

its affiliat All right: served ( nfidential

)
)



APl aggregation
at work

asco SECURE

Global Data

Local Data J Local Data

N\

/

G ——

1 SecureX
- > threat response

Data and Data and
Control Control

1 1

Control Control

Control




The CTIM (Cisco Threat Intel Model)

Observable

Judgement

Verdict

Sighting

Indicator

Casebook

Incident



Recognize CTIM in SecureX Threat Response

=

P v
D 57.2|5f 210
ved To /m.xﬂrm v

Target Endp "\VT \ srgeted
Demo_ios_s ' *9°'%d V4

s Re

it Malicious Domain v

E mte/\emtguy. ’

Targeted

y ]

P v
@ Emgi Subject v 198.18.5.110

MidYear Bonus ..

>
Target Emad
: @
.

Cisco Message ID v

23

Email Address v
hr-admin@inter...

2021 Cisco and/or its affiliat All rights reserved. Cisco Confidential

Judgements (6)

Observable

Search data Sort by
Find v || Start Time Newest v
Malicious

Module: Umbrella

Source: Umbrella Enforcement API [§
Start Time: 2020-12-10T12:56:41.786Z
End Time: 2525-01-01T00:00:00.000Z

Added to the customer’s domain list

JSON

High
High
9

Malicious

Module: Umbrella

Source: Umbrella Investigate API [%
Start Time: 2020-12-10T12:56:41.471Z
End Time: 2021-01-09T12:56:41.471Z

Poor Cisco Umbrella reputation status

Unknown

Madiula: Talae Intallinan~a

JSON
High

High
90

JSON

Judgement

Sighting

Indicator

Incident




nteract with CTIM Enrichment API with Swagger

/iroh/iroh-enrich/observe/observables Observe observables @)

required scopes: enrich/observables/observe:read

Parameters

Name Description

Observable * "9

it A simple, atomic value which has a consistent identity, and is stable enough to be attributed an intent or nature. This is the classic 'indicator’ which might appear in a data feed of bad IPs, or bad
Domains. These do not exist as objects within the CTIA storage model, so you never create an observable

(body)

Edit Value Model

[
{
“value”: "internetbadguys.com”,
“type”: "domain”
}
{
“value”: "1.2.3.4",
“type”: "ip”
}
] Y
Parameter content type
[appllcatlon/]son v ]

© 2021 Cisco and/or its affiliates. All rights reserved. Cisco Confidential



Interact with CTIM Enrichment APl with Python

EnﬂChment AP'S Enrich and Del rate (means get more info from) the observables from previous step
url = "https://visibility.amp.cisco.com/iroh/iroh-enrich/deliberate/observables"
data = json.dumps(OBSERVABLES)

Response actlons response = post(url, headers=headers, data=data)
print("Response returned by API is")
print(json.dumps(response,indent=4,sort_keys= ))

Create Case book input("\nPress Enter to continue with next step - to get even more info from observables\n")

C t | d t* Even more info from Observables
isco.com/iroh/iroh—enrich/obser
response = post(url, headers=headers, data=data)
print("Response returned by API is")
print(json.dumps(response, indent=4,sort_keys= ))

input("\nPress Enter to continue with next step - to get the response actions of the observables\n")

Get the Response Actions for the Observables

url = 'https://visibility.amp.cisco.com/iroh/iroh-response/respond/observables"’
response = post(url, headers=headers, data=data)

* optional exercise, adding e e R

print(json.dumps(response, indent=4, sort_keys= ))

your O\Nn python input("\nPress Enter to continue with next step - to create a casebook with the observables\n")

Create a casebook with the observables




B Malicious SHA-256
Copy to Clipboard

Add to Current Casebook
Add to New Casebook

.
" AMP for Endpoints
Cisco Threat Response: Workflow
" Search for this SHA256
_Add SHA256 to custom detections File Black...
Ad e

@ SHAZ56 to custom detections VX BLO
Threat Grid
Browse f188abc33d351¢2254d794b525¢5a.
Search f188abc33d351¢2254d794b525¢5a...
Umbrella
Sample view for 188abc33d351¢2254d794...

T

N\

Threat Intelligence Threat Investigation
What do you know about these * Have we seen these observables?
observables (IP, Hash, URL, etc.)? * Which end-points interacted with the threat?

© 2021 Cisco and/or Its affiliates rights reserve: Cisco Confidentie 33



The 3 custom methods of integrating and
automating with SecureX:

1. SecureX
APIs

Work with CTIM to create
incidents, casebooks,
Jjudgments, sightings etc.
Anything that can be done

in GUI can be done via API.

© 2021 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

2. SecureX
orchestration

Low-to-no-code
orchestrator to automate
(scheduled/triggered)
security workflows. Perfect
middleware and easy to
get started.

3. SecureX relay
modules

Most advanced and
"native" way of integrating
with SecureX. Offers
possibility to integrate as
module in SecureX. Uses
the SecureX APIs under
the hood.



Cisco SecureX alternatives:

« Sophos Intercept X: Next-Gen Endpoint.
« LogRhythm NextGen SIEM Platform.

« CrowdStrike Falcon: Endpoint Protection.
« Trend Micro Apex One.

* InsightIDR.

« SentinelOne Endpoint Protection Platform.
- Bitdefender GravityZone.

« Cortex XDR.

« The Hive Project.
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Use Case 1: Ingest Twitter
posts for Threat Inte




#OPENDIR



& > C & twitter.com/search?q=%23opendir&src=typed_query ® % @ B

L 4 &~ Q) #opendir Search filters
@ Home Top Latest People Photos Videos People
———— From anyone .
% JAMESWT @JAMESWT_MHT - 1h %
= Peopl foll
H Explore e T e it b o
Your Sarpple Location
208 #opendir
I* Notifications albumdepremios[.Jcom[.]br/hostmeu/ Anywhere @
hostmeusite.ddns[.]net N O
Sample ear you
8 Messages app.any.run/tasks/7ac99b76.
) Advanced search
analyze.in r.com/#/analys
[l Bookmarks
bazaar.abuse.ch/sampl
Trends for you &
: virustotal.com/gui/domain/alb...
[E] LIS‘tS Trending in Netherlands v
Eset after submission detect it as Spy Delf Seattle
(o) 382K Tweets
o Profile cc @Spam404
UEFA Europa League - Trending o
« c @
@ More Feyenoord
Index of /hostmeu 3,343 Tweets
Name Last modified Size De Politics - Trending M
68 . 70.4K Tweets
o Trending in Netherlands N
e #China

39K Tweets

s Trending in Netherlands N
#Coronavirusnl
Q 4 )
. Show more
Bad Packets Report @bad_packets - 14h v
Active DDoS #malware payload detected:
http://204.48.24.169/bins/mps| (&M) (virustotal.com/gui/url/d79419...) Who to follow
http://204.48.24.169/bins/ #opendir
Huawei @
4 Exploit attempt source IPs: % @Huawei Follow )
§ Chrisco v 162.243.168.210 (&)
< @ChriscoDevnet 206.81.0.151 (M) B Promoted

https://twitter.com/search?q=%23opendir&src=typed_query



Do you have enough time
to keep up to date with your
own socilal media”?

httos://qithub.com/chrivand/twitter search threatresponse



https://github.com/chrivand/twitter_search_threatresponse

R ChriscoDevNet

Do you ever report on new indicators of compromise that
you find in the wild? If so, do you use the

hashtag? For example could be a
fresh loC!

Check out my SecureX integration if you are interested to
learn more:

chrivand/

twitter_search_threatres...

Twitter Search to Cisco Threat Response Casebook
v1.0

A ®o

Contributor Issues

chrivand/twitter_search_threatresponse




Script Flow Chart

Tweets in
queue?

/V\

. Sleep for
First Time »Y New (;I'S\;\gtter scheduled
Script Runs? P = interval and Create case
available? repeat... in Casebook Create case
+ Webex in Casebook
Teams alert, + Webex
with High Teams alert.
Priority tag.
Retrieve all
tweets from Retrieve all L
#opendir (or new Tweets Check for Sightings of
other) only. targets using targets for
hashtags the CTR observables
enrich API. ?
Retrieve . .
Skip this
Pa(r:lsee az:lnd ok:jzienr;iglees Observables in Tweet and
—> —> = —> .
Tweets. CTR inspect TWest; (YD LTy
API feedback.

Script source. https://qithub.com/chrivand/twitter_search_threatresponse



https://github.com/chrivand/twitter_search_threatresponse

Result in SecureX Casebook and Webex

‘s’ SECURE > [EY Casebook

Cases W New Case « & | *HIGH PRIORITY* Hopendir Tweet: ChriscoDevNet Investigate in Threat Response Link to Incident ~ + @

Q_ search... X ¥ | Overview | | v Observables (1) 04 0@ 0o 10 | Notes /
~ Owned By Me (84) <> Details Enter logs, IPs, domains, etc Twitter generated casebook from #opendir by: ChriscoDevNet, Tweet: Do you
*HIGH PRIORITY* #opendir Tweet: Chrisco *HIGH PRIORITY* Hopendir Tweet: ChriscoDevNet v 01 URL O O o e s vouirg b e a0 00
e . 0+ 0@ 0o 1@  Youuse the Hopendi hashta... https://t.co/Vmpol0gOHQ

Jun 16, 2021, 5:28:33 PM
*HIGH PRIORITY* [FortiGuard RSS Feed]: L... https://t.co/Vmpol0goHQ |

Dot Christopher van Der Made

[FortiGuard RSS Feed]: Hundreds of URLs I...
22 Observables

[FortiGuard RSS Feed]: Joint Technical Aler...
4 Observables

[FortiGuard RSS Feed]: Deep Analysis - Th...
7 Observables

[FortiGuard RSS Feed]: Joint Technical Aler...
4 Observables

¥ ¥ ¥ - New case added to SecureX Casebook added from & #OPENDIR! - ¥ ¥ ¥

Tweet by ChriscoDevNet:

Do you ever report on new indicators of compromise that you find in the wild? If so, do you use the #opendir hashta... https://t.co/Vmpol0OgOHQ

HIGH PRIORITY, Target Sightings have been identified! AMP targets: 3, Umbrella targets: 0, Email targets: 0.

Investigate directly with SecureX threat response: https://visibility.amp.cisco.com/investigate?q=url%3Ahttps://t.co/Vmpol0gOHQ%0A




Demo please!



@ Chrome File Edit View History Bookmarks People Tab Window Help

BT N 060 @ D 3R & o) 100%E Mon15Jun 10:38:20 AM Christopher Van Der Made Q@&

LA X W (20) #opendir - Twitter Search X [ Cisco Threat Response X | W Standard search APl — Twitter X . threatresponse - PyPI b3
&« > C @ twitter.com/search?q=%23opendir&src=typed_query
’ ¢ Q. #opendir
@ Home Top Latest ZEPeople Photos
o & JAMESWT @JAMESWT_MHT - 40m
H Explore \f Replying to @malwrhunterteam
" Your Sample
208 s
Ix Notifications albumdepremios[.Jcom[.]br/hostmeu/
hostmeusite.ddns[.Jnet
Sample
™ Messages pp.any
[l Bookmarks )
E Lists oo
Eset after submission detect it as Spy Delf
o)
2 Profile =
C @
&) More
Index of /hostmeu
- S Last modifie Description
it Tweet ]
,»’/
Q 4
Bad Packets Report @bad_packets - 13h
Active DDoS payload detected:
http://204.48.24.169/bins/mps| (&) (
http://204.48.24.169/bins/ #opendir
R Exploit attempt source IPs:
§ Chrisco & 162.243.168.210 (&)
- @ChriscoDevnet

206.81.0.151 (&M)

+

Videos

Search filters

People
From anyone

People you follow

Location
Anywhere

Near you

Trends for you

Politics - Trending
Seattle
387K Tweets

Politics - Trending
Nancy
71.2K Tweets

Trending in Netherlands
Hema
6,578 Tweets

Politics - Trending
#China
39.5K Tweets

Trending in Netherlands
#Coronavirusnl

Who to follow

Huawei @
@Huawei

Promoted

@

04

®

-
1
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Jse Case 2: Inges
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Cisco Talos: Blog

. Talos posts about a couple of
blog posts per week.

. Often they contain insights into
new Threats / Campaigns.

.- These blog posts contain many
Interesting observables...

. There are many more blogs that
have interesting observables...

& TALos = =
cisco : Software Vulnerability Information Reputation Center Library

TUESDAY, JUNE 4, 2019

It's alive: Threat actors cobble together open-source pieces
into monstrous Frankenstein campaign

TaLos

Indicators of Compromise

Hashes
418379fbfe7€26117a36154b1a44711928f52e33830c6a8e740b66bcbe63ectH
50195be1de27eac67dd3e5918e1fc80acaal6159ch48b4abab9451247b81b649
6b2c71bfc5d2e85140b87¢c801d82155¢cd9abd97f84c094570373a9620e81ceel




How does an analyst keep
track of all these blog posts
from Talos (and many other
research teams)?

https://qithub.com/chrivand/talos blog to casebook



https://github.com/chrivand/talos_blog_to_casebook

Script Flow Chart

First Ti New blog s?:lr?eeguflgrd
irst Time \4
Script Runs? - ain(I):;SIe’? interval and
: repeat...
Retrieve all
blog posts
from Retrieve all

configured new blog
blogs (Talos, posts only.

FortiGuard,

Unit42)

Parse and REED
clean blog observables
- > using the —>
pté?t_soglr;e CTR inspect
’ API.

More blog
posts in
queue?

/V\

Create case

in Casebook Create case
+ Webex in Casebook
Teams alert, + Webex
with High Teams alert.
Priority tag.
Check for Sightings of
targets using targets for
the CTR observables
enrich API. ?
Skip this blog
Observables in I post and give
blog post? user
feedback.

Script source. https://qithub.com/chrivand/talos_blog_to_casebook
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https://github.com/chrivand/talos_blog_to_casebook

Agenda

- Introduction to Threat Hunting
- Introduction to SecureX and Threat Response

- Use Case 1: Ingest Twitter posts for Threat Intel
« Overview
+ Demo

. Use Case 2: Ingest (Talos) Blogs for Threat Intel
« Overview

» Use Case 3: MSSP Security Event Handling
« Overview

- Conclusion

51



-vent Handlir

Jse Case 3: MSS

9

P Security



Let’s check out a specific example...

When
ServiceNow
incident is
closed, it

Service desk
uses single
platform
(ServiceNow)
to handle
events. Threat
hunting
happens in
SecureX.

Actions are
Parsing and taken for
Cross- AMP, SecureX
referncing and

(AMP + UMB)
Security
events occur
and trigger
first workflow.

automatically
triggers
response
actions in
SecureX.

happens per ServiceNow
tenant, per (and easily
event. add more
modules).

https://qithub.com/chrivand/amp-mssp-events-to-snow
https://qithub.com/chrivand/amp-umb-mssp-sxo
More coming....



https://github.com/chrivand/amp-mssp-events-to-snow
https://github.com/chrivand/amp-umb-mssp-sxo

‘= README.md

License CISCO [ ‘& DEVNET = published

SecureX orchestration workflow: AMPA4E (Cisco Secure
Endpoint) MSSP customer events to SecureX incident and
ServiceNow incident

NOTE: This is sample code and needs to be tested properly before using in production!

This is a set of sample workflows to work with the MSSP environment of Cisco Secure Endpoint (formerly known as
Advanced Malware Protection for Endpoints (AMP4E)). It can obtain events from the various customers and create

Securex and ServiceNow incidents based on these security events. When the incident in ServiceNow is closed, this
will automatically close the SecureX incident too. Please watch a demo in this

Index

1. Features and flow

2. Installation
i. Import the first workflow to add encoded AMP API keys to table

ii. Import the second workflow to retrieve AMP events and create SecureX and ServiceNow incidents
iii. Import the third workflow that is triggered when ServiceNow incident is closed
iv. Import the fourth workflow that sets a global variable containing the ID of the third workflow
v. Testing and running the solution
3. Notes
4. Author(s)

Facndtivmes woned Elavar
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Conclusion



s this easier than manually searching Twitter?

‘s’ SECURE > [EY Casebook

Cases W New Case « & | *HIGH PRIORITY* Hopendir Tweet: ChriscoDevNet Investigate in Threat Response Link to Incident ~ + @

Q_ search... X ¥ | Overview | | v Observables (1) 04 0@ 0o 10 | Notes /
~ Owned By Me (84) <> Details Enter logs, IPs, domains, etc Twitter generated casebook from #opendir by: ChriscoDevNet, Tweet: Do you
*HIGH PRIORITY* #opendir Tweet: Chrisco *HIGH PRIORITY* Hopendir Tweet: ChriscoDevNet v 01 URL O O o e s vouirg b e a0 00
e . 0+ 0@ 0o 1@  Youuse the Hopendi hashta... https://t.co/Vmpol0gOHQ

Jun 16, 2021, 5:28:33 PM
*HIGH PRIORITY* [FortiGuard RSS Feed]: L... https://t.co/Vmpol0goHQ |

Dot Christopher van Der Made

[FortiGuard RSS Feed]: Hundreds of URLs I...
22 Observables

[FortiGuard RSS Feed]: Joint Technical Aler...
4 Observables

[FortiGuard RSS Feed]: Deep Analysis - Th...
7 Observables

[FortiGuard RSS Feed]: Joint Technical Aler...
4 Observables

¥ ¥ ¥ - New case added to SecureX Casebook added from & #OPENDIR! - ¥ ¥ ¥

Tweet by ChriscoDevNet:

Do you ever report on new indicators of compromise that you find in the wild? If so, do you use the #opendir hashta... https://t.co/Vmpol0OgOHQ

HIGH PRIORITY, Target Sightings have been identified! AMP targets: 3, Umbrella targets: 0, Email targets: 0.

Investigate directly with SecureX threat response: https://visibility.amp.cisco.com/investigate?q=url%3Ahttps://t.co/Vmpol0gOHQ%0A




Conclusion

- Threat Hunting is all about gathering data from Local/Internal
Monitoring and Global Intelligence.

- Threat Hunting is a continuous process and a loop.
- There are many tools, like SecureX, that can help with this.

- The SecureX API can automate parts of this process!
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There is simply too much information and
threat intelligence out there for SOC
analysts to (consciously) consume. We
need to automate as much as possible
and provide bitesize cases to them.



Thank you!

@ChriscoDevNet
chrivand@cisco.com
github.com/chrivand



