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Stay ahead of the game: automate 
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There is simply too much information and 
threat intelligence out there for SOC 

analysts to (consciously) consume. We 
need to automate as much as possible 

and provide bitesize cases to them.
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Too Many 
Point 

Products

Too Much 
Information 

Too Much 
Effort

Too Little 
Time

Cyber Security Challenges
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How to solve this?

Integration between security 
solutions

Automation of routine, non-cognitive 
tasks and policy automation

Goals:
• Increase Threat Prevention 
• Decrease Time to Detect
• Reduce Time to Investigate
• Reduce Time to Remediate
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APIs for Configuration/Management

Dynamic 
Provisioning Initial Configuration

Routine 
Configuration 

Change/Mgmt.

Monitoring/System 
Analytics

Goal:
Eliminate tedious, non-
cognitive, time
consuming tasks to free 
up IT sec experts so
they can focus on higher 
priority tasks

Migration Bootstrapping
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APIs for Data Manipulation & Sharing: Import/Export

Data internal to the network 
(Identity, Context Awareness, 
Event Visibility, Threat Intel)

Data external to the network
(Threat Intel, Analytics)

Goal:
Detect Threats already in the 
network. Make data 
collection faster and more 
efficient. Correlate data from 
all attack vectors/security 
systems.
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APIs to Perform Actions: Automated Policy
to Prevent/React to Threats

Block

Quarantine

Delete Move

Add

Allow
Goal:
Implement protections
faster than the threat can
spread and progress in
the network.
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• Introduction to Threat Hunting

• Introduction to SecureX and Threat Response

• Use Case 1: Ingest Twitter posts for Threat Intel
• Overview
• Demo

• Use Case 2: Ingest (Talos) Blogs for Threat Intel
• Overview

• Use Case 3: MSSP Security Event Handling
• Overview

• Conclusion

Agenda
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Introduction to Threat 
Hunting
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Threat Hunting:

“The process of proactively and iteratively 
searching through networks to detect and 

isolate advanced threats that evade 
existing security solutions.”
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Types of Hunts

Intelligence-Driven
Atomic Indicators

‣ Low-hanging fruit hunts
‣ Known threats
‣ Security controls bypass

1

TTP-Driven
Behavioral & Compound Indicators

‣ TTP’s: tactics, techniques, procedures
‣ Methodologies used by advanced attackers
‣ Systematic approach for discovering unknowns

2

Anomaly-Driven
Generic Behaviors

‣ Low-prevalence artifacts
‣ Outlier behaviors
‣ Unknown threat leads
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The Hunting Loop
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Source: “A framework for Cyber Threat hunting” by Sqrrl

https://virtualizationandstorage.files.wordpress.com/2018/08/framework-for-threat-hunting-whitepaper.pdf


© 2021  Cisco and/or its affiliates. All rights reserved.   Cisco Confidential

The Hunting Maturity Model (HMM)

18
Source: “A framework for Cyber Threat hunting” by Sqrrl

https://virtualizationandstorage.files.wordpress.com/2018/08/framework-for-threat-hunting-whitepaper.pdf
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On-Demand 
Hunting

19

Automated 
Continuous 

Hunting
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The Pyramid of pain…
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Triage
(100s of items)

Distillation 
(1000000s of telemetry 
points)

Investigation 
(10s of LEADS)

Escalation
(1s of INCIDENTS)

Collection

How to make your hunting efficient 
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Intelligence-Driven Threat Hunting

Local Context Global Intelligence

Cross Reference

Actionable Insights

• Endpoint logs 
• Kubernetes audit logs
• Flow data
• Vulnerability scans
• Sandbox results
• DNS logs
• Etc.

• Threat intelligence reports
• Threat intelligence feeds 
• Malware analysis
• Blogs
• Twitter
• Etc. 

• Block X
• Isolate Y
• Etc. 



© 2021  Cisco and/or its affiliates. All rights reserved.   Cisco Confidential

The Hunting tools in this session…
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Ø Introduction to SecureX and Threat Response

• Use Case 1: Ingest Twitter posts for Threat Intel
• Overview
• Demo

• Use Case 2: Ingest (Talos) Blogs for Threat Intel
• Overview

• Use Case 3: MSSP Security Event Handling
• Overview
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THIS IS NOT A MARKETING 
PRESENTATION. 

CISCO PRODUCTS USED AS 
EXAMPLE…
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Introduction to SecureX and 
Threat Response
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TALOS

SecureX architecture

Dashboard

SecureX

Threat response
(unified visibility)

Orchestration
(custom workflows)

Third party

Approval task / 
schedules

Relay modules / 
open APIs

Apps 
across

all Cisco
Secure 

products

Cisco products

Ribbon framework

Response

Triggers

Metrics

Local contextContext

Intelligence

Response

Response

Triggers

Response

Triggers

Intelligence

Response

Launch

SecureX sign-on with Duo MFA
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API aggregation
at work SecureX 

threat response

Data and
Control

Local Data Local Data

Global Data

Control Control

Control

Data and
Control
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The CTIM (Cisco Threat Intel Model)

Judgement

Verdict

Observable

Sighting

Indicator

Casebook

Incident
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Recognize CTIM in SecureX Threat Response

Judgement

Verdict

Observable

Sighting

Indicator

Casebook

Incident



© 2021  Cisco and/or its affiliates. All rights reserved.   Cisco Confidential

Interact with CTIM Enrichment API with Swagger
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Interact with CTIM Enrichment API with Python

• Enrichment APIs

• Response actions

• Create Casebook

• Create Incident*

* optional exercise, adding 
your own python
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Cisco Threat Response: Workflow

Casebook

AMPThreatGrid Umbrella SMATALOSVirus
Total

Stealth
watch

Intel sources

NGFW 

1

2

• NGFW
• AMP
• Stealthwatch*

Incidents
3

Threat Intelligence
What do you know about these 
observables (IP, Hash, URL, etc.)?

Threat Investigation
• Have we seen these observables?  
• Which end-points interacted with the threat?
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1. SecureX
APIs

3. SecureX relay 
modules

2. SecureX
orchestration
Low-to-no-code 
orchestrator to automate 
(scheduled/triggered) 
security workflows. Perfect 
middleware and easy to 
get started.

Most advanced and 
"native" way of integrating 
with SecureX. Offers 
possibility to integrate as 
module in SecureX. Uses 
the SecureX APIs under 
the hood.

Work with CTIM to create 
incidents, casebooks, 
judgments, sightings etc. 
Anything that can be done 
in GUI can be done via API.

The 3 custom methods of integrating and 
automating with SecureX:
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Cisco SecureX alternatives:

• Sophos Intercept X: Next-Gen Endpoint.

• LogRhythm NextGen SIEM Platform.

• CrowdStrike Falcon: Endpoint Protection.

• Trend Micro Apex One.

• InsightIDR.

• SentinelOne Endpoint Protection Platform.

• Bitdefender GravityZone.

• Cortex XDR.

• The Hive Project.



© 2021  Cisco and/or its affiliates. All rights reserved.   Cisco Confidential

• Introduction to Threat Hunting

• Introduction to SecureX and Threat Response

Ø Use Case 1: Ingest Twitter posts for Threat Intel
• Overview
• Demo

• Use Case 2: Ingest (Talos) Blogs for Threat Intel
• Overview

• Use Case 3: MSSP Security Event Handling
• Overview

• Conclusion

Agenda

36



© 2021  Cisco and/or its affiliates. All rights reserved.   Cisco Confidential

Use Case 1: Ingest Twitter 
posts for Threat Intel
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#OPENDIR
38
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Do you have enough time 
to keep up to date with your 

own social media?

https://github.com/chrivand/twitter_search_threatresponse

https://github.com/chrivand/twitter_search_threatresponse




© 2021  Cisco and/or its affiliates. All rights reserved.   Cisco Confidential

Script Flow Chart 

First Time 
Script Runs?

Retrieve all 
new Tweets 

only.

New Twitter 
posts 

available?

Retrieve all 
tweets from 
#opendir (or 

other) 
hashtags

Parse and 
clean 

Tweets.

Retrieve 
observables 

using the 
CTR inspect 

API.

Observables in 
Tweet?

Sightings of 
targets for 

observables
? 

Skip this 
Tweet and 
give user 
feedback.

Sleep for 
scheduled 
interval and 

repeat…

Check for 
targets using 

the CTR 
enrich API.

Create case 
in Casebook 

+ Webex
Teams alert, 

with High 
Priority tag.

Create case 
in Casebook 

+ Webex
Teams alert.

More 
Tweets in 
queue?

Script source: https://github.com/chrivand/twitter_search_threatresponse

https://github.com/chrivand/twitter_search_threatresponse
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Result in SecureX Casebook and Webex
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Demo please!
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Use Case 2: Ingest (Talos) 
Blogs for Threat Intel
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• Talos posts about a couple of 
blog posts per week.

• Often they contain insights into 
new Threats / Campaigns.

• These blog posts contain many 
interesting observables…

• There are many more blogs that 
have interesting observables…

Cisco Talos: Blog

48
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How does an analyst keep 
track of all these blog posts 
from Talos (and many other 

research teams)?

https://github.com/chrivand/talos_blog_to_casebook

https://github.com/chrivand/talos_blog_to_casebook
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Script Flow Chart

50

First Time 
Script Runs?

Retrieve all 
new blog 

posts only.

New blog 
posts 

available?

Retrieve all 
blog posts 

from 
configured 

blogs (Talos, 
FortiGuard, 

Unit42)

Parse and 
clean blog 
posts one-

by-one.

Retrieve 
observables 

using the 
CTR inspect 

API.

Observables in 
blog post?

Sightings of 
targets for 

observables
? 

Skip this blog 
post and give 

user 
feedback.

Sleep for 
scheduled 
interval and 

repeat…

Check for 
targets using 

the CTR 
enrich API.

Create case 
in Casebook 

+ Webex
Teams alert, 

with High 
Priority tag.

Create case 
in Casebook 

+ Webex
Teams alert.

More blog 
posts in 
queue?

Script source: https://github.com/chrivand/talos_blog_to_casebook

https://github.com/chrivand/talos_blog_to_casebook
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• Use Case 1: Ingest Twitter posts for Threat Intel
• Overview
• Demo
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Use Case 3: MSSP Security 
Event Handling



(AMP + UMB) 
Security 

events occur 
and trigger 

first workflow.

Parsing and 
cross-

referncing
happens per 
tenant, per 

event.

Actions are 
taken for 

AMP, SecureX
and 

ServiceNow 
(and easily 
add more 
modules).

Service desk 
uses single 

platform 
(ServiceNow) 

to handle 
events. Threat 

hunting 
happens in 
SecureX.

When 
ServiceNow 
incident is 
closed, it 

automatically 
triggers 

response 
actions in 
SecureX.

Let’s check out a specific example…

https://github.com/chrivand/amp-mssp-events-to-snow
https://github.com/chrivand/amp-umb-mssp-sxo

More coming….

https://github.com/chrivand/amp-mssp-events-to-snow
https://github.com/chrivand/amp-umb-mssp-sxo
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Conclusion
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Is this easier than manually searching Twitter?
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• Threat Hunting is all about gathering data from Local/Internal 
Monitoring and Global Intelligence.

• Threat Hunting is a continuous process and a loop.
• There are many tools, like SecureX, that can help with this.

• The SecureX API can automate parts of this process!

Conclusion
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There is simply too much information and 
threat intelligence out there for SOC 

analysts to (consciously) consume. We 
need to automate as much as possible 

and provide bitesize cases to them.
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Thank you!

@ChriscoDevNet
chrivand@cisco.com
github.com/chrivand


