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• Information Security Specialist @ Trend Micro
• AppSec and DevSecOps Practitioner
• Working with AppSec since 2011
• Deployed multiple SAST, DAST and SCA tools
• Personal blog: katanasec.com

@magnologan

https://katanasec.com/
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• What is SCA, BOM and SBOM?
• Why should I worry?
• Supply Chain Attacks
• SCA Best Practices
• SCA Tools

Agenda
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• Software Composition Analysis
• Aka Library Analysis, 3rd Party Dependency or 

Open Source Security
• Aimed at providing open source software 

with governance, security and provenance
• Focuses on the Software Bill of Materials

SCA 101
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• Application Manifest - gives instructions on 
how the software should work

• Dependency Metadata - the metadata related 
to the dependencies in the code

• Vulnerability Data Sources - database of 
vulnerability information (private or public)

SCA 101
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What's a Bill of Materials?
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• List of componentes in a piece of software
• Software is usually made of open source and 

sometimes commercial components
• Describes the components in a product
• Similar to a ingredients list for packaged food

Software Bill of Materials (SBOM)
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• CycloneDX - lightweight software bill of 
materials (SBOM) standard

• SPDX - An open standard for communicating 
software bill of material information

• Dependency Track - allows organizations to 
identify and reduce risk in the software 
supply chain

SBOM Resources https://owasp.org/executive/director/2
021/06/11/cyclonedx-joins-owasp.html

https://cyclonedx.org/%E2%80%8B
https://spdx.dev/
https://dependencytrack.org/
https://owasp.org/executive/director/2021/06/11/cyclonedx-joins-owasp.html
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Why should I worry?

https://synopsys.com/software-integrity/resources/analyst-reports/open-source-security-risk-
analysis.html

https://synopsys.com/software-integrity/resources/analyst-reports/open-source-security-risk-analysis.html%E2%80%8B
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State of Open Source Security Report
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The Code Cocktail

Finding Vulnerabilities and Malware in Open-Source Code at Scale

https://gsec.hitb.org/materials/sg2017/KEYNOTE%201%20-%20Mark%20Curphey%20-%20Finding%20Vulnerabilities%20and%20Malware%20in%20Open-Source%20Code%20at%20Scale.pdf
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Direct x Indirect Dependencies

https://www.trendmicro.com/vinfo/us/security/news/virtualization-and-
cloud/guidance-on-kubernetes-threat-modeling

https://www.trendmicro.com/vinfo/us/security/news/virtualization-and-cloud/guidance-on-kubernetes-threat-modeling


© 2020 Trend Micro Inc.13

The OWASP Top 10 – A9:2017
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Software Supply Chain x Traditional

https://blog.convisoappsec.com/en/is-your-software-supply-chain-secure/

https://blog.convisoappsec.com/en/is-your-software-supply-chain-secure/


© 2020 Trend Micro Inc.15

Catalog of Supply Chain Compromises

https://github.com/cncf/tag-
security/tree/main/supply-
chain-security/compromises

https://github.com/cncf/tag-security/tree/main/supply-chain-security/compromises
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Software Supply Chain Whitepaper

https://github.com/cncf/tag-security/blob/main/supply-chain-
security/supply-chain-security-paper/CNCF_SSCP_v1.pdf

https://github.com/cncf/tag-security/blob/main/supply-chain-security/supply-chain-security-paper/CNCF_SSCP_v1.pdf
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Supply Chain Attacks in the Age of Cloud Computing

https://www.trendmicro.com/vinfo/in/security/news/virtualization-and-cloud/supply-chain-
attacks-cloud-computing

https://www.trendmicro.com/vinfo/in/security/news/virtualization-and-cloud/supply-chain-attacks-cloud-computing
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• Published on May 12th 2021
• Sec. 4. - Enhancing Software Supply Chain 

Security
– (vi) Maintain accurate and up-to-date data, 

provenance of software code or components
and controls on internal and third-party software 
(…)

US Executive Order 

https://www.whitehouse.gov/briefing-room/presidential-
actions/2021/05/12/executive-order-on-improving-the-nations-cybersecurity/

https://www.whitehouse.gov/briefing-room/presidential-actions/2021/05/12/executive-order-on-improving-the-nations-cybersecurity/
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• OWASP Dependency Check (Free)
• Retire.js (Free)
• Snyk (Free for Open Source)
• Open Source Security by Trend Micro
• Veracode SCA
• Synopsys BlackDuck

SCA Tools
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Demo Time!
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THANK YOU AND HAPPY HACKING!
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• https://owasp.org/www-project-top-ten/2017/A9_2017-
Using_Components_with_Known_Vulnerabilities

• https://gsec.hitb.org/materials/sg2017/KEYNOTE%201%20-
%20Mark%20Curphey%20-
%20Finding%20Vulnerabilities%20and%20Malware%20in%20Open-
Source%20Code%20at%20Scale.pdf

• https://cheatsheetseries.owasp.org/cheatsheets/Vulnerable_Dependenc
y_Management_Cheat_Sheet.html

• https://www.slideshare.net/urma_/software-composition-analysis-deep-
dive

•
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