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$ gcloud container clusters create



Container OS

OS designed to run container workloads
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Alice Bob



“Rad! This looks quite interesting. After this, we surely 
need to look into our infrastructure to understand how it 
looks from the security point of view. 

What other improvements can be done to the stack?”



“Oh! Yes. Surely there are.

You know about audit? Let’s talk about audit.



● Collect metadata around a security-related, and create an audit 
trail

● CAPP-compliant (Controlled Access Protection Profiles) auditing 
system

● Built to report the exploits

Linux audit framework



auditctl, audit.rules & the daemon

● /etc/audit.rules holds the rules
● auditctl to interact with daemon
● Rule is a combination of flag

-a exit,always -S execve -k docker





“Wow, that's nice - We're not blind on the system now.

But what can of stuff can we show in the audit ?"



“As mentioned, audit is powerful when associated with 
other tools!
Do you know SELinux?"



SELinux

● SELinux defines access controls for the applications, processes, 
and files on a system. Red Hat definition

● Sysadmin granular control

● TL; DR : avoid to deactivate SELinux

https://www.redhat.com/en/topics/linux/what-is-selinux




“SELinux is cool - we can log but also prevent action on the 
system.

We're wondering if we can go deeper in the control ?"



“Yes, SELinux is powerful to define general policies applied 
on the whole system.

But if you are talking of control, then capabilities is your 
friend."



Capabilities 

Linux capabilities provide a fine-grain control of the superuser 
privileges.



Implementation

Traditional

● privileged process
(run by root or superuser)

can bypass all kernel permission checks

● unprivileged processes
(run by others)

    require full permission checking



Implementation

Starting kernel 2.2, Linux divides the privileges traditionally 
associated with superuser into distinct units, known as 
capabilities, which can be independently enabled and 
disabled.



Capabilities Set
Capabilities are per-thread attribute

● Permitted
● Inheritable
● Effective
● Bounding
● Ambient





seccomp

seccomp stands for secure computing mode. Introduced in Linux 
2.6.12, it a simple sandboxing tool to filter system calls. 



seccomp modes

● seccomp strict mode
seccomp mode is enabled via the prctl(2) system call using the 
PR_SET_SECCOMP

Only read(), write(), exit() and sigreturn() syscalls  are allowed to already open 
file-descriptors, all other process are killed using SIGKILL.





seccomp modes

● seccomp-bpf
seccomp-bpf is an recent extension, allowing filtering the system calls using the 
Berkeley Packet Filter (BPF) program

Extends to allow or deny any set of system calls, as well as system call 
arguments.

Also, instead of simply killing using SIGKILL, seccomp-bpf supports 7 return 
values.





seccomp in Docker 

seccomp-bpf is used to restrict system calls in Docker. Docker seccomp 
documentation documents the default list of block system calls.

To run the container with a custom secomp policy, use the --security-opt option.



Flatcar - a container OS built around security

● No package manager

● /usr is read-only

● Control of package dependencies



"We have some work to do !"



“Yes, security is an incremental process, but a needed one."
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