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Let’s take a look on some numbers

IBM and Ponemon Institute Report (2020)
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• Customer records (like API keys, TLS certificates)

Imperva (2019)

• Network misconfiguration

• Hardcoded API key

• Not encrypted records

Cause?

• 10 months(!)

Time to identification



• More than 100 milion records exposed

• Bank accounts

• Social numbers

CapitalOne (2019)

• IAM policy misconfigurations

• Unecrypted storage

Cause?



Cloud 
misconfiguration

Configuration drifts





According to “State of DevSecOps by Accurics (formely) - 2020
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•Manual checks before 
deployment33%

•Post-deployment check27%



48%

Less than 
50 hours

31%

50-100 
hours

15%

100-500 
hours

4%

More than 
500 hours

12 people involved 100% in IaC security per week!!!!!
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Checkov

Terrascan

TFSec

CFN-nag

Snyk

Accurics (Tenable)



Accurics (Tenable)

https://github.com/accurics/terrascan

Bridgecrew

https://github.com/bridgecrewio/checkov

Aqua

https://github.com/aquasecurity/tfsec
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All misconfigurations 
WILL BE explored              
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