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AGENDA

Cloud-Native Applications

Encryption at different layers

Patterns for encrypting data at 
rest



CLOUD-NATIVE?



CLOUD-NATIVE 
APPLICATIONS



ENCRYPTION AT DIFFERENT LAYERS

Microservice

Database

Volume

Disk Disk Disk

Data is encrypted before it is stored in 
the database

Encryption done by database

Volume level encryption

Disk level encryption



PATTERNS FOR 
ENCRYPTING DATA 

AT REST



ENCRYPTION BY MICROSERVICE

Sorting and searching 
of data

Expensive to redesign 
Applications

Less attack surface Key Management



ENCRYPTION BY DATABASE

Privileged 
containers

Wrappers 
around dm-

crypt
Limited OSS Commercial 

Plugins



VOLUME LEVEL ENCRYPTION

Public cloud 
volume 
encryption

01
Many storage 
providers 
support

02
CSI plugins 
have limited 
support

03
OSS available

04



DISK LEVEL 
ENCRYPTION

Not feasible sometimes

High attack surface on 
application

Most Simplistic solution

LUKS is a standard format 
for hard disk encryption
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02

03
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