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“25% of developers will 
use serverless regularly by 
the end of 2021”
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Serverless
Architecture

@ 4ppsec



Event-Driven Architecture

Your code.

Your mistakes...
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● Triggered via events

● Container spins up when required

● Terminates when code execution



AWS Lambda - Security Aspects

● Read-only environment, except for /tmp

● Not wired to the internet*

● Data is temporary**

● Code reside in environment

● Keys are available as environment variables



Is Serverless Security a thing?
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Can we apply
traditional AppSec

to Serverless?
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Resource-Based IAM

*
PutItem
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Trust no one!



Trust no one!



Trust no one!



Trust no one!



Loss of Perimeter 
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Serverless
Architecture
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Event Injection
Broken Authentication

Sensitive Data Exposure
Over-Privileged Functions
Vulnerable Dependencies

Insufficient Logging & Monitoring
Open Resources

DoW / DoS
Insecure Shared Space

Insecure Secret Management

Serverless Risks
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● Lots of services

● Frequent deployments

● What is connected to what? 

● Many developers /Few AppSec

● What’s important?

● Is security even the same?

● Who takes care of Infra?

Can Security Scale?
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Traditional Testing in Modern CI/CD Pipelines

Mario,
Sr. Developer, Toadstool Inc.

Test

Luigi,
AppSec Team

Test
Test
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Configurations

Code

Services

• Ignorant to the environment and context

• Completely blind to no-edge services

• Block developers, disruptive to CI/CD 

• Hard to scale

Traditional AppSec Testing for Cloud Native
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How can we do 
Security Testing on

Serverless Apps?
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Source: https://aws.amazon.com/solutions/case-studies/irobot/

iRobot Serverless App
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https://aws.amazon.com/solutions/case-studies/irobot/


Easy... SCA & Image Scanning
● Covers ~10% of your app

● Just fixing problems you imported

● What about your CODE, your services & your configurations?

● Provided by the cloud provider and many OS Project
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I know…  IaC
● Really?! Blaming it on the DevOps?

● As left as it can get, but… 

○ Limited visibility

○ Zero code coverage

○ No logic, no prioritization

○ IaC dependant
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IAST!

● Modern AppSec

● Accurate & Reliable

● Enables DevOps

No Server to instrument...
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SAST

● So many apps??

● No source (http/input)?

● No sink (output)?

● No DBs?

● Who wrote this?

● What’s going on???
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DAST

● No HTTP/S Request!

● No (sync) Response...

● Nothing to test?

@ 4ppsec



@ 4ppsec



@ 4ppsec



Example Use Case
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Automated Serverless Security Testing
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OWASP Serverless Top 10

● Current project state: 

○ Interpretation of Top 10

○ Open Data Call: https://appsec.it/serverless-call  

● Goal: Serverless-tailored Top 10

https://owasp.org/www-project-serverless-top-10/ 
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https://appsec.it/serverless-call
https://owasp.org/www-project-serverless-top-10/


github.com/owasp/dvsa
@DVSAowasp

! NOT in PRODUCTION !

https://owasp.org/www-project-dvsa/ 
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Thank you!

Tal.Melamed@ContrastSecurity.com


