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Timelines -
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Where were you when you heard about
Log4Shell?
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Where were you when you heard about
Log4Shell?

9:00 - 10:00

Coffee Chats

4:00 - 5:00

Holiday shopping

Google Cloud
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What did you do?
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What did you do?

Acceptance

Bargaining

Depression
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Getting started..

Observe

Decide
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Getting started..
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E-commerce Website
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E-commerce Website

- Microservices
- 27 repos

?}ﬁo — tightly coupled

x Vendor Built - no longer engaged

x little documentation
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E-commerce Website

- Microservices
- 27 repos

Eﬁo — tightly coupled

x Vendor Built - no longer engaged

x little documentation

x CAB
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Lead Time
1-2 Months

Deployment Frequency

I1-2x a year

Change fail rate

S0%ish

TTR

22?2

Reliability

Usually reliable

Google Cloud



Did you burnout?
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Order Management System:
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Order Management System:

Active development
Team has been focused on improving
Loosely coupled components

o0

V Automated testing

v Automated builds
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Order Management System:

Active development

Team has been focused on improving
Loosely coupled components
Prioritizing fixing broken builds &

o0

v Automated testing

v Automated builds

x CAB
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Lead Time

| week

weekly

Change fail rate
15%

TTR

Less than a day

Reliability

\Usuallg reliable

Deployment Freguenc

>

J

Google Cloud



How do we help the website
team have the Order
Management System team

experience in the future?
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DesioNATED OuTDOOR REFRESHMENT AREA

MINERVA, OHIO
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WOOSTER * OHIO
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Capabilities

Technical
- Trunk-based development
- Cloud infrastructure

- Shifting left on security
Predict

Process
- Work in small batches
- Streamlined change approval
- Visibility of work in value stream

Cultural
- Generative, trust-based
- Learning culture
- Transformational leadership

@swansama | @nathenharvey | #conf42

Software Delivery
and Operations
Performance

Predict

| As measured by

* Throughput
- lead time for changes
- deployment frequency

- Stability
- time to restore service

- change failure rate

« Reliability

Commercial
Outcomes

(e.g. market share,
profitability,
employee retention)

Google Cloud



Context Matters

There is no well-paved, one-size-fits-all roadmap to follow

Delivery performance drives organizational
performance only when operational
performance is also high

Teams must mature reliability practices
to meet reliability targets which then
impact organizational performance

Google Cloud
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Reliability practices

Regular reliability reviews Reduce toil

Re-prioritize work when

Well defined reliability targets reliability targets are missed

Google Cloud
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Reliability

High
Investment yields :
improvements to reliability, ‘%i
but only once a threshold 5
of adoption has been 2 \//
reached

Low

Low Adoption of SRE practices High

Google Cloud
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Context Matters

There is no well-paved, one-size-fits-all roadmap to follow

Delivery performance drives organizational
performance only when operational Technical capabilities build on one another

performance is also high

Teams must mature reliability practices
to meet reliability targets which then
impact organizational performance
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Technical Capabilities

Drivers of organizational performance

Version control Continuous Delivery

Continuous Integration Loosely-coupled architecture

3.8x higher organizational performance
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Context Matters

There is no well-paved, one-size-fits-all roadmap to follow

Delivery performance drives organizational
performance only when operational Technical capabilities build on one another

performance is also high

Teams must mature reliability practices
to meet reliability targets which then
impact organizational performance

Security controls have a positive effect
when continuous integration is in place
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Security

Incorporating security processes
into existing workflows help
reduce security risks and

01 Adoption has already begun increase developer joy

02 Healthier cultures have a head start

Q)
o

Google Cloud
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Westrum Topology of Organizational Cultures

Pathological Bureaucratic

Power-oriented Rule-oriented Performance-oriented
Low cooperation Modest cooperation High cooperation
Messengers shot Messengers neglectec Messengers trained
Responsibilities shirked Narrow responsibilities Risks are shared

Bridging discouraged Bridging tolerated Bridging encouraged
Failure leads to scapegoating Failure leads to justice Failure leads to enquiry
Novelty crushed Novelty leads to problems  Novelty implemented
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Security

Incorporating security processes
into existing workflows help
reduce security risks and

01 Adoption has already begun increase developer joy

02 Healthier cultures have a head start
03 It provides unexpected benefits

04 There's a key integration point

Google Cloud
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Continuous Integration & Security Practices

Above average ClI

Below average ClI

T

Below average security practices Above average security practices

Security Practices

percentage with above average organizational performance -

60 50 40
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OMS team

Loosely
Coupled
Architecture

Deployment
Automation

Website team

Documentation

Manual
Builds

Continuous
Integration
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Manual
Testing

Google Cloud



Documentation btk SN
quality
increases
Cloud

SO\

*Technical capabilities is a category to help
with interpretation. It was not included in the
model as a second-order factor.

**Only when SRE Practices are high.
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TECHNICAL CAPABILITIES*

Version control

Continuous
integration

Trunk

Loosely coupled
architecture

©

increase

increases

Westrum

organizational culture

decreases

Burnout
decreases
increases
decreases

Flexibility

©

increases

SLSA security
practices

SRE practices

increases

decreases

©

increases

increases

increases

©

increases**

Error proneness

decreases

Team satisfaction

increases

Organizational increases

performance

Continuous delivery

increases

conditions

I
1
|
I
1
1
I
1
1
I
l

increases

increases

increases

Operational
performance

Delivery
performance

Google Cloud



Westrum Organizational
Culture

Continuous N
Integration

: v
-® Security Practices >

Loosely Coupled .
Architecture

Google Cloud
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Westrum Organizational decreases
Culture > Burnout

decreases EFFOF

Continuous . : Proneness
Integration : . :

: Y :
-® Security Practices > -------------- :

Loosely Coupled .
Architecture

Google Cloud
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Westrum Organizational decreases
Culture ..............E------------- Burnout

: decreases EFFOF
Continuous . : Proneness
Integration . :
: v :
- Security Practices : Team .
; : Satisfaction

Loosely Coupled .
Architecture Organizational
Performance

Software

Delivery
Performance

Q)
o
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WoktEoH decreases
organizational culture
docreases.

incres

L4
TECHNICAL CAPABILITIES* decresses

©
. increases
Version control Flexibility Error proneness
Documentation e Continuous o (-]
i 2 integration ¢
quality s gecreases
© o
o rereases N Trunk incresse SLSA security ncresses docreases
) practices
o
/ increases
Loosely coupled [+
% architecture Increases
%,

(]

Organizational Increases
performance

i %

SRE practices

Increases
increases
9 . e Operational open
Continuous delivery »
performance

conditions NCrodses

*Technical capabilities qory 1o heip hd
2

with interpretation. it was not included in the nCresses
model as a second-order factar, 3 Delivery

performance

**Only when SRE Practices are high.
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Nathen Harvey
Developer Advocate
he/him

@nathenharvey Amanda Lewis

Developer Advocate
she/her
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Community
of Practice
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