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Average cost of a data breach globally
4.35 Million USD

Average cost of an organizations data breach 
with high compliance failures

5.57 Million USD

Average time it takes to remediate a data breach
227 Days

Did you know?

Data from IBM Security Report 2022



What can you and your team do?



Engineering Best 
Practices

• OWASP Top 10 or SANS Top 
25, CSE Engineering Playbook

• Pull Request Policy
• Logging & Error Handling
• Vulnerability mgmt. policy

https://www.owasp.org/index.php/Category:OWASP_Top_Ten_Project
https://www.sans.org/top25-software-errors
https://www.sans.org/top25-software-errors




Have I reviewed our best 
practices before committing 

my code?



Threat Modelling

• For major architectural changes
• Use a framework (STRIDE, MITRE 

ATT&CK)
• Upskill at least one dev





• Is my data encrypted at rest?
• Is my data encrypted in transit?
• Who has access and how is this 

enforced?
• ….



Automate
• Container dependency scanning
• Static Code Scanning Tools
• Git Commit Hooks (Cred 

Scanners, Linting)
• Secrets Rotation
• Use pre-built security 

frameworks





1. Trivy - a simple and comprehensive vulnerability scanner for 
containers (doesn't support Windows containers)

2. Aqua - dependency and container scanning for applications running 
on AKS, ACI and Windows Containers. Has an integration with AzDO
pipelines.

3. Dependency-Check Plugin for SonarQube - OnPrem dependency 
scanning

4. Mend (previously WhiteSource) - Open Source Scanning Software

Container Scanning Tools

https://github.com/aquasecurity/trivy
https://www.aquasec.com/solutions/azure-container-security/
https://github.com/dependency-check/dependency-check-sonar-plugin
https://www.mend.io/


What are our automated tools 
not catching?



Consider 
Infrastructure

• Kubernetes security best 
practices

• Runtime security & Binary 
authorization

• Cloud Provider Security 
Configuration







Is my change to our 
infrastructure in compliance 
with our security policies?



Next Steps

• Evaluate where your team is on the journey to “shifting left”
• Take a look at the CSE Engineering Playbook, OWASP, SANS, and other 

security resources for guidance
• Get at least one person on your team upskilled on security fundamentals 



THANK YOU
Search for “CSE Engineering Playbook”
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