
Humana DevOps Journey
The Road Less Traveled

ANDREW FOSTER
DIRECTOR - DEVOPS ENGINEERING @ HUMANA, INC.

RUPESH KUMAR
PRINCIPAL DEVOPS ENGINEER @ HUMANA, INC.



Rupesh Kumar
Principal DevOps Engineer

Rupesh has more than 20 years of 
Information Technology (IT) 

experience in managing Enterprise 
level DevOps initiatives in the federal 

and commercial sectors. 

Andrew Foster
Director, DevOps Engineering

Andrew joined Humana in 2011 holding 
multiple technical and leadership roles.  
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Human care means 
going beyond the 
expected, every day. 



DevOps Mission: To give 
engineers the most 
compelling 
development 
experience possible.



Humana Values Inspire DevOps Transformation
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Cultivate uniqueness
Appreciate individual uniqueness, 

creating an environment where 
everyone can fully be themselves, 

reflecting all of us and the 
communities we serve.​​​​​​​

Rethink routine
Work and learn together, 

transforming the norm to strengthen 
operational excellence and 

outcomes.

Inspire health
Care for the whole person –
emotionally, physically, and 
spiritually, building inspired 

communities where health and well-
being prosper.

Thrive together
Collaborate openly, building positive 

relationships to achieve strong, 
sustainable results for us and the 

people we serve.

Pioneer simplicity
Take personal accountability, working 

together to create simple, personalized, 
quality experiences.



Humana DevOps Model
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Empower

Guide

Measure

Improve

Listen

DevOps

Guide | Builds 
confidence
Foster guidance by creating 
standards and principles to 
enhance developer 
experience and level up 
software engineering 
practices.

Measure | Builds 
decision making
Capture data points to aid 
in story-telling, adoption, 
and improvement.

Listen | Builds trust
Enables healthy culture of 
active listening to the 
customer.

Empower | Builds 
sense of community
Empower developers to 
contribute to solutioning by 
providing them with tools, 
capabilities, and platforms.

Improve | Builds 
quality
Improve process and 
reduce cognitive load.



Alignment + Feedback
• Alignment across the IT 

Organization has accelerated 
adoption of key capabilities.

• Tight feedback loops with 
engineers & leaders keeps us 
focused on features that add the 
most value.

Engineer Focused 
Platforms & Tools  

• We can speed up software 
delivery by giving engineers 
modern & integrated platforms.

• Enabling engineers to stay inside 
those platforms as much as 
possible.

Automated SDLC + 
Smaller Releases

• Codifying Humana’s SDLC, 
streamlining it w/ VSM, &  
baking process checks into 
DevOps pipelines.

• One Component  One Repo 
One Pipeline drives us towards 
smaller more iterative releases.
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How to “Do DevOps” at Enterprise Scale
Organizational alignment, engineer first platforms, and pipeline automation equals DevOps success
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Greenlight API

Build Pipeline Release Pipeline

Build

Plan

Accept

Deploy

Run

Feedback
 Unbreakable Pipeline

 Traceability to Business 
Requirement

 Alignment to Funding 
Source, Value Stream

 Required Pipeline Task 
Validation

 Source Code Policy 
Enforcement

 Code Security & Quality
 Release from Main Branch
 App to Source Code 

Validation

 Unit Test Code Coverage 
Test Case Validation

 No Open Bugs or Defects
 Security Quality Gate
 Performance Testing Gate
 Operational Excellence

 Automated Change Ticket in 
System of Record (SNow)

 Approval Validation 
 Risk Profile Assessment
 Validate w/in Maint Window

 Capability Available
 Capability In Progress

Greenlight API (GLAPI) 
Enabling SDLC Process Automation and Controls via Pipelines

US Patent #11467810



Align + Plan Build Accept RunDeploy Feedback

Humana Developer Experience | Open Systems

Contrast enables 
runtime security 

testing

Burp Suite enables 
runtime, api, and 

web interface 
security testing

Checkmarx + OSA 
for static security 

scanning of source 
code.

AppScan for 
dynamic security 
scanning while 

the app is 
running.

JFrog’s X-Ray identifies 
and blocks CVE’s & 
Artifactory enables 

access to open source 
containers & packages. 

Open source 
packages & 

container images 
accessed via JFrog

Artifactory

Azure Boards for 
work tracking & 
agile planning

Launch Darkly enables 
feature flagging, which 

leads to faster more stable 
releases

Azure Pipelines for 
automation of releases 
to testing environments

Application source 
code is managed 
in Azure Repos & 
GitHub.

The Greenlight API 
Ecosystem automates and 
codifies SDLC & Humana 

ITSM policy to ensure each 
release is compliant with 

Change, Security, and 
Quality best practices

SecAPI QuAPI xAPI’s

qTest and Azure Test 
Plans are available for 

recording both 
automated and manual 
test cases and logging 

defects

SonarQube enables 
Continuous Code 

Inspection with a focus on 
creating resilient software

Azure Pipelines (CI)

Engineer Tools
Azure Pipelines (CD)

Azure Pipelines for 
automation of releases 
to production

ServiceNow pipeline 
integration ensures 
adherence to change 
best practices, while 
being engineer first

Splunk collects all 
technology events for 

analysis

Dynatrace measures 
user experience end-to-

end

Dynatrace provide real 
time machine based 

feedback on application 
performance

Engineering teams pull aligned and 
planned features from their 

backlogs to begin the Build phase.

Engineering teams build new features 
by leveraging modern engineer tooling 

and DevOps pipelines to deliver 
software artifacts for testing. Controls 
are baked into CI pipelines to protect 

against insecure and non-resilient code. 

Software artifacts are tested with 
respect to user needs, requirements, 

and business processes.  Formal 
acceptance of the artifact confirms 
that acceptance criteria has been 

met.

Once accepted, the software artifact 
is deployed using a DevOps pipeline, 

and feature flagging techniques.  
Adherence to SDLC, and change 

enablement practices is cared for by 
the Greenlight Ecosystem.

Run time data and events are 
captured, reviewed, and fed into the 
engineering teams' backlog to further 
enhance the product, and close the 

feedback loop.

Load Runner, Dynatrace, and 
Keptn pipeline integration 

provide automated 
performance testing and 

SLO/SLI enforcement

Tosca, Selenium, and 
other test automation 
frameworks execute in 

release pipelines to 
ensure software quality 
happens even at a rapid 

pace.



What results have we realized so far?
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Helping Humana’s developers become more productive leads to more value for our members

*For engineering teams fully adopting DevOps capabilities

improvement in automation over existing manual release processes*56%

>80% improvement in overall process, wait, and lead time over existing manual 
release processes*

>97% of eligible releases using DevOps pipelines, month over month, to release 
software to production



Thank you

Andrew Foster
afoster3@humana.com

Rupesh Kumar
rkumar133@humana.com
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