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The agenda for this evening

How does DNS work?

2 methods to attack subdomains

How you can defend your org

Why should you care?
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what are subdomains takeovers?
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CNAME
punksecurity-docs.github.io



Scenario #1
Github pages takeover









How is DevOps making it worse?
Core vs Context

Gene Kim / Geoffrey Moore

Ticketing systems 
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What is NS delegation
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NS delegation
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What is an NS takeover

punksecurity.co.ukwww.
punksecurity.co.ukdev.

Main DNS Server

NS Record to Developers DNS Server

punksecurity.co.ukuat.
Incorrect NS Record



Scenario #2
AWS Route53 NS Takeover







How can we exploit this?
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How is DevOps making it worse?
• IaC and good old copy and pasting

• Delegation is more rife than ever



Credible phishing links

so what?

support.invisionpower.com
new.rubyonrails.org
signup.uber.com



Credible email addresses

so what?

info@support.invisionpower.com
support@new.rubyonrails.org
help@signup.uber.com
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punksecurity.co.uk
punksecurity.co.ukwww.
punksecurity.co.ukblog.
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DEMO #3
Stealing loosely scoped 

cookies





Periodic audits / DNS hygiene

how do we defend?

Bug bounty programs

dnsReaper
Extend our pen testing scopes



Give it domains, or have it fetch them

#> docker run punksecurity/dnsReaper
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Give it domains, or have it fetch them

#> docker run punksecurity/dnsReaper

Tests all domains with nearly 60 signatures

Reports to screen, csv and json

� Pattern match the record
� Pattern match the web response



Audit a DNS configuration

use cases

Scan for bounties 💲💲💲
Prevent bad deployments



dnsReaper







DNS Reaper Github pic



DEMO #4
DNS Reaper



Fancy a DevSecOps CTF?

punksecurity.co.uk/ctf



Fancy a DevSecOps CTF?
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Subdomain takeovers

Abusing SaaS services

Attacking aws and kubernetes
Cracking JWTs and Ansible vaults



Punk Security

Automating quality 
and security checks


