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Where Does Security Live in 
Containers

Creating / Updating 
Container Images

Securing The Container Registry

How do we create a container 

image in a secure manner?

How do we protect our Container 

Images?

Container DevSecOps

How do we scan images for 

vulnerabilities? How do we test 

images?

Securing Production

Once a Container is in use, how 

do we ensure it remains secure?



Where Does Security Live in 
Containers

Creating / Updating 
Container Images

How do we create a container 

image in a secure manner?

Updated OS and containerization 

software

Using a non-root user

Using Trusted Registries 

(Public or Private)

Have a lean image



Update Versions
Defining a Container Image

Uninstall old versions

Add Docker’s official GPG key

Update apt packages

https://docs.docker.com/engine/install/ubuntu/


Update Versions

Set up the repository

Install Docker Engine, 

container, and

Docker compose

Defining a Container Image

https://docs.docker.com/engine/install/ubuntu/


Using a Non-Root User



Using Trusted
Sources/Registries

https://learn.microsoft.com/en-us/dotnet/architecture/microservices/container-docker-introduction/docker-containers-images-registries


Lean Image with 
Required Packages

Define Base Images for Shared Dependencies

Multi-Stage Builds (separate build vs runtime dependencies)

“build” 

“webapp”



Where Does Security Live in 
Containers

Securing The Container Registry

How do we protect our Container 

Registry and manage 

authorization?

Creating / Updating 
Container Images

How do we create a container 

image in a secure manner?

Private Registry - Connectivity

IDAM (Identity Access 

Management) and RBAC (Role 

Based Access Controls)

Digitally Signing Images



Private Registry
Connectivity

Network Security

- Firewalls

- Source IP Range Policies

- Port Policies

https://learn.microsoft.com/en-us/dotnet/architecture/microservices/container-docker-introduction/docker-containers-images-registries


Image Digital Signatures

Docker Contest Trust (DCT) docs:

“DCT provides the ability to use digital signatures for 

data sent to and received from remote Docker 

registries. These signatures allow client-side or 

runtime verification of the integrity and publisher of 

specific image tags.”

Azure Container Registry Docs:

“Image signing or fingerprinting can provide a chain 

of custody that enables you to verify the integrity of 

the containers”

https://docs.docker.com/engine/security/trust/


Image Digital Signatures



IDAM and RBAC

Azure Container Registry Roles Granular Asset RBAC

Account = {ID, Roles}

Role = {ID, Permissions, Asset}

https://learn.microsoft.com/en-us/azure/container-registry/container-registry-roles
https://learn.microsoft.com/en-us/azure/container-registry/container-registry-roles


Where Does Security Live in 
Containers

Securing The Container Registry

How do we protect our Container 

Images?

Container DevSecOps

How do we scan images for 

vulnerabilities? How do we test 

images?

Continuous Integration (CI) Agent 

Registry Access

Container Scanning

CI Stages



Azure Container Registry RBAC

Granular RBAC

CI Agent #1

CI Agent #2

CI Agent #3

CI and Container 
RegistryRegistry Access

https://learn.microsoft.com/en-us/azure/container-registry/container-registry-roles
https://learn.microsoft.com/en-us/azure/container-registry/container-registry-roles
https://learn.microsoft.com/en-us/azure/container-registry/container-registry-roles
https://learn.microsoft.com/en-us/azure/container-registry/container-registry-roles
https://learn.microsoft.com/en-us/azure/container-registry/container-registry-roles
https://learn.microsoft.com/en-us/azure/container-registry/container-registry-roles


Review Autoscan

Automation

Step 1: Build

Step 2: Test

Step 3: Scan

Step 4: Version + Publish

Container code change

https://microsoft.github.io/code-with-engineering-playbook/automated-testing/tech-specific-samples/azdo-container-dev-test-release/
https://learn.microsoft.com/en-us/azure/container-registry/container-registry-roles


Step 1: Build



Step 2: Test

PyTest testinfra package

Tox virtualenv
management and test 
CLI

Tox init file

and command

Triggers pytest

command

Python container test code

https://testinfra.readthedocs.io/en/latest/
https://tox.wiki/en/latest/example/pytest.html
https://testinfra.readthedocs.io/en/latest/


Step 2: Test Python container test code

https://testinfra.readthedocs.io/en/latest/


Step 3: Scan

https://github.com/aquasecurity/trivy


Vulnerability Report
What is an acceptable amount of risk

This an example of Trivy scan

EXAMPLE

Scanners



Container Scanning Tools

• Trivy - a simple and comprehensive vulnerability 
scanner for containers (doesn't support Windows 
containers)

• Aqua - dependency and container scanning for 
applications running on AKS, ACI and Windows 
Containers. Has an integration with AzDOpipelines.

• Dependency-Check Plugin for SonarQube - OnPrem 
dependency scanning

• WhiteSource - Open Source Scanning Software

Dependency and Container Scanning

https://github.com/aquasecurity/trivy
https://www.aquasec.com/solutions/azure-container-security/
https://github.com/dependency-check/dependency-check-sonar-plugin
https://www.whitesourcesoftware.com/open-source-security-lp/?utm_origin=ad&utm_from=Adwords&utm_pcampaign=fs.brand.rotw.search&utm_gen=Searched%20Term:whitesource&gclid=Cj0KCQjw4cOEBhDMARIsAA3XDRg55QPm_0DkVaDxJnVE7bX6s2hBCKa0QfezPZG1p-JhaxBCG8TgozsaAgIWEALw_wcB
https://microsoft.github.io/code-with-engineering-playbook/continuous-integration/dev-sec-ops/dependency-container-scanning/dependency_container_scanning/


Step 4: Version + Publish

CI Credentials/token

https://learn.microsoft.com/en-us/azure/container-registry/container-registry-roles


Step 4: Version + Publish



Where Does Security Live in 
Containers

Securing Production

Once a Container is in use, how 

do we ensure it remains secure?

Enforce network segmentation

Configure resource quotas

Continuous Monitor container 

activity

- container user access

- container resource activity

Container DevSecOps

How do we scan images for 

vulnerabilities? How do we test 

images?



Network 
Segmentation

Network segmentation (or nano-

segmentation) or segregation 

between running containers.



Resource Quotas
By default, a container has no resource constraints.

Mitigations:

- Docker

- Limit container’s access to memory

- Limit container’s access to CPU resources

- Kubernetes

- Namespace CPU/Memory/Storage quotas

- Container (Pod) request limits and 

CPU/Memory limits



Container Monitoring
Environment hardening

Continuously assess clusters to provide 

visibility into misconfigurations and guidelines 

to help mitigate threats.

Vulnerability assessment

Vulnerability assessment and management tools 

for images stored in registries and running in 

hosting platform (Azure Kubernetes Service).

Run-time threat protection for nodes and 

clusters

Threat protection for clusters and Linux nodes 

generates security alerts for suspicious 

activities.



Center for Threat-Informed Defense teams up with Microsoft, partners to build the ATT&CK® for 
Containers matrix - Microsoft Security Blog Run-time Protection

Container Monitoring

https://www.microsoft.com/en-us/security/blog/2021/04/29/center-for-threat-informed-defense-teams-up-with-microsoft-partners-to-build-the-attck-for-containers-matrix/


Vulnerability Assessment
Container Monitoring



Microsoft Open Source 
DevContainers

Repository contains a set of DevContainer Images 

which are Docker images built with certain features 

for various use cases

Microsoft CSE Engineering 
Playbook

A collection of fundamentals, frameworks, and 

principals that guides developers and teams to 

deliver high quality solutions.

https://github.com/devcontainers/images
https://github.com/devcontainers/images


- Ensure team-wide awareness on Container 
DevSecOps practices

- Enforce RBAC to prevent potential disabling 
of “control gates”

- Hold all members of the team accountable 
for adhering to secure container 
management

- Influencing change is most effective when 
done as a community

- Start with weighting Security more than 
Convenience. It’s less costly to shift balance 
this way

Takeaways

Security

Convenience



Thank You
Let's Connect!

linkedin.com/in/adrian-g-gonzalez/
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