Integrating Cloud Native
Security into the SRE
culture



Site Reliability Engineering Cloud Native Security




Who am I?




YouTube
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Weekly DevOps Newsletter
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SRE Culture — What is it?



DevSecOps/Cloud Native Security

De,vSecOps

Incorporating security into all other business functions
by empowering people and creating accountability



The premise




SRE Goals are Security Goals
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Practices

- Investing in runbooks and documentation

- Developing a robust delivery pipeline

- Define ownership

- Set explicit expectations on people

- Active communication with engineers

- Define procedures/processes

- Define use and expectations on tools

@urlichsanais
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Observability Management



Where are the security tools?



10 Steps to integrating
cloud native security
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Size of your team

Industry you are working in

Type of technologies you are working with

Company Goals and leadership

Budget and expertise

@urlichsanais
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INSTALLATION

KUBERNETES
RESOURCE TYPE

SCAN COVERAGE

W

INTEGRATION
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Needs — Based on Wise Engineering Blog post

1. Assign ownership of vulnerabilities
2. Global view of the security state of services

3. Develop Dashboards for different users and requirements

4. Overcome difficult to use different Uls

Note that these needs have been rewritten based on the following blog post


https://medium.com/wise-engineering/our-application-security-journey-part-1-fb7d449a7126
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1. Identifying the best installation option
2. Deciding upon the configuration
3. Testing custom configuration

4. Ensuring everything is working together

-
HELM

~NA






If everything is a Kubernetes
resource, you can use the same
processes across your stack
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operator-reports/

https://grafana.com/grafana/dashboards/16652-trivy-

@urlichsanais


https://grafana.com/grafana/dashboards/16652-trivy-operator-reports/
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https://twitter.com/AlexJonesax/status/1569998923955142657

@urlichsanais


https://twitter.com/AlexJonesax/status/1569998923955142657

Some possible strategies

1. Ignore all but Critical Vulnerabilities

2. Don't scan everything at once

3. Filter by Vulnerabilities with known-fixture

4. Filter Vulnerabilities by team & by application

5. Make the Vulnerabilities context-specific
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It's easy to ignore vulnerabilities —
give them a "voice”
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Just a few more things to think about...

Assign Ownership
Don't introduce "too many" new tools at once

Utilise existing workflows, platforms and processes
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The initial setup might be the
same but everything else will be
different
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®

Qqua

tracee

urlichsanais


https://github.com/aquasecurity/tracee
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Additional Resources

Our Application Security Journey (Part 1) by Wise Engineering

The Aqua Open Source YouTube Channel

The Trivy GitHub Repository and the Trivy Operator Repository

The demo project on GitHub

& You can find us on Slack: slack.aqguasec.com

@urlichsanais


https://medium.com/wise-engineering/our-application-security-journey-part-1-fb7d449a7126
https://www.youtube.com/c/AquaSecurityOpenSource
https://github.com/aquasecurity/trivy
https://github.com/aquasecurity/trivy-operator
https://github.com/Cloud-Native-Security/monitor-security
http://slack.aquasec.com

Questions

@D REUEIS



Thanks
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