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It’s a log eat log world
Crucial Log Management Skills for DevSecOps



§ DevSecOps fundamentals

§ Logging fundamentals

§ What boxes can log management tick for DevSecOps

§ Types of relevant logs for DevSecOps?

§ DevOps best practices

§ So remind me why log management is important

Agenda



DevSecOps Fundamentals

How does DevSecOps work?

§ Incorporating Infosec professionals within the 
DevOps team

§ Elevating the security skill set of the IT team

§ Automating select cybersecurity processes 
and tasks

§ Developing security processes and tools
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Log Management Fundamentals



What boxes can 
log management 
tick for DevSecOps

Monitoring and Troubleshooting

Improving Operations

Better Resource Usage

User Experience

Security and Compliance



Types of relevant logs 
for DevSecOps?
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1. Ensure security testing is incorporated throughout the 
development cycle and completed by the development team

2. Enable the development team to manage and solve issues 
found during testing.

3. Automate recurring security processes and tasks

4. Ensure you log data from all relevant data sources to give you 
context over DevOps and SecOps

DevSecOps logging best practices



So remind me why 
log management is important



Security and 
Compliance
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Data to Power DevSecOps
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Alerts and Events

for Automation and Response

Access via API
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FALCON CLOUD SECURITY
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Platform built for continuous Compliance & Security
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ADVERSARY FOCUSED APPROACH



Thank You


