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About Me

► SR SECURITY SOFTWARE ENGINEER – MICROSOFT

► M.S. CYBERSECURITY – JOHNS HOPKINS UNIVERSITY

► B.S COMPUTER SCIENCE – UNIVERSITY OF CINCINNATI

► DIVERSITY AND INCLUSION AMBASSADOR

► PC GAMER

► FUN FACTS
► MODERATOR FOR A KOREAN FOOD FORUM 

► I THINK A HOTDOG SHOULD BE CLASSIFIED AS A SANDWICH



Introduction



Common Security 
Missteps

► Use of a stored test password

► Storing passwords in config files

► A lack of code scanning

► Storing sensitive information in 
open-source repositories

► Reuse of default passwords

► Not focusing on security during the 
full development cycle



Resiliency

Best approach: 
Adopting an adversarial mindset

► Need to understand the attack landscape

► Build counter measures and mitigations 

► Remove easily accessible secrets

► Shift security to the left



Why is this important to my team?

Only 1% of my organization is comprised of security 
engineers

► Both sides need to understand each other
► Need scalability across projects
► Modular security tools (plug and play)
► Dynamic in scanning nature
► Integration (backlog items)



Intersection Between
Software and Security

► Software Security Silo

► Shifting Left

► Development experience to 
understand attack vectors



DevSecOps Secure 
Pipelines

► Ensure developers don’t open 
doors in their pipelines

► Ability to monitor and fix pipelines 

► Addressing risks without impeding 
development



One tool to 
rule them 

all?

Answer: No there isn't... One tool doesn’t 
cover everything

► Multiple tools are needed

► Open-source reliability 

► Security tooling default arguments

► Custom rule sets



Reusable Architecture



Demo



Forward Thinking

► Smarter Secrets Detection

► Advanced Entropy Engines

► False Positive Reduction with ML 

► Secure Code Pipelines by Default



Evolution

► Marriage between Software and Security

► Dynamic Security Practices 

► Scalable Solutions to generate Security Impact



Let's Connect! 

linkedin.com/in/aulong


