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HOW DO WE DO APpSE(?



Latest Development Integration QA Staging External Test Production

1.3.0 1.3.0
0 i8]
Compile Dependencies
Libraries Current Version Latest Version Violation Legend:
¥ uk.gov.hmrc: auth-client 3.0.0-play-27 * 5.12.0-play-28 See rule 4 Newversionavailable
4 uk.gov.hmrc: bootstrap-backend-  3.2.0 * 5180 A Bkt nilesending
play-27 % Bobby rule violation
4 uk.gov.hmrc: bootstrap- 3.2.0 * 518.0
common-play-27
4 uk.gov.hmrc: bootstrap-health- 3.2.0 * 518.0
play-27
1 uk.gov.hmrc: crypto 5.6.0 *16:1.0
uk.gov.hmrc: file-transfer-stub 1.3.0-assets
uk.gov.hmre: file-transfer-stub 1.3.0-sans-externalized
BOBBY RU l_ES 4 uk.gov.hmrc: http-core 240 * 250
4 uk.gov.hmrc: http-verbs 12.1.0 * 13.12.0
S"'O P 4 uk.gov.hmrc: http-verbs-play-27 12.1.0 * 13.11.0
4 uk.gov.hmrc: logback-json- 48.0 115:2.0
logger
D [ P[ N D [ N (I [S X com.typesafe.play:play 277 2813 See rule
4 uk.gov.hmrc: play-auditing-play- 6.0.0 * 7.10.0
27
FRO M B [I N (] 4 org.scala-lang:scala-library 21212 * 21215
4 uk.gov.hmrc: secure 7.11.0 * 8.1.0

USED IN BUILDS Vi Doperry .



LEAK DETECTION

Leak Detection Report

Repository: leak-detection
Branch: APPSEC-TestingBranch
Scanned at: 30 Mar 2022 15:40
Commitid: n/a

Author: n/a

The repository.yaml file contains file level exemptions

The repository.yaml file contains unused exemptions

Unresolved leaks

Please click here to find out how to resolve the leaks

Rule av
AWS secret key (ruleld: aws_secret_access_key)
File often containing private keys (ruleld: filename_private_key_5)

Unencrypted play.http.secret.key (ruleld: play_http_secret_key)

Y Vv Vv v

Unencrypted play.crypto.secret (ruleld: play_crypto_secret)

Exemptions
Rule
aws_secret_access_key
filename_private_key 5

Unused exemptions

Scope av
fileContent
fileName
fileContent

fileContent

Priority av
High

High
Medium

Mediun

Exemptions
6

1

expand all

Violations av



Dependency Explorer

org.apache.logging.log4j %  logdj-core —

0.0.0 <= 4 version <= %

Allteams 4 Latest 4 Compile % Export as CSV

This search did not return any results.

CATALOGUE - DEPENDENCY EXPLORER



Reports > AppSec-test-1 (3 Export

Vulnerabilities Report: AppSec-test-1
Created By: gerald.benischke | Produced At: 2022-04-25T15:51:15Z

out of 139415 >

CVE Summary Severity ~ CVsS:2 CVss:3 Vulnerabl... Impacted ... Project Na... Fixed Vers... Published

CVE-201... A Polymor... © Critical 6.8 9.8 gav://com.... generic://s... - 41267.. 15-10-19 1...
CVE-202... FasterXML ... © Critical 7.5 9.8 gav://com.... generic://s... - 3! [27:9 11-02-20 1...
CVE-201... FasterXML ... © Critical 7.5 9.8 gav://com.... generic://s... - 4| <26... 29-01-19 1...
CVE-201... FasterXML ... © Critical 7.5 9.8 gav://com.... generic://s... - 4126.7.. 29-01-19 1...
N/A Eclipse Jett... © Critical 10 9.8 gav://org.e... generic://s... - 11]1943.. 15-03-22 1...
CVE-202... FasterXML ... & Critical 6.8 9.8 gav://com.... generic://s... - 3]279.. 03-03-20 1...

X-RAY REPORTS NOT VERY USER FRIENDLY



CVSS SCORES NOT THAT USEFUL

e Investigated each CVE

e CVSS Score is NOT a predictor of risk

e Most frequent root cause is not an issue on the
platform

e It does not work this way:

NONE LOW

SEVERITY




EVALUATE DEPENDENCIES - SPREADSHEETS TO THE RESCUE
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VULNERABILITLES
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Vulnerabilities

Vulnerability ID: Service:
Vulnerability id a~ Vulnerable Component
¥ CVE-2018-14721 gav://com.fasterxml.jackson.

core:jackson-databind

> CVE-2016-1000027 gav://org.springframework:sp
ring-web

v CVE-2016-1000031 gav://commons-
fileupload:commons-
fileupload

Vulnerable Component Version: 1.2.2

Description:

Team

All

Assessment
We don't use polymorphic deserialisation
org.springframework.remoting.httpinvoker deserialises data
and is not used

Would have to be able to upload a file that then gets
deserialised by the cache

Date published: 05/07/2017

References:

Curation status:

5 No action required
Curation Status a~ Score av
No action required 10.0
No action required 9.8
No action required 9.8

Apache Commons FileUpload before 1.3.3 DiskFileltem File Manipulation Remote e http://www.securityfocus.com/bid/93604

e http://www.tenable.com/security/research/tra-2016-12
e http://www.zerodayinitiative.com/advisories/ZDI-16-570/
e https://www.tenable.com/security/research/tra-2016-30

Code Execution

Teams:

CATALOGUE VULNERABILITIES

Fixed Versions:

«»

Services av

21

13

10



RISK LEDGER

Which services are frontend/backend/admin?
What are all the endpoints from all services?
Which services store data?

Which services parse files?

Which services generate files?

Which services access third-party services?
Which services process XML?



WHERE DO SECURITY SPECTALISTS SIT?

In the service team In a Security team
(decentralised): (centralised):
e Do we really have the £££ for e Won’t they just be a bottleneck
100 security experts? if 100 teams need help at the
e Won’t they just spend most of same time?
their time analysing the same e Can’t investigate everything
issues? e Don’t understand the context of
e Will deadlines and project work service code

allow time to go back to fix
issues?
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MDTP OPINIONS

ENABLE APPSEC




e Paved Road helps

CONCLUSIONS e aa i




THANK YOU!

Ben Conrad, Head of Product, HMRC

Gerald Benischke, AppSec Snooper, Equal Experts, @beny23@infosec.exchange
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