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Slide borrowed from Netflix



Find, Fix and 
Preferably Prevent 
Security Issues in 

Applications



Risks to Services
● Rogue engineers
● Script kiddies
● Fraudsters
● Hackers
● Nation States



Git Commits - Services

Last 12 months:

Number of lines changed:
36,000,000

Authors:
640

Repositories:
1187



How Do We Do AppSec?



Bobby Rules 
stop 
dependencies 
from being 
used in builds



Leak Detection



CATALOGUE - Dependency Explorer



X-Ray reports not very user friendly



CVSS Scores Not That Useful
● Investigated each CVE
● CVSS Score is NOT a predictor of risk
● Most frequent root cause is not an issue on the 

platform
● It does not work this way:



Evaluate Dependencies - Spreadsheets to the Rescue



Vulnerabilities 
Tooling



Catalogue Vulnerabilities



Risk Ledger
● Which services are frontend/backend/admin?
● What are all the endpoints from all services?
● Which services store data?
● Which services parse files?
● Which services generate files?
● Which services access third-party services?
● Which services process XML?



Where Do Security Specialists Sit?
In the service team 
(decentralised):

● Do we really have the £££ for 
100 security experts?

● Won’t they just spend most of 
their time analysing the same 
issues?

● Will deadlines and project work 
allow time to go back to fix 
issues?

In a Security team
(centralised):

● Won’t they just be a bottleneck 
if 100 teams need help at the 
same time?

● Can’t investigate everything
● Don’t understand the context of 

service code





MDTP Opinions 
Enable AppSec



Conclusions
● Paved Road helps
● Tooling helps
● Experienced Engineers 



Thank you!
Ben Conrad, Head of Product, HMRC
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