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Hi, Iʼm Dwayne

Dwayne McDaniel

● I live in Chicago

● Iʼve been a Developer 

Advocate since 2016 

● On Twitter @mcdwayne

● Happy to chat about 

anything, hit me up

● Besides tech, I love improv, 

karaoke and going to rock 

and roll shows!
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About GitGuardian

GitGuardian is the code security platform for 
the DevOps generation. 

—
With automated secrets detection and 
remediation, our platform enables Dev, Sec, 
and Ops to advance together towards the 
Secure SoȦware Development Lifecycle.
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Uber 

● Reported: 15 Sept, 2022
● Teenager from the Lapsus$ hacking group phished login 

info from a super admin
● Immediately discovered access credentials hardcoded in 

PowerShell scripts that allowed pwnage
● Reported first in the New York Times

A Few Incidents
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Toyota

● Reported: 7 October, 2022
● A subcontractor hired to work on the Toyota T-Connect 

source code pushed a private codebase into a public 
GitHub repo.

● The repo contained access credentials for a data server, 
which exposed the emails of 296,019 customers

● The repo was public from December 2017 to September 
2022 - 5 years!

A Few Incidents
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Samsung

● Reported: 7 March 2022 and 2 September 2022
● 160GB of data stolen by Lapsus$ hacking group and 

published in March, Including Galaxy source code 
containing over 6,000 secrets (API keys, passwords, 
credentials)

● From July to August customer data was stolen
● No reporting of  how many individuals were impacted, 

nor details on how the threat actors gained access 

A Few Incidents
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AstraZeneca  

● Reported: 3 November 2022 
● Developer hardcoded credentials and pushed to GitHub 

in 2021, giving access to test environments
● "User error" caused an undisclosed amount of patient 

data to be available in a test environment
● Credentials were exposed for over a year

A Few Incidents



@mcdwayne@mcdwayne



@mcdwayne@mcdwayne

https://twitter.com/mla_locksmiths?lang=en
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In the 2022 edition of 
The State of Secrets Sprawl

6M secrets found exposed
in 2021 in public GitHub repositories

More than 2x increase compared to 2 Million in 2020!

On average, 3 commits out of 1,000 exposed at least one secret

+50% compared to 2020

https://www.gitguardian.com/state-of-secrets-sprawl-report-2022
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Who Is Responsible?  
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Security Is Everyone's Job, 
At Every Step In The SDLC,

Not Just The Security Teams' Responsibility



@mcdwayne@mcdwayne

In the best organizations 
developers outnumber 
security team members 100:1 

- Alex Rice, HackerOne              
                          #Security@2022
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Git Is At The Heart Of DevOps
And Is The Tool All* Devs Use
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Git Is Awesome!!!

Git does not make code more or less secure
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Git does give us a 
way to exclude 
entire types of files 
or directories…

.gitignore
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Using a .gitignore file can make sure you do 
not commit a secrets.json, an.aws directory 
or wherever you store API keys, usernames 
and passwords, or security certificates**
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Combine .gitignore with secrets managers 
like Hashicorp Vault or Azure Key Vault and 
you have eliminated hardcoded secrets 
leaks…
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In a perfect world, that would be 
the end of the talk.

However…
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The issue is not that you tested a secret. 

The issue is you forgot to remove it from your 
code before you committed and pushed.



@mcdwayne@mcdwayne

You can (in theory) 
remove secrets 
from a shared repo, but 
it is not easy 

It’s downright painful 

"Are you sure you got it out from all the commits and branches?"
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What we need is 
some sort of 

automation that 
stops us from 

committing our 
secrets…



@mcdwayne@mcdwayne

Git provides a way….
Git Hooks
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You do a thing, Git triggers a script
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There are 17 available hooks

“Every Git repository has a 
.git/hooks folder with a script 
for each hook you can bind to. 
You're free to change or 
update these scripts as 
necessary, and Git will execute 
them when those events 
occur.” – Matthew Hudson
https://GitHooks.com

These 3 hooks 
trigger before a 
commit 
happens

This one triggers 
before the remote 
accepts the 
changes

https://githooks.com/
https://githooks.com
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Git comes with sample hooks 
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If you can script it, you can automate it

The built-in scripts are mostly shell (sh) scripts, but you can 
use ANY scripting language (JavaScript, PHP, Python, Ruby, 

Perl, Bash, etc),
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An ideal solution would look like:
Before I commit, 
Something should check my code for any hardcoded:

- Usernames & Passwords
- API Keys
- Security Certificates
- Any other defined patterns

If any of those are detected, then throw 
an error and do not make the commit.
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Let's just use git-grep 
to look for patterns!
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The issues then become…
● We have to manually build and maintain this.
● False positives!
● Need to account for “$API_ENV_VAR“ is OK to use in 

code.
● Account for example passwords (like ‘th1si5@g00Denuff’).
● Tell the difference between long strings and an access_key_id or 

secret_access_key.
● Ensure you do not accidentally hard code keys in this scheme in case it gets 

compromised.
● Provide a way to add more rules and patterns in a sane way.
● Keep track of APIs updates.
● Get your team to adopt your crazy hand rolled scripts.
● Make this more scalable .
● And a bunch of  other things you would discover along the way.
● Etc, etc, etc.
● Why are you still reading this?  Go to the next slide already.

●
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Open Source To The Rescue!
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● AWS-Labs/git-secrets
● TruffleHog 
● ggshield (From Git Guardian)

Some solutions are built into other security tools
Many more smaller projects 

Multiple solutions exist to prevent
committing hardcoded secrets
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AWS-Labs/git-secrets
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AWS-Labs/git-secrets

- Free
- Triple checks before a commit is made
- Can be extended
- Relies on dev knowledge of regex and patterns 

beyond AWS defaults
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TruffleHog
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- Free
- Checks at the pre-commit level
- Requires the pre-commit framework to be 

installed as well
- Can run as GitHub Action, catching after 

secrets make it to remote, assumes GH use
- Reports of high false positives, ymmv

trufflesecurity/trufflehog
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GitGuardian/ggshield
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GitGuardian/ggshield

- Requires a GitGuardian account
- Free for personal and OSS use

- Can be installed at the pre-commit, pre-push, 
and pre-receive hook levels 

- Checks against 350+ known patterns and can 
be extended, but requires regex skill

- Possible to hit API limits (1000 calls a month on 
the free plan)
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What Does This Look Like In Action?
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Throws an error and does not make a commit!
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In Conclusion
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● Do NOT hardcode secrets.
● Do NOT commit secrets
● Use automation
● Leverage open source 

tools to prevent you from 
pushing secrets
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Hi, Iʼm Dwayne

Dwayne McDaniel

● I live in Chicago

● Iʼve been a Developer 

Advocate since 2016 

● On Twitter @mcdwayne

● Happy to chat about 

anything, hit me up

● Besides tech, I love improv, 

karaoke and going to rock 

and roll shows!
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Questions? 
 

Let's talk on Twitter @mcdwayne

www.gitguardian.com


