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Adversa AI
§ World-first AI vulnerability research company

§ World-first commercial AI red team

§ World-first AI protection patent

§ and many more
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Mission

Adversa AI Increases Trust in AI Systems
by Improving the Security of ML Algorithms
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Agenda

§ AI is Software 2.0

§ Adversarial Machine Learning

§ MLSecOps Pipeline Stages

§ Takeaways
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AI is Software 2.0



AI for Old Products

§ AI is becoming a core technology for existing products

§ Most tech companies will transform into AI companies
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AI for New Products

§ AI is becoming a go-to technology for new products

§ Most disruptive products will emerge from AI-first ideas
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AI is Software 2.0

§ AI is the new paradigm of software development

13



AI Development Process

§ AI development brings model and dataset assets
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AI Development Process

§ AI development requires data engineers and data scientists
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AI Development Process

§ AI development enabled by MLOps pipelines

Continuous Delivery for Machine Learning (CD4ML)
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https://martinfowler.com/articles/cd4ml.html


Adversarial Machine Learning



AI Threats Rising
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AI Hacking Challenge

Fooling facial recognition
§ Preserving image quality
§ Impersonating target identity

Evading phishing detection
§ Preserving code rendering
§ Bypassing malware detector

https://adversa.ai/conf42-mlsec
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https://adversa.ai/conf42-mlsec


History of Adversarial ML

Stats for 10 years of AI attacks
§ AI is the new attack vector
§ Real incidents In AI systems
§ AI applications under attacks

AI Security Case Study
§ How to attack AI systems
§ How to defend AI systems
§ Secure lifecycle for AI systems https://adversa.ai/conf42-hitb
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https://adversa.ai/conf42-hitb


Common AI Attacks

Infection
§ Poisoning training data
§ Supplying trojan models

Manipulation
§ Fooling model decisions
§ Sabotaging model performance

Exfiltration
§ Stealing model algorithm
§ Extracting private data

https://adversa.ai/conf42-report
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https://adversa.ai/conf42-report


AI Attack Surface

Traditional Software AI = Software 2.0

Nature Fixed program logic Dynamic model training

Workflow Commands based on algorithm Decisions based on learning

Interaction Graphical UI 
using menus and buttons

Cognitive UI 
using images, voice, and text

Security issues Improper validation, access control issues, 
incorrect system configurations

Manipulation, exfiltration, infection
of models & datasets

22



MLSecOps Principles



Building Security In

q Security as enabler, not blocker
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Building Security In

q Security as enabler, not blocker

ü Automated and repeated validation

q Add security as early as possible

ü Accumulated controls across lifecycle
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MLSecOps Pipeline Stages



MLSecOps Intro

Tasks
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Solutions
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MLSecOps: Planning

Tasks

§ Requirements

§ Stakeholders

§ Compliance
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MLSecOps: Planning
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MLSecOps: Validation
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§ Model evaluation
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MLSecOps: Full Pipeline
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Thanks!
Let’s talk about AI Security & Safety

linkedin.com/in/eneelou | twitter.com/eneelou


