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Automate EVERYTHING!
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Automate EVERYTHING!

   Automate Operations with Scripts1

   Infrastructure as Code2

   Orchestrate Infrastructure and Operations3
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https://www.linkedin.com/in/gmanor

Gabriel Liechtman Manor
Tech Lead, DevSecOps

> 10y Fullstack Developer

Fake Hard Work by 

Orchestrating Tools
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By enabling Infrastructure as Code, you 
get complete control of the continuous 
operation process. Those documented 
protocols help you never make the 
same mistake twice.

Gustavo `Gus` Fring
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Everything as Code
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> 1600 Security and Misconfiguration Tests!

Ansible
Azure Resource Manager
CloudFormation
Dockerfile
Docker Compose
Kubernetes
OpenAPI
Google Deployment Manager
gRPC
Terraform
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Most Found Misconfiguration Issues
According to Jit Metrics

1. No Global And Operation Security Defined (v2)
2. EC2 Instance Has Public IP
3. Azure Instance Using Basic Authentication
4. Privilege Escalation Allowed
5. Storage Account Allows Insecure Transfer
6. Missing User Instruction
7. NET_RAW Capabilities Not Being Dropped
8. S3 Bucket Without Enabled MFA Delete
9. S3 Bucket SSE Disabled

10. Array Without Maximum Number of Items (v2)
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KICS Query Building Blocks

query.rego
The actual query policy

metadata.json
Query metadata and 

configuration

https://github.com/Checkmarx/kics/blob/master/assets/queries/k8s/privilege_escalation_allowed/query.rego
https://github.com/Checkmarx/kics/blob/master/assets/queries/k8s/privilege_escalation_allowed/metadata.json
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The Regalo Trucks Check
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Custom Query Mounting
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Before designing a query 
we should think of every 
single configuration that 
could be harmful. Same as 
we do with Unit Tests.
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Positive and Negative Cases
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KICS Supported Libraries

https://github.com/Checkmarx/kics/tree/master/assets/libraries

https://github.com/Checkmarx/kics/tree/master/assets/libraries
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Gus Protocol for Happy Life

Exclude
Customize
Create
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Thank You!
Let keep in touch!
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