
Saying Goodbye to Manual Kubernetes 
User Access Onboarding

With OSS Teleport



secrets.txt
AWS_Public Key:       AKIAIOSFODNN7B7E0P3T
AWS_Secret_Key:       wJalrXUtnFEMI/K7MDENG/bPxRfiCYUT3RpG8K7Y
ADMIN_SHARED_DEV:     C00DO9GBQS7/DLI9TTU6LTNt3WHxNAEDH98995V8
ADMIN_BOT:            3M8pXC/732dCm3BD7JMH!MQJT6VI3W1YT$WA3B4R

-----BEGIN PRIVATE KEY----------END PRIVATE KEY-----

-----BEGIN CERTIFICATE----------END CERTIFICATE-----

$ cat secrets.txt



Offboarding Access 

● 1 in 4 employees still have 

access to old passwords 

● 41.7% of employees 

admitted to having shared 

workplace passwords

source: Beyond Identity 2021



Every Security Breach Has Two 
Things In Common:

• A human error for initial infiltration

• An attempt to pivot to maximize the 

blast radius



Human Error

The number of 
leaked secrets 
GitGuardian 
detected in 2021

6,000,000+

2x Increase since 
2020

Types of Secrets Leaked



But We’re Not Open Source!

● 85% of corporate leaks 

came from developers 

personal repos

● 15% from public corporate 

repos



Maximize Blast Radius

● You get into a Slack workspace

● Get access to a server

● You get into a server

● Elevate privileges

● ??????

● Profit

● 50/50 Bahamas or Jail 



Kubernetes Today
Container Research Report 2022:

● 1.5 billion 

containers

● tens of 

thousands of 

companies



All running K8s clusters configured by 
humans...
who make mistakes.



Misconfiguration

●  ~40 percent of clusters still use lax 

privileges

○ list all secrets

○  create workloads/certificates

○ privilege escalation token 

requests



make K8s work

make K8s work 
securely

make K8s work
securely at scale



Kubernetes is NOT safe by default



Configuration is Key

●  etcd security / secrets management

● safe network policies

● pod to pod communication

● application level security

● RBAC policies

● audit logging

● cluster onboarding

● ephemeral cluster control



What can we do?



OSS Teleport Kubernetes Access



Kubernetes Access

● Authentication

● Authorization

● Connectivity

● Audit



Authentication

Generate an identity (in the 

form of a short-lived X.509 

certificate) for the user and 

tie that identity to a role 

managed by Teleport



Authorization

Automatically approve or deny 

access requests to a range of 

resources (e.g. servers, databases, 

Kubernetes clusters, and 

microservices, CI/CD systems)



Connectivity

 Establish a connection 

between the user and the 

requested resource using a 

reverse proxy tunnel from the 

Teleport server to the 

resource.



Audit

Logs actions for diagnostic and compliance purposes



High Level Architecture



High Level Architecture(Machine-ID)



Demo!



What’s Next

● Teleport 11

● Github Actions support

● Interact with Teleport protected resources (SSH, 

Kubernetes, Database) from GitHub Actions workflows

● No need for a long lived credential - or the need to 

share any sensitive values.

● K8s support for automatic service discovery 



Thank you so much!



goteleport.slack.com

https://goteleport.com


