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Brief Agenda

- Theory
- Kubernetes Architecture
- KinD (Kubernetes in Docker)
- nGinx Ingress Controller
- Kubernetes and Ingress Deployment
- Certificates/mTLS
- Architecture of the final Deployment

- Demo
- KinD and nGinx Ingress Controller Configuration
- Runsecured gRPC server behind Ingress
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Kubernetes Architecture
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NodePort Service vs Ingress
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Kubernetes setup with nGinx Ingress Controller
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https://www.nginx.com/blog/nginx-1-13-10-grpc/
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Kubernetes in Docker-(KinD)

Kind is a tool for running local Kubernetes clusters using Docker container “nodes”.
kind was primarily designed for testing Kubernetes itself, but may be used for local
development or Cl.



gRPC communication
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MTLS Communication

o

Verifies

Certificate Template

(—al|f=4l

server.crt ¥ client.crt §

@INFRACLOUD

S

Verifies

certificate

(server.crt)
|

\ Certificate Authority (CA) /

Requests protected resource

certificate
(client.crt)
1

Presents certificate (server.crt)

Presents certificate (client.crt)

Accesses protected resource

®© OBIO

— W

Certificate based mutual authentication

-

server.crt




gRPC Server on Kubernetes exposed via ingress
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Demo 2

Deploy gRPC server on
Kubernetes behind nGinx
Ingress
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We are hiring!!!
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Remote
75+ Strong First
Infranauts

https://www.infracloud.io/careers :

Growing
Started in 90% Y-0O-Y
2016

Send us your resume on
careers@infracloud.io


https://www.infracloud.io/careers/#positions
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Je vous remercie!

Follow us https://twitter.com/infracloudio
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