EDGELESS
SYSTEMS



Edgeless Systems

* Product: Confidential
Computing software

* Focus: Open source
« Founded 2019

« ~710 engineers

« VC funded



What is Confidential
Computing?
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= ) Google Cloud Q o

Contact Us Get started for free

B Microsoft Azure

Home / Solutions / Confidential Compute

JUMP TO v
Azure Confidential Computing IBM Cloud Data Shield
(of0) nﬁdential Encrypt data in-use with Confidential VMs and Enable runtime memory encryption for Kubernetes containers, without
modifying applications

Confidential GKE Nodes

computing

Protect and secure your ﬂ -

cloud data while it's in use
Try Google Cloud free

® Breakthrough technology that allows you to encrypt data in

use—while it's being processed

Solution: Process data in secure enclaves.

= Forbes

Our cloud will be fully confidential
in 5 years

15,029 views Sep 21, 2020, 05:15pm ED

Top 10 Digital Transformation Trends For 2021

-Cloud security manager

Privacy and Confidential Computing Gains Momentum

Another approach to shoring up cybersecurity, particularly when addressing communications

and data privacy, is confidential computing. The idea of confidential computing is to enerypt

the entire computing process, not just the data, creating additional layers of security around




Solution: Process data in secure enclaves.
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Solution: Process data in secure enclaves.

Enclaves have 4 defining security properties...

A |solation

{LE Runtime memory-encryption

o] Sealing

Remote attestation
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Use case examples

L L

Hardware wallet without special hardware
Privacy-preserving payments networks (MobileCoin)

E-Health (electronic health records (eHR))

Messenger contact discovery (Signal)




FGo makes it easy to build CC
apps In GO







@Eﬁo in a nutshell

« Modified Go compiler
« SGX-specific tooling

e Inside-enclave and outside-enclave libraries

Loading enclave..
Entering enclave..
Hello from enclave!
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Works great with your favorite tools and clouds
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a5 Microsoft Documentation =

Azure / Confidential Computing

Table of contents

Application development

on Intel SGX
09/22/2020 - 2 minutes to read - ) & @ @

In this article

Overview

EGo Software Development Kit

Next steps

Confidential computing infrastructure requires
specific tools and software. This page specifically
discusses concepts related to application
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Demo: Hello World




Demo: Remote Attestation




Demo: Sealing




Deploying CC with Marblerun




Marblerun extends the enclave concept to your cluster




Marblerun extends the enclave concept to your cluster

MARBLERUN

M

v Updatable
v Cloud-native




Marblerun augments existing service meshes with CC
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Conclusion




