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$WHOAMI
Chris Haller – GSE #329
• US Navy Veteran

• 4 years at Navy Cyber 
Defense Operations 
Command

• US Cyber Team (RvB Coach)

• Speaker and Mentor



THE PROBLEM



THE PROBLEM: CRIMINAL HACKING IS ACCELERATING

•Commoditization of Cyber Crime
• Initial Access Brokers (147% increase since 2022!)
• Ransomware as a Service

•Avg Breakout time now 79 minutes
• From initial infection vector to lateral movement
• Five minute decrease from previous year

•312% increase in Remote Monitoring and Management 
(RMM) tools
• Free or Open-source tools used for legitimate administration
• AnyDesk, ConnectWise ScreenConnect, Atera Agent, TeamViewer, etc.

Evolution of Cybercriminal Operations in 2023 (sans.org)

https://www.sans.org/blog/evolution-of-cybercriminal-operations-in-2023-/


KNOWNS MATRIX

Known Unknown
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Known Knowns
Things we are aware of 
and understand

Known Unknowns
Things we are aware of but 
don’t understand

U
nk
no
w
n Unknown Knowns

Things we understand but 
are not aware of

Unknown Unknowns
Things we are neither 
aware of nor understand



A SOLUTION



A SOLUTION: LET’S EMULATE KNOWN ATTACKS AND 
MEASURE OUR RESPONSE EFFECTIVENESS

• Threat actor actions are well documented

• Tactics are consistent through different environments

• There’s ALWAYS indications of compromise

•Do our established EDR tools properly alert/prevent?

•What is the GAP between known threat actor procedures 
and our tools?



MITRE ATT&CK

• Adversarial Tactics, Techniques, and Common 
Knowledge

• Comprehensive knowledge base that outlines tactics 
and techniques used by cyber adversaries during 
different stages of a cyberattack

• Provides a standardized framework for 
understanding and discussing cyber threats



PROCEDURES

• These are real-world implementations of 
techniques by threat actors

• Focus of our conversation today

• How can we model these procedures?



ATOMIC RED TEAM
• Individual tests for a 

specific ID

• 294 of the 750 
ATT&CK IDs Covered

• 1,513 Tests available



ATOMIC RED TEAM
• Lists of Atomics 

available to view

• Select ones the most 
interesting!

• Available on GitHub 
for easy access



BREACH ATTACK SIMULATION (ON A BUDGET)

• We now know HOW to emulate the actions

• How do we emulate the threat actors?

• Read Joint Cyber Advisories!

• Find the ATT&CK IDs used









CONCLUSION 

• Embrace the Intelligence

• Identify the gaps!

• Tune detection/prevention devices and re-run



QUESTIONS?

Chris Haller

Offensive Security Practice Lead

chris.haller@strongcrypto.com

Thanks!

mailto:chris.haller@strongcrypto.com


REFS 

• Explore Atomic Red Team

• Evolution of Cybercriminal Operations in 2023 (sans.org)

• CSA_PRC_State_Sponsored_Cyber_Living_off_the_Land_v1.1.PDF 
(defense.gov)

https://atomicredteam.io/
https://www.sans.org/blog/evolution-of-cybercriminal-operations-in-2023-/
https://media.defense.gov/2023/May/24/2003229517/-1/-1/0/CSA_PRC_State_Sponsored_Cyber_Living_off_the_Land_v1.1.PDF
https://media.defense.gov/2023/May/24/2003229517/-1/-1/0/CSA_PRC_State_Sponsored_Cyber_Living_off_the_Land_v1.1.PDF

