| everaging SRE and
Observability Techniques

for the Wild World of Building on LLMs
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LLMs = like APIs we know and ¥

> Well-formed inputs
according to a spec
REST 0
m o Auth > Cleaned-up user

INputs

RES

> Well-formed outputs
APIT Payments [-§°) according to a spec
~ Standard protocols

(e.g. HTTP. SMTP)

mockable @
@
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LLMs I= like APIs we know and ¥

REST

1 Auth O—x
4 Payments [-@-)
#48 Telephony <,




LLMs I= like APIs we know and ¥

unlit tests

reproducible
(AKA mockable)

explainable
(AKA debuggable)

Normal APlIs

can concelva
the range of |

deterministic

Dly scope

Nputs

_|_

(ideally) idempotent

nased on spec, can
understand how a

change in input —
change in output

LLMs

ntentionally invites free-form,
natural-language input from users

subject to change ("drift" in model
behavior) via public APl access

prompting can yield very
different responses through
small, subtle changes to
prompt




LLMs: even more unpredictability
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LLMs: how do we define "correct”?

0]

inegratontests
API
LLMs ‘6 unit tests




observability




AKA: an understanding the
behavior of a system based on
knowledge of its external outputs.

observability




expected M actual

eeeeeeeeeeeeeeee

observability




Observability: what's in the box?

user_id
user_id params pricing_plan_id
endpoint price_usd_cents

—_— S —————————_
—_ | APP |

roundtrip_ms

REST
API

Payments [-@-]

payment_source

response_status_code
error_code

roundtrip_ms




Observability: what's in the box?

prompt_text
prompt_version

user_id  params app_metadata

endpoint user_id

roundtrip_ms LLM_response

response_status_code
error_code

roundtrip_ms




Observability: oo feedback loops

IDEATE — WRITE = TEST - RELEASE — OBSERVE
t TEST «
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slow requests by endpoint and operation
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Why believe me?



Query Assistant: timeline

Product Updates

Observability, Meet Natural Language
M ay 2023 Querying with Query Assistant

By Phillip Carter | Published May 3, 2023

users with the highest shopping cart totals




Query Assistant: goals

Query Assistant EXPERIMENTAL

Can you show me... Get Query

P ———— ‘What's the 95th
percentile latency

on the /checkout
A Graton st code st 3 endpoint?"

P50(duration_MS)
P90(duration_MS)

Run a few
seconds ago

ORDER BY | HAVING

http.status_code asc None; include all results

Query Assistant EXPERIMENTAL .



Query Assistant: goals

¢? Add name and description

VISUALIZE WHERE GROUP BY

MAX(duration_ms trace.parent_id does-not-exist http.target

ORDER BY LIMIT HAVING Run a few

seconds ago
MAX(duration_ms) desc None None; include all results

Query Assistant  EXPERIMENTAL

Results BubbleUp Metrics Traces Raw Data () Compareto 2 hours prior

Do these results answer your question: 'slowest traces by endpoint Yes No I'm not sure

May 12023 12:49:15.144 - 14:49:15.144 UTC-07:00 (Granularity: 15 sec)
. o
MAX(duration_ms)
5000

05/01 14:48:47




. aws of building on LLMs

—ailure will happen—it's a question of when, not if.

Users will do things you can't possibly predict.

You will ship a "bug fix" that breaks something else.

You can't really write unit tests for this (nor practice TDD)

Latency is often unpredictable

Carly access programs won't help you

https.//honeycomb.io/blog/hard-stuff-nobody-talks-about-Ilm



OK, so

How do we go
forward?



Instrumentation ~= docs and tests




nstrumentation ~= docs and tests
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Instrumentation for LLMs

>

>

>

>

user/team IDs

full user input string

add’l product context for prompt
token usage

LM latency

full LLM response

parse and/or validation errors

user feedback

Ho

GenerateQueryFromPrompt
launchdarkly.BoolVariation
launchdarkly.NumberVariation
launchdarkly.StringVariation
launchdarkly.StringVariation
Schema Store Get
Schema Store Get
queryml.FindAllSuggestedQueriesForDataset

queryml.FindCustom...dQueriesForDatas...
SelectContext
- 7 | queryml.FindDefault...tedQueriesForData...
classifier.GetStarterQueries
classifier.GetStarterQueriesClassifierEr...
classifier.GetStart...eriesClassifierHT...
classifier.GetStart...sClassifierDataba...
classifier.GetStarterQueriesClassifierE...
classifier.GetStart...eriesClassifierNgi...
classifier.GetStart...ierKubernetes Eve...
| queryml.MostRelevantColumns
queryml filterColumnsUsingEmbeddings
~ queryml.embeddings.Embeddings
queryml.embeddings.getFromCache
‘—- queryml.embedd...shalEmbeddi...
TruncateColumnList
openai.Embeddings
queryml.embeddings.saveinCache

queryml.embeddings.Embeddings

41 queryml.embeddings.getFromCache

‘—- queryml.embedd...shalEmbeddi...

CreateChatPrompt
CreateCustomExamplesPromptText
TruncateColumnList
queryml.GenerateQuery
openai.ChatCompletion

renderJSON

2.256s
91.3us
22.9pus
22.6pus
17.2ps
25.8ps
83.8us
4.143ms
7.59us
3.506ms
0.4152ms
0.3516ms
18.9us
21.9us
20.2us
11.3us
12.0ps
7.89us
215.8ms

215.7ms

_ 201.5ms

0.9509ms

| 22.5ps

46.4ps
199.4ms
0.9284ms
| 13.90ms
[ 13.75ms
| 9.295ms
I 16.95ms
89.4us

0.4441ms
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Instrumentation for LLMs

> user/team IDs

> full user input string

» add’l product context for prompt T Y
 foken usage A all Al B
- LLM latency o AN WVWalis & AN
> full LLM response

Yes 60%

> parse and/or validation errors .

> user feedback \/v’

Sep 15Sep 17Sep 19Sep 21 Sep 23Sep 25Sep 27Sep 29 Oct1T Oct3 OctS Oct7 (

I'm not sure




Instrumentation for LLMs

> yser / -te M ‘ D S Hl?;\;t/lAP(duration_ms)
> fu” LISer |nput Strlng Click data point for trace
- Oct 52023 12:00 UTC-07:00 (1 hr)
> add’l product context for prompt Count (events)
' 4.51K - 4.72K 1
~ token usage - Bl 2562 sk

| 1.93K-2.15K
> LLM Iatency St W 1.5K-1.72K
RS B 1.29K- 1.5K

> full LLM response ———

Thu Oct 5 10/05 12:01

> parse and/or validation errors

HEATMAP(duration_ms)

- user feedback -




Instrumentation for LLMs
> user/team IDs /§6\

> full user input string

> add’l product context for prompt

- token usage {/'

LM latency
> full LLM response

|
|

'
Fri

|
(| |
Sep 29 Sun Oct 1 T

.'\\‘_ 4. L l LH .
Mon Sep 25  Wed Sep 27

> parse and/or validation errors
> user feedback




Instrumentation > EXCEPTIONS

> user/team IDs '

app.nlq.user_input error app.nlg.response

> full user input strin
[:) g;] ffo5f572- ML response does not contain valid JSON I'm sorry, but I co

6587-4831-abe4-
5bffa2108011

> 2 d d' | p o d L] C't CO ntext fOr p rom p't s received unexpected field "unit” {"breakdowns" : [ "nare

converted to
seconds where
name starts-with

slow requests Post

> token usage
grouped by name
perform the unexpected end of JSON input {"breakdowns" :[ "use
> LLM latency
"https://api.openai.com/v1/chat/completions”:
context canceled

current query
> full LLM response
rds free ML response does not contain valid JSON {"breakdowns" :

grouped by ip
storage [ "amazonaws .com/AWS
available

> parse and/or validation errors o apenat comut/chat omptecions”

context canceled

where unexpected end of JSON input {"breakdowns" :[ "app

> U S e r feed b a C k :i;iiziﬁ{id: , {"column":"app.devic

or 3



Instrumentation for LLMs

v @ Os 0.5s 1s

> user/team IDs =

queryml.FindAllISuggestedQueriesForDataset ﬂ 0.4712ms
queryml.FindCustomSuggestedQueriesForDataset 5.43us
> fu ‘ ‘ U S er | n p Ut St rl n g queryml.FindDefaultSuggestedQueriesForDataset 0.3775ms
—i\_T_J queryml.MostRelevantColumns 503.0ms
> ) ‘ queryml.filterColumnsUsingEmbeddings - 502.9ms
a d d | p ro d U Ct C O n -t eXt fO r p ro m queryml.embeddings.Embeddings 496.7ms
queryml.embeddings.getFromCache | 0.4856ms
> 'tO ke n U S a e » queryml.embeddings.unmarshalEmbeddings 21.3ps
g TruncateColumnList H 65.8us
openai.Embeddings 495.4ms
> L L M ‘ a -t e n Cy queryml.embeddings.savelnCache I 0.4965ms
queryml.embeddings.Embeddings 6.039ms
> queryml.embeddings.getFromCache | 5.939ms
fu ‘ ‘ L L I\/l re S p O n S e * queryml.embeddings.unmarshalEmbeddings 4.309ms

CreateChatPrompt 19.27ms

CreateCustomExamplesPromptText | 70.6pus

> parse and/or validation errors

TruncateColumnList H 0.3755ms

queryml.GenerateQuery 13498 | | \ Il

openai.ChatCompletion 3.498s

> user feedback

renderJSON



Tapping into

Emerging
behaviors




DEV §

WRITE = TEST = COMMIT — WRITE = TEST = COMMIT
— WRITE = TEST = COMMIT = WRITE = TEST = COMMIT
— WRITE = TEST = COMMIT = WRITE = TEST = COMMIT

— WRITE = TEST = COMMIT = WRITE — TEST = COMMIT

4
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DEV

write lots of code



112)0)

identify levers impacting logical
branches in code
(debuggability + reproducibility)

compare expected vs actual

fail fast / tail first;
embrace fast feedback loops

BR

instrument code with intention

iInspect results after changes go
ive; watch for deviations

ship to prod quickly (CI/CD);
expect to Iterate _

oah




A truth in all software systems,
but never more true than with LLMs:

Software behaves in unpredictable, emergent ways,
and the important part is observing your code
as it's running in production, while users are using it.

4
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Exhaustion time Status

24 hours Triggered

Remaining Budget Historical SLO Compliance

PRNPRTIERS | ot's zoom in on

Il
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build_id status_code platform

sk Scrvice Level
Objectives




SLOs: a quick definition

Service Level Objectives codify what it means to

"Key user flows like cart checkout shoula
complete quickly and reliably’

'99.9% of shopping cart checkout attempts
complete error-free in < Xs'



. aws of building on LLMs

> Failure will happen—it's a question of when, not if.

> Users will do things you can't possibly predict. Remember this?

* You will ship a "bug fix" that breaks something else. . .
S ° Degradation will

happen.

> You can't really write unit tests for this (nor practice TDD)

> Latency is often unpredictable

SLOs can help.

> Early access programs won't help you

> LINK TO: hard things about hard things blog post




SLOs for developing with LLMs

Historical SLO Compliance

For each day of the past 7, how often this SLI has succeeded over the preceding 7 days.

Dimensions

Tryto {1} GROUPBY columns thatlook most different between the B successful and ™ failed.

app.nlg.response o

Value
received unexpected field "value”

@ Successful I Failed
0% 5% Tt

ML resp.. Post "htt.. received... in

Click column for actions




Some more stories

From others in
the wild




user_1id .
llm_roundtrip_ms

roundtrip_ms




o’

INTERCOM

app_1id

user_1id
roundtrip_time
endpoint
params
upstream_time
feature_flag_x

foatiira flan v

LLMs



So in the end:

Incorporating LLMs breaks many of our existing tools for ensuring
correctness + a good user experience

Observability can help! Instrument + observe from the outside in

Capture all the metadata to be able to debug and analyze
unexpected behavior in LLMs

Embrace the unpredictability of user input + LLMs: run in
production and plan to iterate fast



More resources:
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Neyco

Neyco

MD.

MD.|

noneycom

noneycom

0g/

0g/
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thanks!
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mproving-lims-production-observability

Dility-driven-development




