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Sealing the Gaps

A Deep Dive into JavaScript Memory
Leak Detection
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Memory consumption
what consumes memory?



PUSH

what consumes Mmemory ® BASED

Composition

javascript <DOM> Layers

000 script.js

// your code
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what consumes Mmemory ® BASED

000 script.js

let movie =

title: 'Spiderman’

b memory :

o

Release object :
,  frommemory

let movie = null;
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Immutability, % BASED

900 script.js | |

let movie = create a :
shallow-copy of

title: 'Spiderman' . Py I

an object I

oo R '

let movieCopy = '{ ...movie }; 2x memory consumption
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000 template

<body>
<app-root>
<app-title></app-title>
</app-root>

</body>

Every DOM Node is consuming
memory
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Inspect DOM & Javascript Memory

birdseye view in-depth analysis
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https://emojipedia.org/nerd-face/
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Birdseye View


https://emojipedia.org/bird/
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Performance Monitor

T T ——

JS heap size

N
~

-~ DOM Nodes

! JS event listeners

F = =~ .| getan overview about memory
usage over time
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Task Manager - Chromium -

Task Memory footprint CPU Network Process ID GPU memory Javascript memory “
: - - . gttt
l @ Tab: https://js-y6vxmw.stackblitz.io I 40,324K I o0 0 17812 3216K | 19,132K (15,624K lwe)I
————— 4 T —

I Service Worker: https://js-y6vxmw.stackblitz.io/_sw_.js
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In-Depth Analysis
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https://emojipedia.org/nerd-face/
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Memory inspection
Terminology
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Memory Heap

the memory heap is an
interconnected graph n

primitive

n object
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Shallow Size

Size held by the
object itself

Retained Size

Size that is freed when
the object gets removed
from memory

|

Distance

Distance the GC needs
to travel to clear the
object



Inspect DOM & Javascript Memory

— o ——

@ @ nents Console Sources Detac Ofkm  mmPesE@TTRACE Memory x  Apglication Security Lighthouse €SS Ove + o138 &3 &
.- - ——
© U ke = ===~ -——===1
Select profiling type
> 3 i
Profif ®) Heap snapshot
f trigger snapshot profiles show memory distribution among your page's Javascript objects and related DOM nodes
1 GC values in capture
I Allocation instrumentation on timeline
Allocation timelines show instrumented JavaScript memory allocations over time. Once profile is recorded you can select a time interval to see objects that were allocated within it and still alive by the end of recording. Use this profile type to isolate memory leak
Record stack traces of allocations (extra performance overhead
Allocation sampling
Record memory allocations using sampling method. This profile type has minimal performance overhead and can be used for long running operations. It provides good approximation of allocations broken down by Ja: execution stac

Select JavaScript VM instance

124MB  13.0kB/s js-y6vxmw.stackblitz.io

\ | start analysis

= tal JS heap size
= == = =

1
»I Take snapshot 1 Load




Inspect DOM & Javascript Memory

) Dj Elements Console Sources Detached Elements Network Performance Memory X Application X Security Lighthouse CSS Overview A + ©237 @25 {_g; %D
® @O W summary ¥ Class filter All objects v Default ¥
Profiles Constructor Distance Shallow Size Retained Size

» Window / https://js-y6vxmw.stackblitz.io

1 36 0 % 11049766 93 %
HEAP SNAPSHOTS » (array) x1263 2 8384124 70% 8547304 72%
ST v Amay ese Overview of everything that is kept in memory 2 10496009% 8174060 69%
— »(compiled code) x35127 3 1888460 16% 2 045044
Snapshot 2 Save  (cioure) «7979 2 247136 2% 1162104 10%
" pObject x1747 2 48932 0.4 % 828 382 7%
» (system) x20597 2 459720 4% 666 948
» system / Context x1111 3 34392 03% 570148
» (string) =12917 Save all to file 3 378 864 3% 378864
» (object shape) x6747 2 343844 39 369920 3%
Pt x268 2 9776 0.08 % 97122 08%
» (regexp) =189 4 5292 0.04 % 74228 0.6%
» Object/ 1 20 0% 74032 0.6%
» (concatenated string) %2506 4 50120 0.4% 64488 0.5%
pe x37 4 2276 0.02 % 52110 04%
» Window x5 2 1248 0.01 % 44792 4%

Retainers Filter edges w

Object Distance Shallow Size Retained Size



Inspect DOM & JavaScript Memory

G 02 Elements
® QW
Profiles

snapshot size

TSI

Snapshot 2 Savel
i% 11.9MB

Console  Sources Detached Elements Network Performance Memory X  Application Security Lighthouse CSS Overview & + o 43
Summary w I Class filter LAllyq FindMe v Default v
o ——— 4
— 7
—-—
R —"
= -
< . . . .
( Constructor Distance Shallow Size Retained Size
\> N
w FindMe 5 52 0% 868 0%
p FindMe @175889 index.js:9 5 52 0% 868 0%

Search for Classes or Nodes

Retainers Filter edges ¥

Object

Distance  Shallow Size
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® 20 i@:? éo

Retained Size




Inspect DOM & JavaScript Memory

O @3 Elements Console Sources Detached Elements Network Performance Memory % Application X Security Lighthouse CSS Overview & ~+ 0152 @920 533 80
® @ [ﬁ] Summary ¥ ‘find €| All objects v Default ¥
: Constructor Distance Shallow Size Retained Size
Profiles
wFindMe__ __ __ __ 5 52 0% 868 0%
HEAP SNAPSHOTS lv FindMe @175889 | index.js:9 5 52 0% 868 0%
?l’;i‘paﬁhot1 L pcontopt == A-f-rall @233665 6 16 0% 8000024 67 %
) » napad stem / Map @275367 6 0 0% 164 0%
Snapshot 2 Save . ; 575363 - .
i “_9%3 »__ph Y Object @275363 6 12 0% 148 0%
p type :: "findMe" @176445 O 6 20 0% 20 0%
| . 5
! |
L 1
L T
1
! i
! o |
d 1
1 % |
| o |
______ b
: Iv superLargeObject |1u system / Context @273913 8 20 0% 20 0% |
1
: L ocomtont &» (@=@d77307 O index.js:15 7 28 0% 232 0% 1
1
: w [1] in V8Function @184003520 O 6 48 0% 280 0% 1
1 w [2] in ScheduledAction @184063840 O 5 56 0% 336 0%
1
1 w[1] jn DOMTimer @184034368 ﬂl 4 160 0% 496 0% :
1
- . - e e - 1
1
! |
1
1
. references to selected node :
1
1 1
1 1
! |
L 1
d 1
L 1
L 1
L 1
1
1 1
! |
L 1
L 1
1
! v
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Demo Time!



https://stackblitz.com/edit/js-y6vxmw?file=index.js
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what consumes Mmemory ® BASED

Composition
Layers

@) script.js

// your code




& Report
I l ]umpstm ur explorations
| — : = ————a———
You'll never let a question pass you by when DaShboard I B o "‘/ ’J a W ( ..'
starting your nequpco;écl«s:asJeZs;aZc:mkmua D New Analysis | —_— = I__; L - l i = L= ..AI ‘.
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\ Report _ 3t
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Jumpstart your exploratiens . Bulding locks and beyond

Start by forking any project from your teammates or Observable's global community of visualization and analysis experts

® m %

oent Most Popular Programming Why Visualization helps Magping gridded data with & Streamoraph Transitions Tidy Stacked Area Chart ;
il ol a ; LY, ‘#{6’ 'llllll //

https://observablehg.com/



https://observablehq.com/
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000 template.css promote a new layer

.class {

will-change: transform;

.class {

transform: translateZ(0);

Every composition layer consumes
memory on the GPU
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Other reasons for layer promotion:

e 3d or perspective changes

e <video>

° <canvas>

e animated opacity or transform

e sibling with lower z-index + stacking

index
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[w ﬂ Elements Angular Console Sources Network Performance Memory Application Security Lighthouse Media B o]

[ ©® topY | @ | Filter Dockside 1B O E O

= No messages ?

Focus debuggee

© No user messages
Show console drawer Esc
O Search Ctrl+Shift+F
No warnings Run command Ctrl+Shift+P
©® Noinfo open file Ctrl+P
Changes
Shortcuts
Coverage
Help >

CSS Overview &
Developer Resources

Issues

Memory Inspector
Network conditions
Network request blocking
Performance monitor
Quick source
Rendering

Search

Security

Sensors

WebAudio
WebAuthn



Layer Inspection

[w [ﬂ Elements Angular Console Sources Network Performance Memory Application Security Lighthouse Layers X  Media B1 e

v #2(0 % 0) o 4:0 Slow scroll rects Paints
#document(1825 x 6302)
#document(1825 x 6302)
button.jsx-3ca805baa2cc89aa.white.bg- /
button.jsx-2196327812.items-center.fw |
video.w-100(676 x 462) |
D L ORj S¥=6 40620239 .ik@Ms=CORL ORI WH
.jsx-1511261573.carousel(6487 x 268) /
L relativerbart--sitverhover=b-tighteg ray. H
.relative.ba.b--silver.hover-b-light-gray.t ]
.relative.ba.b--silver.hover-b--light-gray.t
.relative.ba.b--silver.hover-b--light-gray.t
.relative.ba.b-silver.hover-b-light-gray.t
.relative.ba.b--silver.hover-b-light-gray.t [m——r o
.relative.ba.b--silver.hover-b--light-gray.t & e ;. I c 0
.relative.ba.b-silver.hover-b-light-gray.t ‘g q
.relative.ba.b—silver.hover-b-light-gray.t H f
.relative.ba.b--silver.hover-b-light-gray.t
.relative.ba.b--silver.hover-b-light-gray.t'. — —
.relative.ba.b--silver.hover-b-light-gray.t' | (
.relative.ba.b--silver.hover-b-light-gray.t ," ','
.relative.ba.b--silver.hover-b-light-gray.t J |
.relative.ba.b--silver.hover-b-light-gray.t J
.relative.ba.b--silver.hover-b-light-gray.t
.relative.ba.b--silver.hover-b-light-gray.t Ve [
.relative.ba.b--silver.hover-b--light-gray.t " f J
.relative.ba.b--silver.hover-b--light-gray.t
.relative.ba.b--silver.hover-b-light-gray.t
.relative.ba.b-silverhover-b-light-gray.t  size. _ __ _ _ _ _ _6487%x268(at0,0) __ _ _ _  — — — — — -
.relative.ba.b-silver.hover-b--light-gray.t |Compositing Reasons Has an active accelerated transform animation or transition. I
.relative.ba.b-silver.hover-b-light-gray.t jMemory astimate 7.0 MB |
.relatlve.ba.b--sﬂver.hover~b«l|ght~gray.t PR L L L R EF LR L L ELE EELLLLLERE.
jsx-1511261573.carousel.carousel-seco .
.relative.ba.b--silver.hover-b--light-gray.t Sl?w scrol{ r.eglons .
.relative.ba.b-silver.hover-b-light-gray.t Sticky position constraint
.relative.ba.b--silver.hover-b-light-gray.t | paint profiler
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Demo Time!



https://observablehq.com/
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Memory Leaks E
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what are memory leaks? % BASED

Memory that is allocated and not used by the application
anymore

No 1 reason for crashing browser sessions

|
Aw, Sna p:
something went wrong while displaying this webpage.

Error code: SIGSEGV
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worst case: repeatedly allocate without cleanup

v JS heap size v JS heap size
v DOM Nodes 10,211 v DOM Nodes 84,442
v JS event listeners v JSevent listeners
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What causes memory leaks?

®)

-
e
—
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000 any.component.js

let obj
console.log(obj);

obj = null;

%% The browser has to keep a reference to obj to display it in the console
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000 any.component.js 000 any.component.ts

const cfg

function create() { @Component ()

export class Component {
window.propKey = 'store';

}

private _cfg = cfg;

b

global variables allocate memory that cannot be cleaned
<« up



left over callbacks/ subscriptions D BAsED

000 script.js

class Foo {
constructor() {

const data = hugeData();

setInterval(() => {
console.log(JSON.stringify(data))

},_1560); : foo stays in memory even after
= destroying it

timer(15600).subscribe(() => {
console.log(JSON.stringify(data));
1)
}
}

let foo = new Foo();
foo = null;




left over callbacks/ subscriptions D BAsED

000 script.js

class Foo {
constructor() {

constldata £ hugeData();

setInterval(() => {

console.log(JSON.stringify(data)) )
}, 1560); all references of foo stay in
= memory as well

timer(15600).subscribe(() => {
console.log(JSON.stringify(data));
})
}
}

let foo = new Foo();
foo = null;
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script.js

const btn =

document. getElementById("btn"); btn stays in memory because there

= is stilla reference toit
function clickIt() {

btn.click();

btn becomes a detached
d element

btn.remove();
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How to detect memory leaks?

®)

=
e
—_—
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Detect Memory Leaks
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birdseye view in-depth analysis

e

O gy


https://emojipedia.org/nerd-face/
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Birdseye View


https://emojipedia.org/bird/
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detect memory leaks % BASED

use the Performance Monitor to observe memory consumption over
time




detect memory leaks D BAsED

search for patterns while repeating various tasks in your application

JS heap size

DOM Nodes

JS event
listeners

with leak without leak
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In-Depth Analysis
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https://emojipedia.org/nerd-face/

detect memory leaks PUSH
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®)

-
®

~  remember detached elements ?

js frontend code is mostly coupled to DOM Nodes

w

y 2N

vo3: the new Detached Elements tool

announcement


https://docs.microsoft.com/en-us/microsoft-edge/devtools-guide-chromium/whats-new/2021/07/devtools#debug-dom-node-memory-leaks-with-the-new-detached-elements-tool

Detached Elements Tools

[I] D__] Elements Console  Sources Network Performance Memory Application Security Lighthouse CSS Overview & Layers 3D View |+ ®5 @ o

B @ tpv B Filer ult levels v @5

No mess...
No user ...
No errors

No warni...

No info

®
©
o
O

No verbose
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= = = = = ==
G] 'Dj Elements Console Sources Network Performance Application Security Lighthouse CSS Overview & Layers SD\/\E\,’I’ Detached Elements X —|—| ® 16 {@3 %D
________________ L
I G [ﬁ] > Ol https://ijngQe.stackblitz.io/'
________ - >
N
https://js-pgj8he.stackblitz.io/ LR 2 1 3 100
X N o N
Node L 1 | 1 | 1 | Size Id
\ @)
| I I |
e et A s i
>
read i analyze
detached trigger GC h
elements eap

{1 [ {1 3
read

trigger T analyze 7T
3P detached F——P
GC elements heap

All done



Detached Elements Tools

amount
detached

Layers 3D View Detached Elements x o1 elements

G0 (2 Elements Console Sources Network Performance Application Security Lighthouse
G @ o () https://js-pgj8he.stackblitz.io/ ¥ -

nepsypaishestaciniizio; LIST O detached elements with details

1
@33701 |
@33771 I
@34159
@34261 I
@34107 I
@34247
@33759 !
@34009 |
@33681 1
@34415
@34071 I
@34137 I
@34435 I
@33941 ,
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(0 (9 Elements Console Sources Network Performance Application Security Lighthouse Css Overview & Detached Elements x - 916 zg; &
C W o G nhitps//js-pgjshe.stackblitz.io/ ¥
https://js-pgj8he.stackblitz.io/ 100
Node Size Id
= = =,
» <div class="list-item">.</div> 5 A -I @33701
»<div ¢ t-item">.</div 5 _ogeee @33771
» <div class="list-item"s..</div ol @3 159
» <div i 5 1
<
» <di i % 5 @
» <div P 5 @342a1
» <div P 5 @33759
P v
_-
All done g
-
-
pr
Console Memory x Performance monitor . _- X
/’/
® O [f_?] Summary ¥ Class filte! Allobjects¥  Default ¥ pr-
-
Constructor 20* Distance  Shallow Size Retained Size
Profiles R
L show all 9
—— - E—
» Detached HTMLDivElemeng @33701 3¢ '(— ssssEse =) 140 0% 140 0%
» Detached HTMLDivElement @53 'ﬁ:x_ - 140 0% 140 ¢
» Detached HTMLDivElement @33719 %~ — - - 140 0% 140 ( L
e — »
Retainers Filter edges w T —
Object e T . Distance Shallow Size Retained Size o
LA ANLET A UWUE Weou UL L Lo v v m v .
» [1] in InternalNode @25677036¢ Y - 0 0% 0o o
» [2] in InternalNode ©256735552 - 0 0% 0 0
» [1] in Detached Text @256691744 < source of Ieak - 96 0% 96
» [3] in Detached Text @1824 6 3¢ - 96 0% 96
» [2] in Detached Text ( - 96 0 ¢ 96 [0
— ' i - =, TS .
whbutton in ListItem @ 7 - 32 0% 8000056 !
I wthis in system / Context @16286¢ - 20 0 8000076 1 |
1 Vi n () @33699 index.js:42 - 28 0% 8000104 i
L »[1] in Detached V8EventListener 56717472 & = 56 0% 8000160 ]
— — e e o e e e e e e e e Em E EE e e e e e e e e e Ee e e e e e e e e e e e e e e e e e e e me e e e w)
»[5] in InternalNode @256 0 0% 0 0%
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Demo Time!



https://stackblitz.com/edit/js-pgj8he?file=index.js,index.html,style.css

Get Trained v  Services v About v Insights v

Performance Audits
Our professionals can tell you exactly why your product
is slow and provide a detailed step-by-step guide on
how to fix it.
Schedule Meeting
l ® Leading Experts in Performance Audits
O n s u I n As global leaders in performance audits, our team of industry experts conducts
meticulous analysis, identifying bottlenecks, and delivering prioritized recommendations.

From memory leaks to bundle size reduction, we optimize for a seamless user experience.

BE Microsoft S clickup BNV @

Companies that love us for what we do...




Thanks for your time!
If you have any questions just ping me!

Jjulian.jandl@push-based.io

L 4 @hoebbeIsB‘



