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Building ML environments for 
regulatory customers
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The reach of ML is growing

By 2024, global spending
on artificial intelligence
will reach $110 billion

—IDC

INCREASED
SPENDING

By the end of 2024, 75%
of enterprises will shift from 

piloting to operationalising AI 

—Gartner

FROM PILOTING TO 
OPERATIONALISING

AI
TRANSFORMATION

57% said that AI would 
transform their organisation

in the next three years

—Deloitte
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Transform customer 
experience

Improve business 
operations

Better and faster 
decision-making Innovation
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More than one hundred thousand customers
use AWS for machine learning
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Machine Learning on AWS
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The AWS ML stack

ML FRAMEWORKS 
& INFRASTRUCTURE

TensorFlow, PyTorch, 
Apache MXNet

Deep learning 
AMIs & containers GPUs Inferentia Elastic inference FPGA

AI SERVICES

Vision

Rekognition

Speech

Polly 
Transcribe

Chatbots

Lex

Contact centers

Contact Lens
Connect Voice ID

Code + DevOps

CodeGuru
DevOps Guru

Text

Comprehend 
Translate
Textract

Business tools

Personalize ,Forecast
Fraud Detector
Lookout for Metrics

Search

Kendra

Industrial

Panorama Appliance and SDK, 
Monitron, Lookout for 
Equipment, Lookout for Vision

Healthcare

HealthLake
Comprehend Medical
Transcribe Medical

Label 
data

Data 
collection prep

Store 
features

Detect bias
and explain 
predictions

Visualize in 
notebooks

Pick 
algorithm

Manage 
& monitor

Train
models faster

Deploy in 
production

Tune
parameters

Manage edge 
devices

SAGEMAKER STUDIO IDE

CI/CD

AMAZON 
SAGEMAKER
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Amazon SageMaker: Built to make ML more accessible

Pick 
algorithm

Visualize in 
notebooks

Label
data

Collect and 
prepare data

Store 
features 

Check 
data

Train
models

Tune
parameters

Deploy in 
production

Manage 
and monitor

CI/CD

SageMaker Studio IDE
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Amazon SageMaker
Most complete, end-to-end ML service

INTEGRATED WORKBENCH

MANAGED INFRASTRUCTURE 

MANAGED TOOLING

IDE designed specifically for ML, data preparation, 
experiment management, and pipelines

Designed for ultra low latency and high 
throughput; automatic scaling, and
distributed training

Purpose-built from the ground up to work 
together incl. Autopilot, collaboration, notebooks, 
experiments, debugger, and model monitor

https://aws.amazon.com/sagemaker

https://aws.amazon.com/sagemaker
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Amazon SageMaker Overview
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Enabling ML for customers
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What did our customers want?

Customers asked for a solution that would enable business data scientists to

deliver secure machine learning-based solutions that are trained on highly

sensitive company and customer data.
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What are the requirements?

• No internet connectivity in AWS accounts

• Self-service model for provisioning AWS ML resources

• Centralised governance and guardrails for the infrastructure

• Observability of the solution
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Target Architecture

• Multi-account structure leveraging AWS Organizations

• Private VPC network and all traffic should be over VPC endpoints

• PyPI mirror using AWS Code Artifact

• AWS Service Catalog for provisioning resources

• Amazon CloudWatch for Observability

• Transit Gateway for network connectivity to corporate data center
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End UsersOrganisations

Curation
Compliance

Standardisation

Agility 
Self-Service

Time to market

SpeedSecurity

Service catalogs enable organisations to deploy and 
manage infrastructure and applications that reflect 
the organisation’s security and operational policies

Simplifying provisioning using AWS Service Catalog
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A few terms to note
Constraint

Security, governance, and 
deployment controls

Product

IT service or resource

Products list

User see what products they can launch

Portfolio

Admins create collections 
of products

Provisioned products

Users can update or perform service actions

AWS Service Catalog Administrator 

AWS Service Catalog End User

JSON, YML, or 
Terraform
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Self-service with preconfigured compliance

ü Constraints
ü Security controls
ü Parameter validation
ü IAM assignment
ü Tag enforcement

Standardises best practices

AWS product/service

AWS Marketplace
3rd-party 
products

Customer-created 
AWS-based 

solution

Admin

AWS Service 
Catalog
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What is AWS CodeArtifact?

• Fully-managed artifact repository service  

• Supports NPM, Maven, Python, NuGet package formats

• Currently works with Maven, Gradle, npm, yarn, twine, and pip 

• Pay as you go, no upfront license fees
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AWS CodeArtifact overview

Domain

Pull application 
dependencies
from public 
artifact repositories

Fetch application dependencies 
at build time and publish built 
artifacts back to your repositories 

Pull application dependencies 
for development

Manage access and apply policies across
multiple accounts within your organisation

Securely publish and store packages

Public 
artifact 
repositories

Artifact 
Repository-1

Artifact 
Repository-n

AWS CodeArtifact

CodeBuild and other CI/CD 
systems
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Build infrastructure using AWS 
CloudFormation 
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Private VPC networking
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Enable VPC endpoints
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Enable VPC flow logs
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Amazon Sagemaker studio and notebook
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Service control policies for data



27© 2021 Amazon Web Services, Inc. or its affiliates. All rights reserved   |

Service control policies for traffic and network



28© 2021 Amazon Web Services, Inc. or its affiliates. All rights reserved   |

AI services opt-out policies
Certain AWS artificial intelligence (AI) services, may store and use customer 
content processed by those services for the development and continuous 
improvement of Amazon AI services and technologies. As an AWS customer, 
you can choose to opt out of having your content stored or used for service 
improvements.
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Provision the products using AWS Service Catalog
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AWS Config – detective controls
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Centralised governance for pip dependencies
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AWS CodePipelines using AWS Service Catalog tools

Region

AWS Account
Region

AWS Service Catalog

Portfolio

Product

Region

AWS Service Catalog

Portfolio

Product

Validate

CloudFormation RSpec

cfn-nag
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Writing a Jupyter notebook
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Build the estimator, train and deploy model
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Monitor the deployed models
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What did we learn?

• Use the multi-account org structure to improve security and 

segregation of responsibilities

• Use SCPs and IAM policies to setup the preventative guardrails

• Leverage AWS Config for the detective controls 

• Provide application teams autonomy via self-service products 

with AWS Service Catalog
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References

• Service Catalog Tools - https://service-catalog-tools-workshop.com/

• Amazon Sagemaker - https://sagemaker-workshop.com/

• GitHub examples - https://github.com/aws/amazon-sagemaker-examples

• Whitepaper - https://d1.awsstatic.com/whitepapers/machine-learning-in-

financial-services-on-aws.pdf

https://service-catalog-tools-workshop.com/
https://sagemaker-workshop.com/
https://github.com/aws/amazon-sagemaker-examples
https://d1.awsstatic.com/whitepapers/machine-learning-in-financial-services-on-aws.pdf
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Thank you!


