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APIs are everywhere – API Observability 

API Gateway – a central point for observation

About Apache APISIX

API Observability 3 pillars – logging, tracing, and
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What is Apache APISIX?
One of the fastest-growing top projects of the Apache

Software Foundation in 2022.

Cloud native API gateway.

It has rich traffic management features.

Many well-known organizations use APISIX in

production.

APISIX has a user-friendly dashboard.

It support plugin hot reloading.

You can write custom plugins.

https://www.apache.org/


API Gateway Plugins
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Custom plugin development





What is API
observability?



Things we are neither aware of nor understand. Future events
or situations  that are impossible to  predict or plan for.
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API Observability is a part of
every API development

Sales and growth teams to monitor your API usage, free trials,

observe expansion opportunities and ensure that API serves

the correct data.

Engineering teams to monitor and troubleshoot API issues.

Product teams to understand API usage and business value.

Security teams to detect and protect from API threats.
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Logger Plugins

http - logger
skywalking -

logger tcp -logger kafka -logger rocketmq -
logger

udp - logger clickhouse -
logger

error- log -
logger

google- cloud -
logger



HTTP logger Plugin

HTTP logger Plugin pushes Log data requests to
HTTP/HTTPS servers or sends them as JSON objects
to Monitoring tools.

https://apisix.apache.org/docs/apisix/plugins/http-logger/
https://apisix.apache.org/docs/apisix/plugins/http-logger/
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Prometheus plugin can fetch API metrics data and
you can show metrics exported by the plugin in
Grafana.

Prometheus Plugin

https://apisix.apache.org/docs/apisix/plugins/http-logger/
https://apisix.apache.org/docs/apisix/plugins/http-logger/
https://apisix.apache.org/docs/apisix/plugins/http-logger/
https://apisix.apache.org/docs/apisix/plugins/http-logger/
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Zipkin an open-source distributed tracing system.
APISIX Zipkin plugin is supported to collect tracing
and report to Zipkin Collector based on Zipkin API
specification.

Zipkin Plugin

https://apisix.apache.org/docs/apisix/plugins/http-logger/
https://apisix.apache.org/docs/apisix/plugins/http-logger/
https://apisix.apache.org/docs/apisix/plugins/http-logger/
https://apisix.apache.org/docs/apisix/plugins/http-logger/
https://apisix.apache.org/docs/apisix/plugins/http-logger/
https://apisix.apache.org/docs/apisix/plugins/http-logger/


API Gateway Observability
Plugins demo



Observe ASP.NET Core WEB API
with APISIX

Multi-container app (backend, db, apisix and etcd
together) with Docker compose.
Configure APISIX an upstream and a route for Product
API.
Enable Http-logger, Prometheus and Zipkin plugins.
https://github.com/Boburmirzo/apisix-dotnet-docker
source code on GitHub and check out the branch api-
observability

https://docs.docker.com/compose/
https://github.com/Boburmirzo/apisix-dotnet-docker


Takeaways

Use API Gateway to easily observe your APIs without the
need for additional SDKs, libraries, or tools.
Modern API Gateways have built-in connections to all
popular observability platforms.
You can enable these plugins without writing any code
on your API service.
Use other plugins to enable cross-cutting functionalities.
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