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Check out our Podcast!
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Is AWS Lambda cheap or expensive?

awsbites.com



https://www.youtube.com/watch?v=XHxXcsvKGFA
https://www.youtube.com/watch?v=XHxXcsvKGFA
https://awsbites.com

a measure of how well internal states of a
system can be inferred from knowledge of its
external outputs
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Observability in the cloud

Logs Metrics

J It is a log of what

VA
happened

Tracing




Cloudwatch gives you:
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Logs with Insights

Metrics

Dashboards

Alarms

Canaries

Distributed tracing (with X-Ray)
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& A toolkit you can use to build
observability

& Metrics are automatically
generated for all services!

@ Lots of dashboards, but by
service and not by application!

@ Zero alarms out of the box!

CloudWatch

Dashboards
Alarms
Inalarm
Insufficient data
OK
Logs
Log groups
Insights
Metrics
Explorer
streams (&Y
Events
Rules
Event Buses
ServiceLens
Service Map
Traces

Resource Health ()

Container Insights

Resources

Performance monitoring

Lambda Insights

Performance monitoring

Synthetics

Canaries
Contributor Insights
Settings

Favorites

+ Add a dashboard

Cloudwatch > Explorer

Explorer info

Empty Explorer

Metrics Info

Choose metrics to explore.

Q

From info

Add resources by selecting their tags and properties.

Aggregate by info

Combine time series using an aggregation function.

for

Split by info

Show separate graphs based on tag values.

None

¥ Graph options

Period | 5 Minutes

Legend | Bottom

v Graphs

v

Layout 2v | columns 50v

Line

rows

No charts
To start, ch
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Research and understand available metrics

Decide thresholds

A3V

Write 1aC for application dashboards

Write laC for service metric alarms

B
1
4

Update every time your application changes

Copy and paste for each stack in your application

(a.k.a. A LOT OF WORK!)




& AWS Well Architected Framework
m 6 Pillars
{J Operational excellence pillar covers observability

@ Serverless lens applies these pillars

¢z Good guidance on metrics to observe

§* More reading and research + you still have to pick thresholds



https://docs.aws.amazon.com/wellarchitected/latest/serverless-applications-lens/welcome.html

@ Latency . Traffic s0s Errors ¥ Saturation

e Responsetime e Theamountof e The rate of e How "full" your
activity requests that service is.
fail



"Type": "AWS::CloudWatch::Alarm"
"Properties": {
"ActionsEnabled": true,
"AlarmActions": [
"arn:aws:sns:eu-west-1:665863320777 :FTSLICAlarms"
I,

"AlarmName": "LambdaThrottles_serverless-test-project-dev-hello"

"AlarmDescription”: "Throttles % for serverless-test-project-dev-hello

"EvaluationPeriods": 1,
"ComparisonOperator": "GreaterThanThreshold",
"Threshold": @,
"TreatMissingData": "notBreaching",
"Metrics": [

{
"Id": "throttles_pc",

"Expression": "(throttles / throttles + invocations) * 100"

"Label": "% Throttles",

"ReturnData": true

"Id": "throttles"

"MetricStat": {
"Metric": {

"Namespace" :

"MetricName":

"Dimensions":

{

"Name" :

b
"Period": 60

"Stat": "Sum"
b

"AWS/Lambda",
"Throttles",

[

"FunctionName",

"serverless-test-project-dev-hello"

"ReturnData": false

b
{

"Id": "invocations"

"MetricStat": {
"Metric": {
"Namespace" :

"MetricName"

"AWS/Lambda",

: "Invocations"




Can we automate this?

Stack

Resource

Resource

Stack

Resource

SQS Queue

DynamoDB
Table

¢

o

ot

Magically
generated alarms
and dashboards for
each application!




fth.link/slic-watch

slic-watch

Automatic, best-practice CloudWatch Dashboards and Alarms for your SAM, CloudFormation,

CDK and Serverless Framework applications.

SLIC Watch supports: AWS Lambda, APl Gateway, DynamoDB, Kinesis Data Streams, SQS
Queues, Step Functions, ECS (Fargate or EC2), SNS, EventBridge and Application Load Balancer.

Supported tools include:

. Serverless Framework v2 and v3 via the SL/C Watch Serverless Plugin

« @ Aws SAM, G AWS CDK and  CloudFormation using the CloudFormation Macro, published in the
Serverless Application Repository (SAR).

Contents

« slic-watch
o Contents

o Getting Started with Serverless Framework

o Getting Started with AWS SAM, CDK or CloudFormation
= Deploying the SLIC Watch Macro

» Adding the SLIC Watch Transform to SAM or CloudFormation templates
= Adding the SLIC Watch Transform to CDK Apps

o Features
Lambda Functions

API Gateway

DynamoDB

Kinesis Data Streams
SQS Queues

Step Functions

ECS / Fargate

= SNS

EventBridge

Application Load Balancer

Install

> npm i serverless-slic-watch-plugin

Repository
@ github.com/fourTheorem/slic-watch

Homepage

& github.com/fourTheorem/slic-watch#re...

+ Weekly Downloads

482 SN ANA

Version License
2.1.2 Apache
Unpacked Size Total Files
30.9kB 6

Issues Pull Requests
17 3

Last publish
6 months ago

Collaborators
CaN |
nl:
= ¥

>-Try on RunKit

MReport malware


https://fth.link/slic-watch

serverless ‘Y L

%&Uhy
2 =
Your app el —> = -
serverless.yml SLIC Watch Deploy &

0 ~*

CloudFormation stack CloudFormation stack ++

e very-big.json even-bigger. json

Your app

template.yaml




Configuration

SLIC Watch comes with sane defaults

B You can configure what you don't like

fth.link/slic-watch

Or disable specific dashboards or alarms

custom:
slicWatch:
topic: SNS_TOPIC_ARN

alarms:
enabled: true
Period: 60

EvaluationPeriods: 1
TreatMissingData: notBreaching
ComparisonOperator: GreaterThanThreshold
Lambda:
Errors:
Threshold: @
Statistic: Sum
ThrottlesPc:
Threshold: @
DurationPc:
Threshold: 95
Statistic: Maximum
Invocations:
enabled: false
Threshold: null
Statistic: Sum
IteratorAge:
Threshold: 10000
Statistic: Maximum
ApiGateway:
S5XXError:
Statistic: Average
Threshold: @
4XXError:
Statistic: Average
Threshold: 0.05
Latency:
ExtendedStatistic: p99
Threshold: 5000
States:
Statistic: Sum
ExecutionsThrottled:
Threshold: @
ExecutionsFailed:
Threshold: @
ExecutionsTimedOut:



https://fth.link/slic-watch

CloudWatch > Alarms

Alarms (0) Hide Auto Scaling alarms Cle tion C arm Actions V¥

Q Search Any state 1 > ©&

Last state update

No alarms

No alarms to display




CloudWatch
Overview info

Overview

Alarms by AWS service info

Services B Inalarm 4 [ ] Insufficient data O 0K 56

iGotewry

Lambda -

simpte Queue Service [ RGN
Kinesis Data Stream |

Step Functions

DynamoDB

Recent alarms info

Apid4XXError_dev-serverless-test-pr
Count

1
0525

0.05 4XXError > 0.05 for 1 datapoints within 1 minute

1515 15:30 15:45

SQSApproximateNumberOfMessag...
Count

1.20k

ApproximateNumberOfMessagesNotVisible > 120

15:15 15:30 15:45 16:00

Switch to your original interface

Custom [ C

View recent alarms dashboard

LambdaDuration_serverless-test-pi

Milliseconds
591k
5.80k

5.70k _Duration > 5700 for 1 datapoints within 1 minute

1515 15:30 15:45 16:00

SQSApproximateAgeOfOldestMessa... | @
Seconds
4535

257
6o —ApproximateAgeOfOidestMessage > 60 for 1 dat.

155 15:30 15:45 16:00




/A ApidXXError_dev-serverless-test-project

4XXError

4XXError > 0.05 for 1 datapoints within 1 minute

Count

0.0

C Actions ¥

View in metrics [4 ‘

A Inalarm

@ 4XXError

06-18 15:45
15:00 15:15 15:30 1An
2021-06-18 15:46 UTC

Click timeline to see the state ct 1. @ 4XXError 1

® nalarm OK Insufficient data




Alarms

Count

1.20k

1.20k

ApproximateNumberOf gesNotVisible > 1200 ...

1.20k T
15:54 15:55 15:56 15:57 15:58 15:59

@ ApproximateNumberOfMessagesNotVisible

SQSApproximateNumberOfMessagesi.. Q @

SQSApproximateAgeOfOol...C X i @ ©

Seconds

307

185

ApproximateAgeOfOldestMessage > 60 for 1 datap...

80 o)
15:54 1555 1556 1557  06-181558 15:59

@ Approximate 2021-06-18 15:58 UTC

NumberOfMessagesSent: Average
Various units

0.667

0

0333 S —

1. @ ApproximateAgeOfOldestMessage 310

Various units
1

0.5 e |
/ e o i

15:54 15:55 15:56 15:57
@ SomeFifoQueue fifo

@ SomeRegularQueue

15:58

@ slic-slack-ftpb-AlarmNotificationProcessorSNSEventQueue-1M9ZSMBCHTXXO0

0i - 0 = :

15:59 15:54 15:55 15:56 15:57 15:58 15:59
@ SomeFifoQueue.fifo

@ slic-slack-ftpb-AlarmNotificationProcessorSNSEventQueue-1M9ZSMBCHTXX0

® SomeRegularQueue

i Q NumberOfMessagesReceived: Average P Q

NumberOfMess
Various units
0.667
0.333
0
15:54 1

@ SomeFifoQueue fifc
@ slic-slack-ftpb-Alari
@ SomeRegularQueue
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fourthe... - (@)

#slic-alarms 2 ~

+ Add a bockmark

Q Search fourTheorem

¥ Eoin, Flona Mc
2 Eoin, pelger
W Fiona McKenna
MR Guitherme Dail...
B, peigec

+ Add teammates

shic-alarms 499 047 An

ALARM (was OK)

@ Threads
S e W AR e e S s A g
B8 AllDMs dev-throttler
@ Mentions & reac... Account Region
<O Stack Connect nebenadbel 11 EU (Irefand)
i More
L ? ‘ slic-alarms 4% 642 ane
# genenl ALARM: age " in EU (ireland)
# random ALARM (was OK)
| A ‘
- ol Th id Crossed: 1 d. 1333333334 (13/06/21 05:41:00)] was less
than the threshold (1.0).
+
Add channels N
GetRecords. Success
v Dhactme AWS/Kinesks
Time Alarm
W Suebot 2021-06-13T05:42:07.1482 v
B Luciano Mam... savage-stream
R, Eoin Account Region
sy EU (iretand)

ALARM: "ApidXXError_dev-serveriess-test-project” in EU (Irefand)

A ALARM ApidXXError_dev-serveriess-test-project

Crossed: 1
threshold (0.05).
Metric
AXXEsror

Time
2021-06-14T08:47.30.7042
Account

[T STy i

[1.0(14/06/21

| was greater than the

Namespace
AWS/ApiGateway

Alarm
ApIXXError_dev-serverless-test-project
Region

EU (ireland)

Sunday, June 13th ~

Monday, June 14th ~

slic-alarms APP 10.48 PM
ALARM: "WriteThrottleEvents_stgChecklists" in EU (Ireland)
ALARM (was OK)

AALARM WriteThrottleEvents_stgChecklists
Threshold Crossed: 1 out of the last 1 datapoints [10.0 (09/11/21 22:44:00)] wz
greater than or equal to the threshold (0.0) (minimum 1 datapoint for OK -> ALA

transition).

Metric Namespace
WriteThrottleEvents AWS/DynamoDB
Time Alarm

2021-11-09722:48:01.228Z WriteThrottleEvents_stgChecklists

ALARM: "LambdaDuration_checklist-service-stg-addEntry" in EU (Ireland)
ALARM (was OK)
AALARM LambdaDuration_checklist-service-stg-addEntry

Threshold Crossed: 1 datapoint [5817.86 (09/11/21 22:55:00)] was greater than the
threshold (5700.0).

Metric Namespace
Duration AWS/Lambda
Time Alarm

2021-11-09T722:56:30.376Z LambdaDuration_checklist-service-stg-

addEntry

ALARM: "LambdaErrors_checklist-sérvke-stg-create" in EU (Ireland)
ALARM (was OK)

A\ ALARM LambdaErrors_checklist-service-stg-create
Threshold Crossed: 1 datapoint [1.0 (09/11/21 22:54:00)] was greater th

:

OMG Everything is on fire il
¢

B I & @ @ 1= i

o

threshold (0.0).

Metric Namespace
Errors AWS/Lambda
Time Alarm

! 2071-11-09T22:55:09 1R57 1 amhdaFrrore checklict-carvi
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Observability is your friend from day one!
CloudWatch is very valuable if you configure it right!
Automation takes away the pain

SLIC Watch gives you this automation

< Tryitout! = : Give feedback! # Let's make it better!

fth.link/slic-watch



https://fth.link/slic-watch

Thank you!

/S
fourTheorem
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