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Good Security is one 
question away
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- 10 years in tech 

- backend  

- security 
@wdalach



Engineering vs. Nice-to-have







There is an infinite amount of 
threats but…



…All of them can be assigned to 
1 of 3 categories



Confidentiality, Integrity, 
Availability



The CIA Triad





We want secrets to be secret

Confidentiality



We get what we expect

Integrity



We can always access the information

Availability



How is it helpful?



The Question



How can the CIA of this project 
be broken?



Confidentiality: 
- Who can see this resource? 

- How do we store credentials? 
- Do we log sensitive data?



Integrity: 
- Who can create, update and remove a resource? 

- What happens when malicious data is sent via a form? 
- Is the input sanitised? 

- Are we protected against XSS?



Availability: 
- Is this endpoint rate-limited? 

- What happens when external product is down? 
- How much time does a database migration take?



When should you do this?



Shi security le





Analyse ➡Design ➡ Develop ➡ Test ➡ Maintain



Inject it!

How to implement 
the CIA triad?

• Present it to your peers, 

• Discuss it with your team, 

• Make it part of your process, 

• Add it to doc templates: 

• Solution Briefs,  

• Enhancement Proposals, 

• Request for Comments.



Move fast and break things  
is over



Thanks! 

Let’s stay in touch! 
wiktoriadalach.com

http://wiktoriadalach.com

