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Data security



Data life cycle management



Data life cycle management



Data life cycle management

ü Data encryption in transit

ü Data encryption at test

ü Dynamic data masking

ü Authentication



Apache ShardingSphere

What’s ShardingSphere?

The distributed SQL transaction & query engine for data sharding, scaling, 
encryption, and more - on any database.



Apache ShardingSphere



Setup on Kubernetes by on-click

https://shardingsphere.apache.org/oncloud/



The process



Distributed SQL to define encrypted table and columns

https://shardingsphere.apache.org/document/current/en/user-manual/shardingsphere-proxy/distsql/usage/mask-rule/



Demo show

1. Deploy a MySQL instance
2. Deploy a ShardingSphere-Proxy
3. Execute DistributedSQL to let ShardingSphere-Proxy recognize this MySQL instance
4. Create a table t_user on ShardingSphere-Proxy with encrypted rule and data masking rule
5. Show the description of this table
6. INSERT data for test on ShardingSphere-Proxy
7. Execute SELECT query to do test



Demo show

Download and install ShardingSphere-Proxy and start a MySQL instance

https://shardingsphere.apache.org/document/5.3.2/en/downloads/



Demo show

Download and install ShardingSphere-Proxy and start a MySQL instance



Demo show

Create encrypted and data masking rule for table t_user



Demo show

Insert test data and query to test the function

Query from ShardingSphere-Proxy Query fromMySQL

VS
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