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The Basics
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What is Automation?
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What is Toil?

O

Repetitive, tactical work

7~ 2

Increases linearly with It has to be done, but
environment size - no does it have to be done
economy of scale by a human?




Why Automate?

M 4 A 2|

Interacting with Fast-moving Manual process Reduce Toil
complex environments are prone to
systems mistakes
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Automating Yourself Out of a Job

PagerDuty

“T SPEND A LOT OF TIME ON THIS TASK.
T SHOULD LIRITE A PROGRAM AUTOMATING IT!"

WORK

THEORY:

WRITING~
CODE

L,
WORK ON- AUTOMATION
ORGINAL TASK  \JPKRES OVER

FREE
TME

ANYVIORE

“TME

https://xkcd.com/1319/






Good Automation
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Goals for the Automation Itself

]/

sy
Yy

\‘\\\\\\x\\‘
\\ Yoy /) /

t

Flexible and implemented for future
Reviewable by someone else as a check
Put under version control

Testable
improvemen

Architecting
for Scale
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Applicable to related resources and not a

one-off
Repeatable and auditable
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The | Word

What is
Idempotency?



What should we automate?

PagerDuty

HOW LONG CAN YoU WORK ON MAKING A ROUTINE. TASK MORE

EFFCIENT BEFORE YOURE SPENDING MORE TME THAN YOU SAVE?
(ACROSS FIVE YEARS)

————HOW OFTEN YOO DO THE TROK —
sy onr DALY WEEKYY MONFLY YEARLY

1 922080 | [T DAY | 210085 | 10, | snchres | 1nbTe | secos

5 SExonDs | (5] 0Ars | 12 Houks | 2 HouRs mn%%ts nm?ms e
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https://xkcd.com/1205/



Example Automation Tasks for Incident Response

High-Impact

Change action that could break
things or impact performance

No-Impact

Non-change action with no

performance impact

PagerDuty

A

Firewall Database
Change Change Rollback
and
Config Redeploy
Change
Multi-Service
Rolling Restart
Multi-Step Eail
Simple Restart atlover  Add/Remove
Restart Capacity
Performance Diagnostics
Check 9
Information
B Gathering Fetch Logs
I .
Simple Sophisticated

Single-step with no
options

Multi-step, multi-node workflow with input options,
dependencies, security contexts, and conditionals.



Evolution of Automation

Human Automation Automation Monitor
Initiated with with and
Automation Oversight Fallback Evaluate

Automation

Opportunities

No Humans Automation
Automation watch the runs on its
Humans run automation Humans are own and
the notified if the creates data
automation automation
fails

PagerDuty



Automation Example: Rundeck
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Rundeck is Runbook Automation
o £88 832 008 s

Help desk contractors
AlOps

A
P 4
“-————-——
-
v

228,

Subject Matter —m™™™™™™»
Experts

Define Automated
Workflows Across:
Tools

Scripts

APlS L ] L ] L |

Manual Commands [ T o —1

Cloud, Physical, VMs,
Containers, Serverless

PagerDuty

Delegate self-service operations
to stakeholders.

Curate and publish automation
workflows.

Manage any infrastructure on
premise and in the cloud.



Your Rundeck server, configured to
access your nodes and run various
tasks

i

N

il

Users need no access to nodes

Users in your organization

who need you to run a task
RIGHT NOW to fix a thing
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‘ % Welcome Project v ’ Q

@ Run chef-client on demand Succeeded ' #5 =~

ou
Allows users to run the chef-client on nodes when 4 ¥
necessary if they can't wait for the scheduled job to run.
Run Again C'

Log Output »
100% 1/1 COMPLETE FAILED NCOMPLETE NOT STARTED
Node Start time Duration

& node3 All Steps OK 0.00:04

Stats

1 EXECUTIONS 100% SUCCESS RATE 4s AVG DURATION

PagerDuty



COMMANDS

D

ACTIVITY

v

o

PROJECTY
SETTINGS

’ % Welcome Project

V]
o
©
o

5 Executions any time v Searc

07/21/2021 5:13 PM

07/21/2021 5:10 PM

07/20/2021 1:49 PM

07/20/2021 1:47 PM

07/20/2021 1:46 PM

1 ok

1 ok

1 ok

1 ok

1 failed

by alice

by alice

by admin

by admin

by admin

[CJAuto refresh Eull

Run chef-client on demand

sudo chef-client

Run chef-client on demand

sudo chef-client

chef-client



Resources

Rundeck: https://rundeck.com

PagerDuty: https://pagerduty.com

Ops Guides: https://pagerduty.com/ops-quides

Autoremediation Guide:

https://autoremediation.pagerduty.com
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Thank You




