What is Data Reliability
Engineering? and Why it is Crucial
to any Data Organization?




Reliable Data

Data Downtime
Data Level Metrics
Data Observability
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Workbook

Practical Ways to implement SRE

Edited by Betsy Beyer,
Niall Richard Murphy, David K. Rensin,
Kent Kawahara & Stephen Thorne


https://sre.google/workbook/table-of-contents/

Data Accuracy
Data Freshness
Data Latency
Data Availability
Data Duplication
Missing Data




Systems without failures, although robust, become brittle
and fragile. When failures occur, it is more likely that the
teams responding will be unprepared, and this could
dramatically increase the impact of the incident.

e Database Reliability Engineering, Laine Campbell &
Charity Majors
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Laine Campbell & Charity Majors


https://www.amazon.com/Database-Reliability-Engineering-Designing-Operating/dp/1491925949/ref=nav_youraccount_switchacct?crid=PESB2XMJ2YDD&keywords=database+reliability+engineering&qid=1653854165&s=books&sprefix=Database+re%2Cstripbooks%2C109&sr=1-1&

Data downtime refers to periods of time when your data is
partial, erroneous, missing or otherwise inaccurate.

The Rise of Data Down Time, Barr Moses



https://towardsdatascience.com/the-rise-of-data-downtime-841650cedfd5
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https://sre.google/sre-book/monitoring-distributed-systems/#xref_monitoring_golden-signals

Data Observability

e SLAs

o Revenue Dashboard has data with minimal freshness of 1 Day

e S|Os

o Data Pipeline extracts data from CRM and completes transforms
and analysis once a day
o Can be manually triggered if there is an error

e Sllis
o  Errors in pipeline reported
o Time out reported
o Alerts of needed to be run manually



Additional Tasks

Talk to legal, security, and compliance teams
Audit databases

Trace calls

Get metrics around use and latency



e Software Data Stack
e Enterprise Data Stack

e Modern Data stack

Designing
Data-Intensive
Applications

Martin Kleppmann



https://www.amazon.com/Designing-Data-Intensive-Applications-Reliable-Maintainable/dp/1449373321/ref=pd_bxgy_img_sccl_1/140-6707421-7451602?pd_rd_w=F79OF&content-id=amzn1.sym.6b3eefea-7b16-43e9-bc45-2e332cbf99da&pf_rd_p=6b3eefea-7b16-43e9-bc45-2e332cbf99da&pf_rd_r=HB29MSFXRR7EKNWBX71J&pd_rd_wg=Bzl5r&pd_rd_r=4ba779bd-0908-4635-8cea-765dabfa3fbd&pd_rd_i=1449373321&psc=1

Software Data Stack

What is it?

Datastores for customer-facing applications
Who manages reliability?

Site Reliability Engineers



Enterprise Data Stack

What is it?
Data infrastructure/platforms
Who manages reliability?

Handled by DBAs or Database Reliability Engineers



Modern Data Stack

What is it?

Data pipelines for analytics and machine learning

ETL pipelines that perform platform critical transformations

Data Gateways that allow for many consumers of Golden Datasets

Who manages it?



Modern Data Stack

DRE skillset:

Data ingress and egress
Data transformations
Data storage

Data governance

Data analysis



Modern Data Stack

DRE skillset:

e Automation
e Monitoring Observability
e Architecture



Lessons and Takeaways

e Data Reliability is applicable to all data centric

services
e As Data democratizes across the stack reliability is

crucial to organization success
e A DRE skill set is specialized and different than any

other reliability engineer.



e Twitter; @captainnobody1
e Twitch: @soypeteO1
e Linkedln: Miriah Peterson



https://twitter.com/captainnobody1
https://www.twitch.tv/soypete01
https://www.linkedin.com/in/miriah-peterson-35649b5b/

