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Speaker Introduction
Archmage of Infrastructure at Tailscale 
SRE for half of my career 
Moving into DevRel 
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own and not always the opinions of my employer
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https://go.dev/ref/spec



package main 

func main() { 
 var x string = "hi" 
 x = 4 
}

main.go:5:6: cannot use 4 (untyped int 
constant) as string value in assignment
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What Static Analysis Can 
Prove
Not releasing some resources 
Making typos the compiler can’t prove 
Invalid constants (time format, URL, regexes) 
Prevent a wide range of preventable crashes
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func doHTTP() error { 
 resp, err := http.Get("https://christine.website/.within/health") 
 if err != nil { 
  return err 
 } 

 io.Copy(os.Stdout, resp.Body) 
 return nil 
}



func doHTTP() error { 
 resp, err := http.Get("https://christine.website/.within/health") 
 if err != nil { 
  return err 
 } 

 io.Copy(os.Stdout, resp.Body) 
 return nil 
}



func doHTTP() error { 
 resp, err := http.Get(“https://christine.website/.within/health") 
 defer resp.Body.Close() 
 if err != nil { 
  return err 
 } 

 io.Copy(os.Stdout, resp.Body) 
 return nil 
}













$ go vet httpget.go 
# command-line-arguments 
./httpget.go:16:8: using resp before checking for errors





https://pkg.go.dev/cmd/vet
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https://staticcheck.io/
docs/running-staticcheck/

ci/github-actions/
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if x, ok := x.(int); ok { 
    // ... 
} else { 
    fmt.Printf("unexpected type %T\n", x) 
}



if err := doSomething(); err != nil { 
    log.Fatal(err) 
} 
// err isn't valid here



if err := doSomething(); err != nil { 
    log.Fatal(err) 
} 
// err isn't valid here

{ 
  err := doSomething() 
  if err != nil { 
    log.Fatal(err) 
  } 
} 
// err isn't valid here



if x, ok := x.(int); ok { 
    // ... 
} else { 
    fmt.Printf("unexpected type %T\n", x) 
}



if x, ok := x.(int); ok { 
    // ... 
} else { 
    fmt.Printf("unexpected type %T\n", x) 
}



unexpected type int



if xInt, ok := x.(int); ok { 
    // ... 
} else { 
    fmt.Printf("unexpected type %T\n", x) 
}



type Failure struct{ Reason string } 

func (err *Failure) Error() string { return err.Reason } 

func failed() bool { return false } 

func doWork() error { 
 var err *Failure 
 if failed() { 
  err = &Failure{"oh no"} 
 } 
 return err 
} 

func TestDoWork(t *testing.T) { 
 if err := doWork(); err != nil { 
  t.Log(err.Error()) 
 } 
}
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type error interface { 
 Error() string 
}

https://pkg.go.dev/builtin#error
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💥💥💥💥💥

panic: runtime error: invalid memory address or nil pointer dereference [recovered] 
 panic: runtime error: invalid memory address or nil pointer dereference 
[signal SIGSEGV: segmentation violation code=0x1 addr=0x0 pc=0x4ac960]





type Failure struct{ Reason string } 

func (err *Failure) Error() string { return err.Reason } 
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 var err *Failure 
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errorbomb.go:11:6: doWork never returns a nil 
interface value



func doWork() error { 
 if failed() { 
  return &Failure{"oh no"} 
 } 
 return nil 
}
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func doWork() error { 
 if failed() { 
  return &Failure{"oh no"} 
 } 
 return nil 
}
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