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‘Large Language Model’

Generates likely strings in the same grammar, 
that follow an input string

Not magic

What is an LLM?
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OpenAI

LLM Providers

Advantages

The market leader, offers the most sophisticated models 
available today

Google integration

Open source, can be run on your own infrastructure – Good 
from a privacy perspective
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Likely strings do not mean ‘accurate’ strings

Best suited to workflows with human review

Better prompts = better results

LLMs are Liars (sometimes)
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Single Shot Prompt
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Few Shot Prompt
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Tuning

A tuned model can be thought of as 
‘many shot’

Ability to train on more examples than 
can fit in a prompt

Higher quality results
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Building Extractions
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Summarization
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Summarization
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Building a Plugin

Starting Template:

https://github.com/elastic/template-kibana-plugin/

Helpful guide:
https://dilshankelsen.com/how-to-create-a-plugin-for-ki
bana/

https://github.com/elastic/template-kibana-plugin/
https://dilshankelsen.com/how-to-create-a-plugin-for-kibana/
https://dilshankelsen.com/how-to-create-a-plugin-for-kibana/
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Summarizer Example
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Token limit means we can only pass 
limited data

Raw event may not fit – Trim to what is 
necessary 

Raw event may contain information you 
do not want to send – Find and replace 
sensitive data

Cont’d
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OpenAI Params

Temperature

Tokens

Top P

Frequency Penalty

Presence Penalty

Model
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OpenAI Models
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Privacy and Confidentiality 
Considerations

OpenAI does not use content sent to 
them via the API for training new models

They *do not* say they do not retain logs 
or other properties

Sending sensitive data is always a risk
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