
Building Automated Quality Gates into your CI Pipelines
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What is a Quality Gate

A change control to ensure the quality of the software at level

Ensures entry and exit criteria can be met

Prevents development from moving to the next stage until certain measures 
are met

Can be automated to fit a company’s CI/CD needs





Why Quality Gates

MEASURE TO 
AUTOMATICALLY ENSURE 

ACCEPTANCE CRITERIA ARE 
MET

DRIVES SHIFT-LEFT MINDSET SAFEGUARD AGAINST POOR 
QUALITY CODE IMPACTING 

LATER CYCLES

PREVENTS TESTING BEING 
IMPACTED LATE IN CYCLE

ENSURES PROACTIVE 
QUALITY



Building 
blocks 

for 
Quality 

Gates

Requires well-defined and clear completion 
criteria

Testable architecture

Strong focus on Unit Testing

Requires automated integration tests

Works best with small/frequent releases
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What does a 
Quality Gate 
Check

Build Health

Infrastructure Health

Test Results

Code Coverage

Security Scans

Service Performance

Incident and Issue Management



Types of Quality Gates

Setup and 
Checkout

Build

Execute Unit/CI 
Tests

Static Analysis

Environment 
Readiness 

Check

Pre/Post 
Deployment to 
Environments

Automated 
Integration 

Test Execution

Dynamic Code 
Analysis

Non-Functional 
Test Execution



Examples 
of Quality 

Checks

Linting standards need to be met before 
the code build can be successful.

100% successful completion of all tests 
with a 90% code coverage achieved at a 
unit testing level.

Successful completion of scans with 
100% code coverage.

Successful pass of all automated checks







How To Build Quality Gates



Checking 
Environments 
Before/After 
Deployment



Measuring Code 
Coverage and 
Pass Rates



Ensure Successful Scan Results



Observabilit
y

Collect data from multiple sources

Store data in a central location

Use APIs to automate data gathering

Use logging and monitoring frameworks

Use data visualization tools

Set up alerting

Keep track of data retention policies

Continuously monitor and optimize
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