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Hi
I work at Pixee
I build security tools



https://github.com/pixee/codemodder-python



There is a problem

Source: Veracode State of Software Security 2024

“Roughly 63% of applications have flaws in first-party code”

“We saw that 42% of all applications have flaws that [persist 
unremediated for longer than one year]”



Security tools



…security tools?



We need to fix and harden code
automatically



Enter:

An open-source codemod 
framework for fixing security 
issues



Code + Modification
Enable large-scale refactoring with 
some human intervention

Quickly apply updates, migrations to a 
large number of files (JavaScript + 
Typescript only)

Framework for parsing and 
transforming Python code



Codemodder Philosophy

● Fix problems found by other (security) tools

● Tell a story and educate users

● Make changes that are simple to understand 
and approve



Leverage Open-Source Tools

��
Good at finding problems Good at transforming code



Process results from other tools



Invoke open-source tools

custom rules



Codemods Tell a Story

● Every fix is an opportunity to educate

● Fixes should be comprehensible and 
compelling

● Fixes should be easy to merge ✅



How can I use it?
$ pip install codemodder
$ codemodder -h



What does it do?
$ codemodder /path/to/my-project

● Apply changes to files on disk
● Generate CodeTF output files



What can we fix?



Replace unsafe pyyaml loader



Use defusedxml for parsing XML



Automatically close resources



Parameterize SQL queries



Use generator expressions



Codemodder Architecture

● Detector

● Metadata

● Transformer
Finds problems

    Changes code

 Tells a story





Codemod Metadata

● Name

● Description

● Summary

pixee:python/use-defusedxml

Use defusedxml for parsing XML



Dependency Management

● Sometimes codemods add dependencies

● Doing this in Python is not really easy



Dependency Management
pyproject.toml setup.cfg setup.py

Source: https://setuptools.pypa.io/en/latest/userguide/dependency_management.html



Letʼs write a codemod



Codemod Plugin Template















Make the easy things easy





Make the hard things possible





Looking ahead







We want your feedback!

● GitHub Issues

● Clone/fork

● Stars

● Contribute codemods and/or ideas



Pixeebot App

Pixee CLI



       @drdavella

dan.davella@pixee.ai

https://pixee.ai


