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Incident Response is an organized 
approach to addressing

and managing an incident
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Use systematic 
learning and 
improvement

1
Mobilize and 

inform only the 
right people at 
the right time

2
Automate 

everything you 
can

3
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Replace chaos with calm
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An incident is any unplanned 
disruption or degradation of service 
that is actively affecting customers’ 

ability to use the product
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A major incident requires a coordinated 
response between multiple teams
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Agree and standardize on base 
concepts to avoid confusion
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Metrics must be business 
related and actionable
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Anyone can trigger the Incident 
Response Process at any time
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The Four Steps of an Incident

PREVENTMOBILIZE RESOLVE
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Roles of Incident Response

Incident Commander

Scribe Deputy

Internal Liaison Customer Liaison

COMMAND

LIAISONS

OPERATIONS

Subject Matter Expert 
(SME)

Subject Matter Expert 
(SME)

Subject Matter Expert 
(SME)

Subject Matter Expert 
(SME)

Subject Matter Expert 
(SME)



How do I prepare to manage 
incident response teams?



Step 1
Ensure explicit processes and 
expectations exist and people 

are trained



Step 2
Practice running major 

incidents as a team



Step 3
Find ways to tune your processes 

for your teams to work



Step 4
Make Checklists



Example Checklists

Start of Incident:
Mobilize Response

Reminders during an 
Ongoing Incident

Incident ResolvedIncident Response 
Loop

❏ Join the 
#incident-war-room and 
Zoom call

❏ Announce self as 
Incident Commander

❏ Acknowledge the 
incident

❏ Assign deputy
❏ Assign scribe
❏ Confirm liaison present
❏ Confirm SMEs present 
❏ Run !ic responders to 

get list of oncalls on 
Slack

❏ Size-up the situation
❏ What’s wrong?
❏ Which systems 

are affected?
❏ Is this affecting 

multiple 
systems?

❏ What’s the 
customer 
impact?

❏ Stabilize the incident
❏ What actions can 

we take?
❏ Was there a 

related change 
or deploy?

❏ Suggest people leave 
call if they are not 
required

❏ SME, Scribe, Comms 
handoff to avoid fatigue

❏ Incident Commander 
Swap
❏ Ask deputy to 

take over
❏ Summarize 

status
❏ Announce 

change in 
command

❏ Notify customers of 
resolution

❏ Scale down the response
❏ Direct all follow up 

to 
#incident-followup

❏ Announce end of 
incident call

❏ Resolve the PD incident
❏ Create the post-incident 

review
❏ Assign review 

owner
❏ Send email to 

incident-reports@pd.com



Step 5
Don’t neglect the 

post-incident review
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Incident Response pitfalls 
and how to avoid them
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Executive Swoop
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Executive Swoop one
“Let’s try and resolve this in 10 minutes 

please!”
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Executive Swoop two
“Can I get a spreadsheet of all affected 

customers?”
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Executive Swoop three
“Do what I say”
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Do you wish to take command?

. . .



Failure to Notify Stakeholders
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Too frequent status updates
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Red Herrings
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Other common pitfalls

Debating the severity of an 
incident during the call

Discussing process and 
policy decisions

Not disseminating policy 
changes

Hesitating to escalate to 
other responders

Neglecting the 
post-incident review and 

follow up activities

Trying to take on multiple 
roles

Getting everyone on the 
call

Forcing everyone to stay on 
the call

Assuming silence means 
no progress
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Summary

• Use the Incident Command System for managing incidents

• An Incident Commander takes charge during emergency 

scenarios

• Set expectations upward

• Work with your team to set explicit processes and expectations

• Practice, practice, practice!

• Don’t forget to review and improve
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More details on

response.pagerduty.com
Connect with us at 

community.pagerduty.com
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