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CI/CD accelerates delivery—but also risky

e Secrets leak
e No enforcement
e Security is reactive
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Why Existing Tools Fail

e Static analysis
e Al alone
e No deterministic enforcement
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Solution Overview
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= O Cloud-Architect-Emma
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= o Cloud-Architect-Emma | go-ci-cd-security-guardrail
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Cloud-Architect-Emma Delete test.eny o YL) 42 Commits

.github/workflows

architecture

cmd/gate tefactor output mess d comments for clarity
configs

internal Add concurrent scanning functionality

LICEMNSE

README.md

gate

go.mod

EE MIT license




Github £
Workflows o ¥ Deploy / Build
=GO ©
Push /—9 PFipeline Trigger Al Scan GPT- 4 ?#‘3
> > Secret Detection >
Pattern Scanning ————» R & G
Github Repo T g s e l —_—
Policy Validation ————» Faiy L.EB Lo [ DEV |

. Respond to Incident
Receive Al Incident Report
and Fix recommendation

on Slack

AN

fcloud-architect-emma
OCloud-Architect-Emma
M@cloudsavant


https://github.com/Cloud-Architect-Emma
http://www.linkedin.com/in/cloud-architect-emma
https://hackernoon.com/u/cloudsavant

HOW IT WORKS

e Scan the code

e Check against rules
e |f safe » continue

e |f not » stop build

e Send alert
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Demo
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= o Cloud-Architect-Emma |/ go-ci-cd-security-guardrail Q. Type[/]to search & -

| R

<> Code () Issues I Pullrequests ¢ Agents (*) Actions f[[J Projects [0 Wiki U Security and quality |2 Insights 8 Settings

Actions New workflow All workflows Q. Filter
Showing runs from all workflows
All workflows
Go Security Guardrail 40 workflow runs Workflow - Event ~ 5
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L) Usage metncs A
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(#) Performance metrics

() Add API_KEY to test environment file

Go Security Guardrail #33: Commit dcebf72 pushed by Cloud-£ lect-Emma
& Refactor output messages and comments for clarity

Go Security Guardrail #37: Commit 506802d pushed by Cloud-Architect-Emma
{3 Add concurrent scanning functionality

Go Security Guardrail #36: Commit 1106155 pushed by Cloud-Architect-Emma
{3 Refactor main function for improved readability

Go Security Guardrail #35: Commit 340dcdb pushed by Cloud-Architect-Emm




(il Summary

All jobs =
. > @ Checkout repository
go-security

> @ SetupGo

Run details
> @ Build Security Gate

(<} Usage

&Y Workflow file v Run Security Gate

1 » Run ./Sgate
Running Go Security Guardrail...
Config: configs/policies.json

& Scan path:
18 Security wiolations detected:

12 [HIGH] Issue detected

13  File: ./test.env

14 Lime: 1

15  Code: API_KEY=sk-test-12345%6

15 Fix: Remove hardcoded secrets and use environment variables

18 5lack alert semt successfully

19 Slack alert sent

20 Process completed with exit code 1
L. o -

(#) Post Set up Go

> @ Post Checkout repository

L omplete Job



Search ci-cd-aleris ¢ J

ci-cd-alerts ~ % it general &, Invite teammates | g ~ L3
57 Upgrade Plan @ Messages P Addcanvas +
L
Code: "token",
F_B Hles Fix: Avoid embedding authentication tokens in code
i3] Directories
[HIGH]
File: ./cmd/gate/main.go
7 Starred Line: 131
Drag and drop important stuff here Code: fix = "Avoid embedding authentication tokens in code”

Fix: Avoid embedding authentication tokens in code

Eh External connections i Go Guardrail aPF 708 PM
' Security Violation Detected
# Channels
# general Go Security Guardrail blocked the pipeline.
+ Add channels CI/CD Security Gate Failed
9 Direct [HIGH]
od e SSITES
L e File: ./test.env
+ Invite people Line: 1

Code: AP|_KEY=sk-test-123456
Fix: Remove hardcoded secrets and use environment variables

i Apps
B Slackbot

@ Go Guardrail Hi everyone! Let’s try using Slack for... X

Message #general

+ A ®@ @ O ¢




Lessons Learned
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Future Improvements

e Multi-language support
e Advanced policy management
e Cloud security integration
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Resources
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-GO

https://go.dev/doc/
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GitHub
https://docs.github.com/en/actions

fcloud-architect-emma
OCloud-Architect-Emma
M@cloudsavant


https://github.com/Cloud-Architect-Emma
http://www.linkedin.com/in/cloud-architect-emma
https://hackernoon.com/u/cloudsavant

) ownsk

https://owasp.org/www-project-top-10-ci-cd-security-risks/
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https://www.devsecops.org/
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a2- slack

https://api.slack.com/messaging/webhooks
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