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LLM Security Top 10 Risks



OWASP Top 10 for LLM Security



Jailbreak



Jailbreak

➔ Bypass safety controls and generate malicious content



Prompt Injection



Prompt Injection

➔ Ignore system instructions and perform malicious actions



Data Poisoning



Data Poisoning

➔ Infect datasets and manipulate model behavior



Denial of Service



Denial of Service

➔ Overload model operations and deplete compute and finances



Model Theft



Model Theft

➔ Collect model responses and clone intellectual property



Data Leakage



Data Leakage

➔ Interrogate a model and steal secrets



Insecure Output



Insecure Output

➔ Use copilots and generate vulnerabilities



Insecure Plugin



Insecure Plugin

➔ Add extensions and extend attack surface



Insecure Agent



Insecure Agent

➔ Delegate to agents and scale security risks



Insecure Supply Chain



Insecure Supply Chain

➔ Use open source and open doors to your system



LLM Security Risk Map
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