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Modern enterprise are complex and increasingly hard
to manage

Failures can occur at all logical layers.

------ » | Conversation Bots Failures can happen at any time, sometimes in
: . combination with other errors.
\ v
Caching Layer / CDN Layer Bugs may manifest long after they have been deployed

v

to a system.

Serverless / Computer Layer

Bugs have the potential to propagate across the entire
v system.

Database Layer
] Problems tend to exacerbate at higher levels of the

A 4

system due to recursion.

Cloud Networking Service Layer

1
1
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Cloud Hardware Layer




“2021, Facebook and its properties, Instagram and
WhatsApp, were down for more than due to
configuration changes on routers in Facebook's data
centers. A five-hour outage is an eternity in our always-on
digital economy, costing the company an estimated 565
million and 4.8% in stock valuation.”

“Datadog experienced a on March 8,
2023, affecting multiple regions due to a network stack issue
triggered by an automatic security update. The root cause
was identified as systemd deleting routes during a restart,
leading to a prolonged disruption in web access, APIs,
monitors, and data ingestion.”

“2021, Fastly (leading CDN) had an outage that lasted
1 hour causing major down time for Amazon, eBay,
Reddit, Spotify, Twitch, The Guardian, The New York
Times, and even UK government websites. This was

due toa
development, later got triggered by a configuration
change pushed”



Why Traditional Testing Falls Short?

Testing verifies the known, but in the dance with failures, the steps are often unrehearsed and spontaneous.
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Why Chaos Engineering

Observe how
systems
respondsto
real word

Increase Reliability and Resiliency of
events

Develop cost Build Systems
Sllcails Confident
failover and Against
restoration F%ilure Increase End User Satisfaction (Achieve

solutions

SLOs)

Identify weak

points in system Improve team collaboration and skill

Prepare and
educate Site
Reliability
Engineer

Improve Reduce Mean Time to Resolve ( MTTR)

recovery time
(MTTR)

Improve Observability and Monitoring
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What is GenAl(Generative Al)

Generative Al refers to machine learning models that can create new, original content like text, images, audio, and more

What is difference been predictive or analytical Al vs generative Al?
* Unlike predictive or analytical Al, generative Al models are not focused on classifying data or finding patterns
* Instead, they are trained on massive datasets to learn how to generate brand new outputs that are similar to the training
data

Prominent examples of generative Al models:
* GPT-3: Generates human-like text and can converse in natural language
* DALL-E: Creates original images from text descriptions
* AlphaFold: Predicts 3D protein structure from amino acid sequence

Key features of generative Al models:
* These models are trained via machine learning approaches like deep learning and neural networks
* They continue to learn and improve as they are exposed to more training data over time
* The goalis for the Al to generate novel, high-quality content that is realistic and useful for human applications



Articles & stories - GPT-3 can
generate news articles and fiction
stories

Code - GitHub Copilot suggests
context-relevant code for
developers

Al models can generate or edit video
content

Generating logos, recipes, fashion
designs, architectural drawings
Personalizing content like
customized ads or product
recommendations

Art - DALL-E 2 creates original digital
art from text prompts

Photos - Generative models can edit
or enhance photos

Models can analyze chemical
compounds and suggest new drug
candidates



Chaos Engineering — “Methodology”

Chaos Engineering is the discipline of experimenting on a distributed system to build confidence in its ability to
withstand turbulent conditions in production.
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Monitoring &
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Enhancing Chaos Engineering with Generative Al: A
Comprehensive Framework

01

1)

03

04

05

Discovery Phase
Leverage GenAl for anomaly detection in historical data,
uncovering potential weaknesses or areas of interest

Dependency Analysis

Utilize GenAl to analyze system dependencies,
identifying points of failure or vulnerabilities in the
architecture.

Steady State Definition
Train GenAl models to predict performance metrics,
aiding in defining the system's steady state.

Hypothesis Creation
Implement GenAl for automated hypothesis generation

Experiment Design
Use GenAl for scenario simulation, assisting in designing

controlled experiments and optimizing testing efficiency.

Blast Radius Definition

Utilize GenAl to assess the potential blast radius of
chaos experiments, considering dependencies and
system topology.

Rumsfeld Matrix - "Known Knowns, Known

Unknowns, and Unknown Unknowns*
Leverage GenAl for data analysis to categorize knowns
and unknowns, aiding in identifying potential unknown
unknowns.

Monitoring and Analysis

Integrate GenAl models into real-time monitoring for
anomaly detection during chaos experiments and root
cause analysis.

Documentation and Reporting
Employ GenAl for automated reporting, summarizing
chaos experiment outcomes and consolidating insights.

Iterative Improvement

Establish a continuous feedback loop with GenAl,
allowing for adaptive experimentation and improved
chaos engineering approaches.
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Generative Al In Action: llluminating Possibilities via
Architecture Diagrams



Supply the architecture diagram link to the Generative Al model (Claude) and let it automatically generate crucial

system dependencies.



Pro-Tip : Experiment with different models to achieve more precise results (in this instance, we utilized the command

model)




Supply the architecture diagram link to the Generative Al model (Claude) and let it automatically generate the steady-

state definitions for the system




Supply the architecture diagram link to the Generative Al model (Claude) and let it automatically generate hypothesis




Supply the architecture diagram link to the Generative Al model (Command) and let it automatically generate

Experiment and Test cases



Supply the Test case and link to Architecture diagram to Generative Al model (Command) and let it automatically

generate blast radius for the partiucler test
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Generative Al In Action: llluminating Possibilities via
Auto generated Service Maps



Known

Unknown

Known

Reviewing issues that you are cognizant
of but may have been forgotten or
overlooked with the passage of time,

such as adherence to best practices,
documented procedures, or insights
from historical incidents.

Unknown

Investigating potential issues and
vulnerabilities in your system that are
known but haven't undergone rigorous

testing or validation, such as theoretical
vulnerabilities or unverified failure
scenarios.

Conducting comprehensive chaos tests
to discover unforeseen and
unanticipated vulnerabilities that may
emerge unexpectedly, leading to
surprises, often of an unpleasant nature.



Generative Al can assist in analyzing historical data and known patterns, providing insights into well-understood aspects

of the system.




By leveraging Generative Al for scenario simulation, it can help identify potential scenarios or conditions that are

recognized as uncertainties but have known parameters.




Unknown Knowns:

This category implies information that is known but

not acknowledged. Generative Al may not directly
address this category, as it relies on existing data
and patterns.

Unknown Unknowns:

Generative Al's ability to discover hidden patterns
in data might contribute to uncovering unknown
unknowns to some extent, but complete
identification remains challenging.



Chaos Engineering 2024

Smart Chaos : Automating entire Chaos Engineering
workflow using GenAl

Source Build Test Deploy Observability
AWS AWS CodeBuild AWS AWS . CloudWatch Metrics - Collect metrics on utilization, traffic, errors, and more.
CodeCommit CodeBuild CodeDeploy Create alarms and dashboards to monitor application health. Chaos Engineering

. CloudWatch Logs - Aggregate and monitor application and system logs in one
place.
. X-Ray - Trace requests to identify performance bottlenecks and errors.

Pipeline

Generate chaos Evaluate Outcomes

experiments

Execute experiments via Expand scope iteratively

AWS FIS

Create chaos experiment
templates

Build training dataset

Collect telemetry * API failure, instance

data to establish
baseline normal
behavior

Log failures,
dependencies etc to

train models

termination, induce
latency etc

GenAl will combine
these building blocks

Use CloudWatch .

Service Map to
understand
dependencies
Leverage GenAl to
analyze telemetry data
and detect critical flows
Auto-generate
experiment
combinations using
templates to target
critical flows

Inject failure scenarios * Analyze metrics, logs,

into non-critical paths
first

Slowly increase blast
radius to critical
components

traces to ensure proper
recovery

Feed results back into
GenAl to improve
chaos targeting

Increase magnitude
and duration of failures
Add more failure
scenarios




Observability /
SLO/ Error
Budgets

Production




Best Practices: Pitfalls to Avoid:

Quality Data: Ensure diverse, high-quality training Watch for Bias: Be cautious of biased training
data for GenAl. data.

Flexible Templates: Design adaptable chaos Balance Flows: Consider vulnerabilities in both
experiment templates. critical and non-critical paths.

Gradual Expansion: Increase chaos from non- Controlled Expansion: Avoid rapid chaos
critical to critical components gradually. expansion to critical components.

Feedback Loop: Feed results back to GenAl for Thorough Analysis: Analyze metrics, logs, and
continuous improvement. traces post-experiment, including recovery.

Operational Collaboration: Collaborate with Human Expertise Matters: GenAl is a tool;
operations teams for real-world alignment. include human judgment for a holistic approach.




Thank you!



